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®  Read the installation guide thoroughly before you set up the router.

®  The router is a complicated electronic unit that may be repaired only be
authorized and qualified personnel. Do not try to open or repair the router
yourself.

® Do not place the router in a damp or humid place, e.g. a bathroom.

®  The router should be used in a sheltered area, within a temperature range of +5 to
+40 Celsius.

® Do not expose the router to direct sunlight or other heat sources. The housing and
electronic components may be damaged by direct sunlight or heat sources.

® Do not deploy the cable for LAN connection outdoor to prevent electronic shock
hazards.

®  Keep the package out of reach of children.

®  When you want to dispose of the router, please follow local regulations on
conservation of the environment.

We warrant to the original end user (purchaser) that the router will be free from any

defects in workmanship or materials for a period of two (2) years from the date of

purchase from the dealer. Please keep your purchase receipt in a safe place as it serves

as proof of date of purchase. During the warranty period, and upon proof of purchase,

should the product have indications of failure due to faulty workmanship and/or

materials, we will, at our discretion, repair or replace the defective products or

components, without charge for either parts or labor, to whatever extent we deem

necessary tore-store the product to proper operating condition. Any replacement will

consist of a new or re-manufactured functionally equivalent product of equal value, and

will be offered solely at our discretion. This warranty will not apply if the product is

modified, misused, tampered with, damaged by an act of God, or subjected to abnormal

working conditions. The warranty does not cover the bundled or licensed software of

other vendors. Defects which do not significantly affect the usability of the product will

not be covered by the warranty. We reserve the right to revise the manual and online

documentation and to make changes from time to time in the contents hereof without

obligation to notify any person of such revision or changes.

Web registration is preferred. You can register your Vigor router via
http://www.draytek.com.

Due to the continuous evolution of DrayTek technology, all routers will be regularly
upgraded. Please consult the DrayTek web site for more information on newest
firmware, tools and documents.

http://www.draytek.com



European Community Declarations
Manufacturer:  DrayTek Corp.

Address: No. 26, Fu Shing Road, HuKou Township, HsinChu Industrial Park, Hsin-Chu County, Taiwan
303
Product: Vigor3900

DrayTek Corp. declares that Vigor3900 of routers are in compliance with the following essential requirements
and other relevant provisions of EC, Directive 2004/108/EC.

The product conforms to the requirements of Electro-Magnetic Compatibility (EMC) Directive 2004/108/EC by
complying with the requirements set forth in EN55022/Class A and EN55024/Class A.

The product conforms to the requirements of Low Voltage (LVD) Directive 2006/95/EC by complying with the
requirements set forth in EN60950-1.

Regulatory Information
Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to Part
15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a
residential installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed
and used in accordance with the instructions, may cause harmful interference to radio communications. However,
there is no guarantee that interference will not occur in a particular installation. If this equipment does cause
harmful interference to radio or television reception, which can be determined by turning the equipment off and
on, the user is encouraged to try to correct the interference by one of the following measures:

®  Reorient or relocate the receiving antenna.

@ Increase the separation between the equipment and receiver.

®  Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
®  Consult the dealer or an experienced radio/TV technician for help.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:
(1) This device may not cause harmful interference, and

(2) This device may accept any interference received, including interference that may cause undesired operation.

Please visit http://www.draytek.com/user/SupportDLRTTECE.php
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Chapter 1: Preface

The Vigor3900 Series integrates a rich suite of functions, including NAT, firewall, VPN,
load balance, and bandwidth management capability. These products are very suitable for
providing multi-integrated solutions to SME markets.

A Virtual Private Network (VPN) is an extension of a private network that encompasses
links across shared or public networks like an Intranet. A VPN enables you to send data
between two computers across a shared public Internet network in a manner that emulates
the properties of a point-to-point private link. The DrayTek Vigor3900 Series VPN router
supports Internet-industry standards technology to provide customers with open,
interoperable VPN solutions such as X.509, DHCP over Internet Protocol Security (IPSec)
up to 500 tunnels, and Point-to-Point Tunneling Protocol (PPTP).
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1.1 Web Configuration Buttons Explanation

Several main buttons appeared on the web pages are defined as the following:

Save and apply current settings.
Cancel current settings and recover to the previous saved settings.
Clear all the selections and parameters settings, including selection from

drop-down list. All the values must be reset with factory default settings.

e Add new settings for specified item.

Edit the settings for the selected item.
Delete the selected item with the corresponding settings.

Note: For the other buttons shown on the web pages, please refer to Chapter 4 for detailed
explanation.

1.2 LED Indicators and Connectors

Before you use the Vigor router, please get acquainted with the LED indicators and
connectors first. The displays of LED indicators and connectors for the routers are different
slightly.
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Description for LED

NK 1000 LNK 1000 NK 1000 LNK 1000 LNK 1000 LNK 1000

s o)

SFP USB
GigaLANP» 1 3 (SFP 1) GigaWAN » 1

LED Status Explanation
PWR On The router is powered on.
Off The router is powered off.
ACT Blinking The system is active.
On/Off The system is hanged.
SFP 1/2 On The fiber connection is established.
Off No fiber connection is established.
USB 1/2 On The USB device is installed and ready.
Off No USB device is installed.
LNK | On The Ethernet link is established on corresponding port.
Blinking The data transmission is done through the corresponding
GigaLAN1 port.
/LAN 2) Off No Ethernet link is established.
1000 | On It means that a normal 1000 Mbps connection is through
its corresponding port.
Off It means that a normal 10/100 Mbps connection is
through its corresponding port.
LNK | On The Ethernet link is established.
Giga Blinking The data transmission is done through the corresponding
WAN1/2/3/4 port.
Off No Ethernet link is established.
1000 | On It means that a normal 12000Mbps connection is through
its corresponding port.
Off It means that a normal 10/100Mbps connection is through

its corresponding port.

Vigor3900 Series User's Guide 3



Connectors

LNK 1000 LNK i0ao

LNK 1000

LNK 1000 LNK 1000 LNK 1000

0 o o TS

GigaLAN» 1

3I(SFP 1)

GigaWAN» 1

HECE CONSOLE USB1 USB2 Roset

Interface Description

GigaLAN1/2 Connecter for local network devices.
3(SFP) Connecter for fiber cable.
GigaWAN1/2/3/4 Connecter for remote network devices.
5(SFP) Connecter for fiber cable.

Console Provided for technician use.
USB1/USB2 Connecter for the USB device.

Factory Reset

Used to restore the default settings. Press it and keep for
more than 5 seconds. When you see the ACT LED begins
to blink, release the button. Then the router will restart with
the factory default configuration.

Connecter for a power cord.
ON/OFF - Power switch.

4 Vigor3900 Series User's Guide



1.3 Hardware Installation

1.3.1 Network Connection

Before starting to configure the router, you have to connect your devices correctly.

1.
2.

Connect one end of an Ethernet cable (RJ-45) to one of the LAN ports of Vigor3900s.

Connect the other end of the cable (RJ-45) to the Ethernet port on your computer (that
device also can connect to other computers to form a small area network). The LAN
LED for that port on the front panel will light up.

Connect a server/modem/router (depends on your requirement) to any WAN port of
Vigor3900 with Ethernet cable (RJ-45). The WAN1 (to WAN4) LED will light up.

Connect the power cord to Vigor3900’s power port on the rear panel, and the other side
into a wall outlet.

Power on the device by pressing down the power switch on the rear panel. The PWR
LED should be ON.

The system starts to initiate. After completing the system test, the ACT LED will light
up and start blinking.

Below shows an outline of the hardware installation for your reference.

4 Power cable

9
“;IE |

DrayTek

OIRL T 1 X 1 TR
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1.3.2 Rack-Mounted Installation

The Vigor3900 Series can be mounted on a rack by using standard brackets in a 19-inch rack
or optional larger brackets on 23-inch rack (not included). The bracket for 19- and 23-inch
racks are shown below.

Attach the brackets to the chassis of a 19- or a 23-inch rack. The second bracket attaches the
other side of the chassis as above procedure.

After the bracket installation, the Vigor3900 Series chassis can be installed in a rack by using
four screws for each side of the rack.

Desktop Type Installation

Rubber pads are included with the Vigor3900 Series. These rubber pads improve the air
circulation and decrease unnecessary rubbing on the desktop.

6 Vigor3900 Series User's Guide



Chapter 2: Initialing Settings

For use the router properly, it is necessary for you to change the password of web
configuration for security and adjust primary basic settings.

This chapter explains how to setup a password for an administrator and how to adjust basic
settings for accessing Internet successfully. Be aware that only the administrator can change
the router configuration.

2.1 Changing Password

To change the password for this device, you have to access into the web browse with default
password first.

1. Make sure your computer connects to the router correctly.

Notice: You may either simply set up your computer to get IP
dynamically from the router or set up the IP address of the computer to be
the same subnet as the default IP address of Vigor router 192.168.1.1.
For the detailed information, please refer to the later section - Trouble
Shooting of this guide.

2. Open a web browser on your PC and type http://192.168.1.1. A pop-up window will
open to ask for username and password. Please type default values on the window for
the first time accessing. The default value for user name is admin and the password is
admin. Next, click Login.

Dr ay Te k ' Igor. 900 Series

User : admin
Password ;| ===

English + | Login

Vigor3900 Series User's Guide 7



3.

4.

Now, the Main Screen will pop up.

DrayTek

Auto Logout - v

Quick Start Wizard

Onling Status

Firewall

Objects Setting

User Management
Applications

VPN and Remote Access
Certificate Management
SSL VPN

‘Central VPN Management
Bandwidth Management

UsB Application
System Maintenance
Diagnostics

External Devices

Product Registration

Vigor3900 Series

&5 Refresn

Device Information

Model :
Hardware
Firmware
Build Date :
Revision

1Pvd

Vigor3g00

1.0

1.0.7_RC1Z
2013-08-27 15:22:28

2733

PvE

11:58:45 Login: Admin = |

System Information

| CRUUsage 20% p— |

* Memory Usage : Memory Usage:41% Memory Cached:16% ] F |
Coprocessor: CPU Usage:0% lemory Uzage.0%
[ 1 1
System Up Time 0 days 0:10:45

Current Syatem Time : Sat Jan 1 08:10:42 2011

Profile Connec Descrip Uptime Mac

Protocc IP

Gatewa DNS RX Rate TX Rate RX byte TX byte Operatio

lan1 up
lantest up
wanz  up

Justf.

0 day...
0 day...
0 day...

00:50
00:50
00:50

.. Statie(... 192.1...
.. Static(... 0.0.0.0
.. Static(... 172.1...

2069 910 2287.. 2290
0 0 0 0
172.1... 8888 11406 2386 131.2... 22.26...

Go to System Maintenance page and choose Administrator Password.

System Maintenance >> Administrator Password

| Administrator Password |

Original Password :
Newr Password :

Confirm Password :

=] Appy

Enter the login password (admin) on the field of Original Password. Type a new one
in the field of New Password and retype it on the field of Confirm Password. Then
click Apply to continue.

Now, the password has been changed. Next time, use the new password to access the
Web User Interface for this router.
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2.2 Quick Start Wizard

Quick Start Wizard is a wizard which is designed for configuring your router accessing
Internet with simply steps. In the Quick Start Wizard group, you can configure the router to
access the Internet with different modes such as Static, DHCP, PPPoE, or PPTP modes.

For most users, Internet access is the primary application. The router supports the Ethernet
WAN interface for Internet access.

Click Quick Start Wizard from the home page. Quick Start Wizard will guide the user to
establish LAN interface profile, WAN interface profile and select proper protocol for

connection. The following will explain in more detail for the various broadband access
configurations.

2.2.1 Step 1 - Specifying the WAN Profile
In the first page of Quick Start Wizard, please create a WAN profile.

Quick Start Wizard

Step 1
Profile : wean w
IPvd Protocol Static w

b K Next mm & cancel

Available settings are explained as follows:

Item Description

Profile Use the drop down list to choose one WAN profile.
wan W

wan

wanz

wana3

wand

wans

ush

Lushz

IPv4 Protocol Use the drop down list to choose a connection mode for such
WAN profile.
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Item Description

IPv4 Protocol : Static w
Static
DHCP
PFPoE
PPTF

Static - If Static is selected, you can manually assign a static
IP address to the WAN interface and complete the
configuration by applying the settings.

DHCP - It allows a user to obtain an IP address automatically
from a DHCP server on the Internet. If you choose
DHCP mode, the DHCP server of your ISP will
assign a dynamic IP address for Vigor3900
automatically. It is not necessary for you to assign
any setting. (Host Name and Domain Name are
required for some ISPs).

PPTP - This mode lets user get the IP group information by a
DSL modem with PPTP service from ISP. Your
service provider will give you user name, password,
and authentication mode for a PPTP setting. Click
PPTP as the protocol. Type in all the information
that your ISP provides for this protocol.

If your ISP offers you PPTP (Point-to-Point
Tunneling Protocol) mode, please select PPTP for
this router. Next, enter the required information
provided by your ISP on the web page.

PPPoE - PPPoE stands for Point-to-Point Protocol over
Ethernet. It relies on two widely accepted standards:
PPP and Ethernet. It connects users through an
Ethernet to the Internet with a common broadband
medium, such as a single DSL line, wireless device
or cable modem. All the users over the Ethernet can
share a common connection.

PPPOE is used for most of DSL modem users. All
local users can share one PPPoE connection for
accessing the Internet. Your service provider will
provide you information about user name, password,
and authentication mode.

If your ISP provides you the PPPoE (Point-to-Point
Protocol over Ethernet) connection, please select
PPPoE for this router to get the following page.
Enter the username and password provided by your
ISP on the web page.

Note: After you creating the WAN profile(s) by using Quick Start Wizard, you can
select the existing WAN profiles for next time. Simply use the drop down list to choose
the WAN profile available for modifying.

When you finish the above settings, please click Next to go to next page.
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2.2.2 Step 2 - Configuring the Selected Protocol
This page will be changed according to the IPv4 Protocol Type selected on last page.

Quick Start Wizard

IP Address : 0 . 0 . 0
Subnet Mask : 255.255.255. W
Gateway IP Address : _

€y add [5] zave

DHS Server IP Address

If Static is selected

If Static is selected, the following screen will appear. You can manually assign a static IP
address to the WAN interface and complete the configuration by applying the settings.

Quick Start Wizard

IP Address : 0 ] 0 ] 0 . 0

Subnet Mask : 255.255.255. )

Gatewray IP Address : ) ) ) '.' {Opticnal
€3 2dd [E] save

DHS Server IP Address

DNS Server IP Address : Mo items to show.

% Previous | K u Finigh G Cancel

Available parameters are listed as follows:

Item Description
IP Address Type a public IP address for such WAN profile.
Subnet Mask Choose the static mask from the drop down list.

Gateway IP Address Type a public gateway address for such WAN profile.

—_
W1 - click it to remove the IP address if you are not satisfied
with it.
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DNS Server IP Add - Click this button to display the IP address field for

Address adding a new IP address. Type the IP address on the tiny boxes
one by one.
€y add [B] save
DNS Server IP Address
JNS Server IP Address 188 g5 1 1|— II-[|

Save — After finished the IP address configuration, click Save
to save the setting onto the router.

& add [B] save
DNS Server IP Address
188.85.1.1 m
m - Click the icon to remove the selected entry.
Previous Click it to return to previous setting page.
Finish Click it to finish the configuration.
Cancel Click it to discard the settings configured in this page.

When you finished the above settings, please click Finish.
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If DHCP is selected

DHCP allows a user to obtain an IP address automatically from a DHCP server on the
Internet. If you choose DHCP mode, the DHCP server of your ISP will assign a dynamic IP
address for Vigor2960 automatically. It is not necessary for you to assign any setting. (Host
Name is required for some ISPs).

Quick Start Wizard
Step 2

Host Hame : (Optional

S Previous | K [ Finizh &3 cancal

Available parameters are listed as follows:

Item Description

Host Name (Optional) | Type a name as the host name for identification.

Previous Click it to return to previous setting page.
Finish Click it to finish the configuration.
Cancel Click it to discard the settings configured in this page.

When you finished the above settings, please click Finish.

If PPPoOE is selected

PPPoOE stands for Point-to-Point Protocol over Ethernet. It relies on two widely accepted
standards: PPP and Ethernet. It connects users through an Ethernet to the Internet with a
common broadband medium, such as a single DSL line, wireless device or cable modem. All
the users over the Ethernet can share a common connection.

PPPoE is used for most of DSL modem users. All local users can share one PPPoE
connection for accessing the Internet. Your service provider will provide you information
about user name, password, and authentication mode.

If your ISP provides you the PPPoE (Point-to-Point Protocol over Ethernet) connection,
please select PPPOE for this router to get the following page. Enter the username and
password provided by your ISP on the web page.
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Quick 5tart Wizard

Username :

Password :

%l FPrevious | I B Finieh & cancal

Available parameters are listed as follows:

Item Description

Username Type in the username provided by ISP in this field.
Password Type in the password provided by ISP in this field.
Previous Click it to return to previous setting page.

Finish Click it to finish the configuration.

Cancel Click it to discard the settings configured in this page.

When you finished the above settings, please click Finish.
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If PPTP is selected

This mode lets user get the IP group information by a DSL modem with PPTP service from
ISP. Your service provider will give you user name, password, and authentication mode for a
PPTP setting. Click PPTP as the protocol. Type in all the information that your ISP provides
for this protocol.

If your ISP offers you PPTP (Point-to-Point Tunneling Protocol) mode, please select PPTP
for this router. Next, enter the settings provided by your ISP on the web page.

. . s -
Quick Start Wizard
Step 2
PPTP Over : Static w
Server Address : 0.0.0.0
Username :
Passwaord
IP Address : 0 . 0 . 0 ) 0
Subnet Mask : 255.255.255.0 »
Gateway IP Address : . . g (Optional
©y add [ save
DNS Server IP Address
DNS Server IP Address : Ho items to show.
i Previous | K [=] Finish @3 cancel
Available parameters are listed as follows:
Item Description
PPTP Over Usually ISP dynamically assigns IP address to you each time

you connect to it and request. In some case, your ISP provides

service to always assign you the same IP address whenever you
request. In this case, you can fill in this IP address in the Fixed

IP field. Please contact your ISP before you want to use this
function.

Static W

Static
DHCP

Static — specify the IP address.
DHCP - obtain the IP address automatically.
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Quick Start Wizard

Step 2

PPTP Over : DHCP w
Server Address: 0.0.0.0
Username :

Password :

Server Address

Type a remote IP address of PPTP server.

Username Type in the username provided by ISP in this field.
Password Type in the password provided by ISP in this field.
Previous Click it to return to previous setting page.

IP Address Type a public IP address for such WAN profile.

Subnet Mask

Choose the static mask from the drop down list.

Gateway IP Address

Type a public gateway address for such WAN profile.

- click it to remove the IP address if you are not satisfied
with it.

DNS Server IP
Address

To add a new IP address, simply place the mouse cursor on this
filed. The following dialog will appear.

) add [5] save
DNS Server IP Address

NS Server IP Address || yzn a5 1 1

Add - Click this button to display the IP address field for
adding a new IP address.

Save — After finished the IP address configuration, click Save to
save the setting onto the router.

& add [B] save

DNS Server IP Address

1888511

=]

W _ click the icon to remove the selected entry.

Previous

Click it to return to previous setting page.

Finish

Click it to finish the configuration.

Cancel

Click it to discard the settings configured in this page.
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When you finished the above settings, please click Finish. Later, you can surf the Internet at
any time.

Quick Start Wizard
Step 2

Host Name vigor2960 (Optional)

Saving Wizard Configuration...

M Previous | K = &3 cancel

When the following screen appears, it means you have finished the Quick Start Wizard
configuration.

Note 4

il/ Wizard Setting Complets

OK
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2.3 Register Vigor Router

Please follow the steps below to register the router.

1  Before using such function, please register your router online first. Log into the Web
User Interface of Vigor3900 and click Product Registration.

Diagnostics

External Devices

Product Registration

2 A Login page will be shown on the screen. Please type the account and password that

you created previously. And click Login.

services!

Please take a moment to register.
Membership Registration entitles you to upgrade firmware for your
purchased product and receive news about upcoming products and

UserName : |james_fae
Password : |o.......
Auth Code : trcheldf

If you cannot read the word,click here

Forgotten password

Don't have a MyVigor Account ?

Create an account now

Became the MyVigor member, vou can recslve the e-newslelfer update.

18
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3 The following page will be displayed after you logging in MyVigor. From this page,
please click Add.

DrayTek

My Information

D About Us Welcome james_fae

& Product Last Login Time : 2011-08-24 09:39:13
Last Login From : 123.110.144.220

Q@ My Information Current Login Time : 2011-08-24 23:01:15

Current Login From : 114.37.142.184

RowNo : PageNo :E

7. VigorACS Sl

= Vigor Series

e Management

Serial Number { D N
& Product Host ID evice Name

AEgsiie 104001703857  Vigor2710  Vigor2710 -
0 Customer Survey 200807100001 VigorPro5300 VigorPro5300 -
200911030001 ryan VigorProh300 =

Note: Below the field of Your Device List, all the Vigor routers that you have
registered to MyVigor website will be displayed in sequence.

4 When the following page appears, please type in Nick Name (for the router) and choose
the right registration date from the popup calendar (it appears when you click on the
box of Registration Date). After adding the basic information for the router, please click
Submit.

Dra)} Tek

D aboutUs My Product Searchforthis site| |

@ Product

@ VI RTaton Registration Device

. YigorACS SI Serial number : 2011082214320301

<= Vigor Series Nickname : * |vigur39l]l] |
e Management Registration Date : *

=) Product Usage : —Select— ¥

Registration

Product Rating : [ Your opinion so far ]
No. of Employees : [ In total within your company )

& Customer Survey

Supplier: | ‘ [ ¥here you bought it from ]
Date of Purchase : | ‘[mm—ddww]
Internet Connection : *
[ cable [ apsL [ vDsL [ Fiber
036 [0 wWiMax O LTE
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Now, your router information has been added to the database. Click OK to leave this
web page and return to My Information web page.

Your device has heen successfully added to the database.

oK)

Take a look at the page of My Information, the new added Vigor3900 is listed under
Your Device List.

D k Vi
rayTe My Vigor
| Aiome [/ Search |
D My Information
Sboutls Welcome,drayiekfae
@ Product Last Login Time : 2011-08-24 09:39:13
— Last Login From : 123.110.144.220
@ My Information Current Login Time : 2011-08-24 23:01:15
© VigorACS SI Current Login From : 114.37.142.184
. RowNo : PageMo :
== Yigor Series
e Management
« Customer Survey
20100707144801 Yigori30oy Yigor3300 =
20100708105301 Vigor2820 Vigor2820
20101005104801 Yigor2710wvn Yigor2710
20101217073315201 Vigor2920 Vinor29210
2011082214320301 vigor3900 Yigor3900
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Chapter 3. Application and
Tutorial

3.1 How to Configure Load Balance with Multi-WAN on
Vigor39007?

There are two different LANs configured in the following figure. One is for Sale
(192.168.1.1/24) and the other is for FAE (192.168.2.1/24). Sale's LAN will be configured to
go Internet always via WAN1. When WANL1 is down, Sale's LAN will automatically failover
to WANZ2. FAE's LAN will be configured to go Internet always via WAN2, but when WAN2
is down Sale's LAN will automatically failover to WANL.

1. Access into the Web User Interface page of Vigor router (here, we take Vigor300B as
an example).

2.  Goto LAN>>General Setup to create a profile for LAN1 (192.168.1.1/24).
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DrayTek

gor3900 Series

LAN >> General Setup >> General Setup a

Auto Logout : OFf ]
Quick Start Wizard 2
" onine Status 5 Add )& Edit [ Deleta &5 Refrash
WAN Profile (m Enable  Descriptii VLANID Priority  IPv4 Proti IP Address
LAN
General Setup
PPPoE Server
IP Routing
Static Route
Switch
Bind IP to MAC
RIP Configuration
OSPF Configuration

| General Setup | DHCF Relay  RADVD | DHCPvG

Profile Number Limit : 50

Subnet Mask DHCP Ser IPv6 Prota

Bandwidth Managemen|

USB Application
System Maintenance
Diagnostics

al Nanai

3. Click Add to open the following page.

General Setup =[x
Profile (max length:7) : lan1
[#]Enable
Description : Fortest anly (Optional)
VLANID : 10
I Default MAC Address : (s)Enable (") Disable |
MAC Address : : :
IPv4 Protocol static
Mode : NAT [~]
IP Address : HE1_1_ =
Subnet Mask : 265.255.255.0i24 E|
DHCP Server : (=) Enable () Disable
DHCP Start P : 19z 188 1 1
DHCP End IP : 1 10 1.0 1
o Add [ save Profile Mumber Limit: 16
L DNS
DNS : Mo items to show.
DHCP Routers : 17 ] _ | | optionan £
& " I

| B apply @ Cancel

Type the information specified for LAN1 profile, then click Apply to save the settings
and exit the screen.

4. Click Add again to create a profile for LAN2 (192.168.2.1/24).
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General Setup - ><‘ A
[
Profile imax length:7) : lan 2
[#|Enable
Description : (Optional)
VLANID : 11
Priority : 0 v L
Default MAC Address : (=) Enable (") Disable 1
IPv4 Protocol : static
Mode : MAT v
IP Address : 192 188 2 1 L
Subnet Mask : 285.255.255.0124 ¥
DHCP Server (s) Enable (") Disable
DHCP Start IP : 192 188 1 1
DHCP End IP : ) ) )
0 add [ save Frofile Murmber Limit: 16
DNS
DNS - Mo items to show.
DHCP Routters ) ) ) i | (Optional E

] 1h J k]

) apply @D Cancel

Type the information specified for LAN2 profile, then click Apply to save the settings
and exit the screen.

5. Open WAN >> Load Balance and click the Pool tab.
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6.

Click Add under the Pool tab to create a profile (e.g., WAN1IWANZ2) for automatic
Load Balance between WAN1 and WAN2. Choose Load_Balance as the Mode
option.

—ai e i

| Pool =%
I

Profile:  WANTWANZ

Mode : Load_Balance v
5 Add [E] save Profile Mumber Limit: 16
Interface Weight

Interface . yan v 1 i

= apply @ Cancel

Click Add to configure the interface. Setup the Weights (e.g, “1”) of WANL1 and
WANZ respectively as you want. In this case ratio of WAN1 and WAN2 is 1:1. Also,
you can type 2 and 1 for WAN1 and WANZ2, then the ratio of line speed of WAN land
line speed of WAN 2 will be 2:1.

After clicking Apply, the created profile will be shown on the screen.

WAN => Load Balance >> Pool 2]
Pool Rule Inbound Load Balance
Tyadd & Edit [ Delete &% Refresh Profile Murmber Limit: 16
Profile Mode Interface Primary Profile Backup Profile
AR WA 2 Load_Balance want 1

Open WAN >> Load-Balance and click the Rule tab.

Click Add to create a profile for Rulel accepting the data coming from 192.168.1.0/24
which always goes Internet via WAN1 when WANL1 is up. Type the information
specified for such rule. (e.g., Rulel for Profile; 192.168.1.0 for Source IP Address;
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wanl for Load Balance Pool/WAN Profile and so on). Next, click Apply to save and

exit.

'; Rule - |[%] }

I

| Profile : Rule1l

| Enahle

| Protocol ; ALL ¥

F Address Type : Suhnet ¥
Source IP Address : 192 168 1 o i (Optional)
Source Mask : 255265 256.0/124 v (Optional)
Destination IP Address : _ _ _ ™ | (Optional)
Destination Mask : 2552552550024 | [(Optional)
Load Balance Pool/\WAN Profile : [wan w [ (hlust have value)
Failover to the Default Route (=) Enable () Disable
Failback : {yEnable (%) Disable

B apply @ cancel

10. Click Add again to create a profile for Rule2 accepting 192.168.2.0/24 which always
goes Internet via WAN2 when WAN2 is up.

O 1 [N S [ | SO 1 NI =1 =1 [ =N 4= (=T =1 1

r, Rule - ||| §
|
Profile : Fule2
| [¥]Enable
i Protocol : ALL »
1 Address Type : Suhnet W
Source IP Address : 192 1868 2 -0 i (Cptional)
Source Mask : 255 265 356 0/124 |+ (Optional)
Destination IP Address _ _ _ ™ | (Optionaly
Destination Mask : 2552552550124 | v | (Optional)
Load Balance Pool WAN Profile : |wan2 w | (hMust have value)
Failover to the Default Route (=) Enable () Disable
Failback : {yEnable (&) Disable
= apply & Cancel

11. After clicking Apply, the created profiles will be shown on the screen.

Vigor3900 Series User’s Guide 25



WAN >> Load Balance >> Rule

Pool Rule Inbound Load Balance

Lo Aadd & Edit  [[[] Delete &S Refresh

Profile Enable  Protoc¢ Address Type

1 Rule1 true AlLL Subnet
2 Rule2 true ALL Subnet

12. Next, open WAN >> Default Route. Choose the profile of “WAN1WAN2” as WAN
Profile/Loadbalance Pool Name.

WAN => Default Route

5Min
Aute Logout - s Default Route

Quick Start Wizard c

Online Status
WAN Profile/Loadbalance Pool Name WYAMTYWANZ »

= [wan1 |
Auto Failover to Active WANs Iwanz

General Setup Lis

Default Route s |

Lead Balance

Switch

Note: The priority of WAN >> Load Balance>>Rule is higher than WAN >>
Default Route.

Now, you have completed the configuration. Next time, when WANL is down, the
connection for PCs behind Sale's LAN (192.168.1.1/24) will automatically failover to
WAN?2.
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3.2 How to Configure OSPF?

OSPF (Open Shortest Path First) uses the algorithm of SPF (Shortest Path First) to calculate
the route metric. It is suitable for large network and complicated data exchange. Both
Vigor2960 and Vigor3900 support up to OSPF version 2(only for 1Pv4).

The Autonomous System (AS) used in OSPF indicates the largest entity and can be divided
into several areas. Usually, Area 0 will be used as OSPF backbone which distributing the
routing information among areas.

When you need faster convergence than distance vector, want to support much larger
networks or want to have less susceptible to bad routing information, you can enable OSPF
feature to fit your request. Note that both routers must support OSPF function at the same
time to build the OSPF connection.

In the following example, a PC can go 192.168.2.0/24 and 192.168.4.0/24 without setting
any Static Route. Refer to the OSPF topology diagram listed below.

Area 11

Vigor3900 A

Vigor2960

192.168.4.0/24

192.168.3.3/24

192.168.3.1/24

192.168.1.1/24

l“ : 192.168.2.0124
= e e

IP: 192.168.1.10/24 .
Gateway: 192.168.1.1 Vigor3900 B

OSPF can place each router (e.g., Vigor3900A, Vigor3900B and Vigor2960 shown above) at
the root of a tree and calculate the shortest path to each destination according to the
cumulative cost to reach the destination.

Each router has its own view of the topology and calculates its own SPF tree, even though all
the routers build a shortest-path tree using the same link-state database.
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Configuration for Vigor3900 A,

1. Open LAN >> General Setup to create a LAN (192.168.1.1/24) profile named lanl
with the settings shown below.

General Selup

Prafile;

(| Enalil This Profile

Dascription
VLANE

Dhedanlt MAC Addross

Pad Prodocol
Bode

P Adliess
Suibived Mask

Dateway I Rddress

MNAT

192

168

I55.255.255.0

3 Ada [ s

P Bubnet Mask

Mo itarns o shiw.

1 App f @ cancel

2. Next, continue to create a LAN (192.168.3.1/24) profile named lan2 with the settings

shown below.

General Setup

Profie:
14 Enabie This Profile
Drescniption

VLANID:

Drofauit MAC Addsoss
BWIAL Adcde

B Protocel

Mode

P Addiess

Subnet Mask

Gateway IP Addioss

a2

(Optianaly
11
(&) Enable () Disable

Hatic
AT

192
542553550

168 k) 1

{Cptioral)

iy Agd [ save

P Subnet Mask Wode

Mo itarn 8o sheiw.

= hr ] cm-;n

3. Open LAN >> Static Route and click the Inter-LAN Route tab to enable this profile.

Auto Logout : :Ofr

Static Route | IPvE Static Route  Inter-LAN Route

Quick Start Wizard

Online Status

WAN
LAN
General Setup

Enable This Profile

IP Rowting
Static Route
Switch

Bind IP to MAC

RID ¢ anfirmir atinn
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4. Open LAN >> OSPF Configuration to enable this profile. Click Add to make the LAN
Profiles lan2 area setting as 11 and lanl area as 11. (As shown in the topology diagram.)

LAN >> OSPF Configuration

Anto Logouwt = Off w7 i OSPF Configur ation
Quick Start Wizard E
Online Status [/|Enable This Profile
| €5 Add

General Setup LAY ProfBe ach
IP Routing lan2 " i
Static Route Profile fan " i
Switch
Bind IP to MAC
RIP Configuration |

OSPE Configuration 3

Configuration for Vigor3900 B,

1. Open LAN >> General Setup to create a LAN (192.168.2.1/24) profile named lanl
with the settings shown below.

Gimer al Setup

Profibe fani
| Enable This Profile

Description (Qptionaly
VLANID: 1o

Detoult MAC Addiess | (3 Enable () Disable

P Protocel static
Mande MNAT

® Rdness 191 168 2 1
Suibivet Mask 255.256.255.0
Gateway IP A ass ) ] {Dptional)
£ add [ save
P GubnotMask  Mods

o itemneg 10 shiw.

2. Next, continue to create a LAN (192.168.3.2/24) profile named lan2 with the settings
shown below.

General Setup

Profibe: lan2
14 Enable This Profile

Description {Optional)
VLANID: "

Defauilt MAC Mddiess ) Enable () Disable

MAC Addds

i Protoced Salic

Modo AT -

W Addr ess 192 168 3 2

Subret Mask 1553853550

Gatewny IP Addiess {Gptioraly

o ana [ saw

P Subnet Mask

Mo ftems b show
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3. Open LAN >> Static Route and click the Inter-LAN Route tab to enable this profile.

Auto Logowt | Off v

Quick Start Wizard -
Online Status

Static Route | IPvE Static Route  Inter-LAN Route

[v] Enable This Profile

LAN
General Setup
IP Rowting
Switch
Bind IP to MAC

RID I anfirmir atinn

|

4. Open LAN >> OSPF Configuration to enable this profile. Click Add to make the LAN
Profiles lan2 area setting as 11 and lanl area as 11. (As shown in the topology diagram.)

LAN == OSPF Configuration

;Amo Logout : |Off a4 OSPF Configuration

]

Quick Start Wizard
Online Status

(| Enable This Profile

| Add

General Setup LAN Profile Area
IP Rowuting lan2 11
Static Route Profile lant 1
Switch

Bind IP to MAC

RIP Configuration |

Configuration for Vigor2960,

'

=]

1. Open LAN >> General Setup to create a LAN (192.168.4.1/24) profile named lanl
with the settings shown below.
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2. Next, continue to create a LAN (192.168.3.3/24) profile named lan2 with the settings
shown below.

3. Open LAN >> Static Route and click the Inter-LAN Route tab to enable this profile.

4. Open LAN >> OSPF Configuration to enable this profile. Click Add to make the LAN
Profiles lan2 area setting as 11 and lanl area as 11. (As shown in the topology diagram.)
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5. After setting, check the routing information (marked with red line) which is created by

OSPF.

Routing information for Vigor3900 A

Diagnostics == Routing Table >> Rowting Table
Routing Table | IPv6 Routing Table
N Refresh
Destination Gateway Genmask Flags Metric Iface
|'1 92.168.4.0 192.168.3.3 255.255.255.0 UG 20 lan-lan2 I
192.168.3.0 0.0.0.0 255.255.255.0 u 0 lan-lan2
| 192.168.2.0 192.168.3.2 255.255.255.0 UG 20 lan-lan2 |
192.168.1.0 0.0.0.0 255.255.255.0 U 0 lan-lan1
Routing information for Vigor3900 B
Diagnostics >> Routing Table >> Routting Table
Routing Table | IPv6 Routing Table
" Refresh
Dés:tiﬁation [ Gateway " Genmask [ Flags | Metric | irace
| 192.168.4.0 192.168.3.3 255.255.255.0 UG 20 lan-lan2 |
192.168.3.0 0.0.0.0 255.255.255.0 U lan-lan2
192.168.2.0 0,000 255.255.255.0 U lan-lan1
I 192.168.1.0 192.168.3.1 255.255.255.0 UG 20 lan-lan2 I A
Routing information for Vigor2960
Diagnostics >> Routing Table >> Routing Table
Routing Table | |Pv6 Routing Table
45 Refresh
Destination Gateway Genmask Flags Metric Iface
192.168.4.0 0.0.0.0 255.255.255.0 u 0 lan-lan1
192.168.3.0 0000 255.255.255.0 U 0 lan-lan2
192.168.2.0 192.168.3.2 255.255.255.0 UG 20 lan-lan2
192.168.1.0 192.168.3.1 255.255.255.0 uG 20 lan-lan2
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3.3 How to Configure LAN to LAN IPSec Tunnel between
Vigor3900 and Other Router (Main Mode)

Here provides an example about LAN to LAN IPSec tunnel established between Vigor3900

and Vigor2710.
Vigor2710 :
g AN: Al Vigor3900
/" 111.243.176.145 1.169.162.1

o AN: LAN:
192.168.2.1/24 192.168.29.1/24
= -

Configuring Vigor3900

1. Access into the Web User Interface of Vigor3900 and open VPN and Remote Access
>> LAN to LAN Profiles to add a new VPN configuration.

Type the Pre-shared key and choose a WAN Profile. Specify Local IP/Subnet Mask
with 192.168.29.0/24. The Remote Host should be Vigor 2710's WAN IP address; and
the Remote IP/Subnet Mask should be192.168.2.0/24.

2. Click Apply to save the settings and return to previous page.
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Configuring Vigor2710

1. InVigor2710, it is necessary to build two VPN connections (for two WANS) to connect
with Vigor3900. Please open the Web User Interface of Vigor2710 and open VPN and
Remote Access >> LAN to LAN.

1. Common Settings

Profile Mame

Enable this profile

3900

Metbios Maming Packet
Multicast wvia YPH

YPM Dial-Out Through | WANT First hd

®pass Oblock
Opass @ Block

{for some IGMP,IP-Camera,DHCP Relay..etc.)

Call Direction
Always on

0] BDthE Dial-0Out 1) Dial-in

Idle Timeout -1 second(s)

[ Enahle PING to keep alive
PING to the IP

®  First, please type the name of such VPN connection in the field of Profile Name

(e.g., 3900).

® Check the box of Enable this profile.

® Choose Dial-Out as Call Direction and check the box of Always on.

2.  For Dial-Out Settings, please choose IPSec Tunnel and type WAN IP address of
Vigor3900 in the field of Server IP/Host Name for VPN (e.g., 1.169.162.1). Type the
same IKE Pre-Shared Key configured in Vigor3900.
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3. For the role of Vigor2710 is dialing-out, please skip Dial-In setting. Type the Remote
Network IP and Remote Network Mask of Vigor3900 to complete configuration.

4.  Please check if the VPN connection is built successfully in both devices respectively.
For Vigor3900, open VPN and Remote Access>>IPSec>>Status for viewing the
result.

As to Vigor2710, please open VPN and Remote Access>>Connection Management
to confirm the result.

VPN and Remote Access >> Connection Management

Dial-out Tool Refresh Seconds ¢

((3900)1.169.162.1 ~|(_Dial_)

¥PMN Connection Status

Current Page: 1 Page No.| |
Yirtual = T= Rx Rx .
bl Type Rempte i Network Pkts Rate{Bps) Pkts Rate{Bps) S Time
1 IPsec Tunnel 1.169.162.1 .
(3000 ) 3DESND Auth  via wian1 192168:29.0/24 0 o y . il 19
—Frarat vi=aai-r

wisnusny 0 Data isn't encrypted,
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3.4 How to run RDP service in the browser via logging in 3900's
HTTPS Server?

Remote Desktop Protocol (RDP) is a protocol designed for secure communications in
networks using Microsoft Terminal Services. An easy way is provided to establish
connection between the router and the RDP Server via any browser.

lu 114.44.53.194

Vigor3900

192.168.2.1/24

RDP Server
IP: 192.168.2.10/24
Gateway: 192.168.2.1

L

1.  Open the Web User Interface of Vigor3900.

2. Enable the HTTPS service from System Maintenance >> Access Control by clicking
Enable for HTTPS Allow and type 443 as the value of HTTPS Port.
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3. Open SSL VPN >> SSL Application and click the RDP tab to create a profile named
“Win7”. Type IP address, Port number, and Screen Size as you want, then click Apply
to save the settings.

4.  Open User Management >> User Profile to create a new profile named “7788”. Set
the Password as 7788 and choose the profile of Win7 as SSL Application (RDP).
Click Apply.

5. Logout Vigor3900.
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6. Login Vigor3900 HTTPS Server with 7788 for both Username and Password.

7. Ascreen like the following figure will appear. Simply click the SSL Application link.

8.  Inthe following screen, click Connect for connecting to Win7, the RDP server.

38 Vigor3900 Series User's Guide



9.  After that, you can access into Windows 7 via a browser. Note the message below the
window. In which, TLS means Transport Layer Security.
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Troubleshooting

If you have installed Java Runtime Environment edition 6 but still cannot establish the
connection, please make sure you have disabled “Use TLS 1.0” in the Java Control Panel
as figure shown below. Then, try to connect again.
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3.5 How to Configure VPN Load Balance between Vigor3900
and Other Router

The staff in branch office can access into mail server/FTP server installed in the headquarters
via VPN Load Balance tunnels. Refer to the following figure.

Vigor3900 allows users to build VPN load balance connection between Vigor3900 and other
router. Take Vigor2950 for an example. There are two WANS on Vigor2950 and two WANSs
on Vigor3900. We will build VPN connection with load balance between Vigor3900 and
two WANSs of Vigor2950 respectively.

Configuring Vigor3900

1. Access into the Web User Interface of Vigor3900 and open VPN and Remote Access
>> VPN Profiles to add new VPN profiles. Click Add.

VPN and Remote Access >> VPN Profiles

- |off v
Auto Logout VPH Profiles

Quick Start Wizard 4 —
e @y add | % Edt  [[]] Delete B Refresh 3 IPSec (O PPTP Dial-0

Profile Enabkle This Profile Local IP/ Subnet Mask Remote IF

VPN Client Wizard

VPN Server Wizard

Remote Access Control

PPP General Setup

IPSec General Setup

VPN Profiles

VPH TRUNK Management

— 1 m
Coannactinn Mananaman it lJ
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2.

Create a profile for WAN 1 (named 2950WANL1). Type the settings as shown below:

Profile : 29500VWAN1
3 Enable This Profile
Type: (&) IPSsec () PPTP Dial-Out ) PPTP Dial-In
J Basic || Advanced || GRE || Proposal | PPTR
Alvways On : O Enable @ Cisable E]
For Remote Dial-In : () Enabkle (%) Disable A
Auth Type - |F‘5K | o | | ]
Preshared Key : LLL
Security Protocol ; |E5F‘ |v |
VIAN Profile : |wan1 |\, |
:‘ [ 1 | i | TJI
4 [ m =]
= 200y @ cancel
IPSec [=][>
Profile : 2950W7ANT
[¥] Enable This Profile
Type : (*) IPSec () PPTP Dial-Out () PPTP Dial-In
| Basic || Advanced || GRE || Propozal | PRTP
Enalle GRE Function : {(*) Enable () Disable
Local GRE IP: 1 1 1 2 | ﬁ'[ | (Optional)
Remote GRE IP - 1 1 1 1 |1 | (optionan
4 Auto Generate GRE Key :
% Apply 9 Cancel
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3. Click Apply to save the settings and exit the dialog.
4.  Create a profile for WAN 2 (named 2950WAN?2).

IPSec

Profile : ZE50VIANZ

Enable This Profile

Type (%) IPSec () PPTP Dial-Out () PPTP Dial-In
| Basic || Advanced || GRE || Proposal | PPTP
Always On : () Enable (%) Disable E
For Remote Dial-In : () Enable (%) Disable E
Auth Type - |PSK | = |
Preshared Key : L LS
Security Protocol : |ESP |v |
VAN Profile : wanz W
| B
Lol m Y
E Apply @ Cancel
IPSec =¥
Profile : 2550WAN2

Enable This Profile

Auto Generate GRE Key : @ Enable O Disable

Type : (®) IPSec () PPTP Dial-Out () PPTP Dial-In
Bazic || Advanced || GRE || Prope=zal | PPTP
Enable GRE Function : (%) Enable () Disable
Local GREIP - 2 2 2 2 [ | coptionan
Remote GRE IP - z 2 2 1 ||k | ©optionan
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5.
6.

Click Apply to save the settings and exit the dialog.

Open VPN and Remove Access>>VPN Trunk Management and click the Load
Balance Pool tab. Click Add to add a Load Balance Pool profile.

VPN and Remote Access == YPN TRUNK Management == Load Balan

Load Balance Rule | Load Balance Pool

Ty add| & Edit  [JJ] Delete 5 Refresh

Profile Interface

Mo itermns to show

The following window will pop up. Give a name for the profile.

Load Balance Pool - |[%

Mode Load Balance

Profile : 2950_LB

) apply  (J Cancel

Click the Load Balance tab. Select the IPSec GRE profiles (e.g., 2950WANL1) set for
Vigor2950 then click Apply.

Load Balance Pool =%

Made Load Balance

Interface : | 20501WAN1 2950WANZ +
[T 39

[ 391

[V] 2950WAN1

(V] 2950WAaN2

m Apply Q Cancel
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9. Click the Load Balance Rule tab and click Add to add a Load Balance rule profile.
WPM and Remote Access == VPN TRUNK Managel

Load Balance Rule | Load Balance Pool

€ add | | 5% Edit  [] Delete SR

Profile Enable Tt Protocol Source IF Sourc

Mo

10. Enable this profile and input the following settings then click Apply.

Type the local network IP address and Mask of Vigor3900 as Source IP Address and
Source Mask; type the network IP and Mask of Vigor2950 as Destination IP Address &
Destination Mask. Select the Load Balance Pool profile (e.g., 2950_LB) set for
Vigor2950.

Load Balance Rule -]

Profile : 2950
[7] Enable This Profile

Protocol ALL w

Source IP Address 192 _ 168 _ 29 _ i} m (Dptional)
Source Mask : 28525525450 w [ [(Dptional)

Destination IP Address © 192 _ 168 _ 1 _ 1 i roptional)
Destination Mask : 285255 255.0 w [ (Dptional)

Load Balance Pool : 2950_LA »

M apply (3 Cancel
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Configuring Vigor2950

1.

In Vigor2950, it is necessary to build two VPN connections (for two WANS) to connect
with Vigor3900. Please open the Web User Interface of Vigor2950 and open VPN and
Remote Access >> LAN to LAN.

First, please type the name of such VPN connection in the field of Profile Name
(e.g., 3900WANL1).

Choose WAN1 Only as VPN Dial-Out Through setting to specify which WAN
interface will be used for building VPN connection.

Choose Dial-Out as Call Direction and check the box of Always on.

For Dial-Out Settings, please choose IPSec Tunnel and type WAN IP address of
Vigor3900 in the field of Server IP/Host Name for VPN (e.g., 29.29.29.1). Type
the same IKE Pre-Shared Key configured in Vigor3900.

For the role of Vigor2950 is dialing-out, please skip Dial-In setting. In this
example, please type the 1.1.1.1 in the field of My GRE IP; and type the GRE IP
address 1.1.1.2 in the field of Peer GRE IP.
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Please type the network IP address and subnet of Vigor3900 in the field of
Remote Network IP and Remote Network Mask. Type the network IP address and
subnet of Vigor2950 in the field of Local Network IP and Local Network Mask.

2. Continue to set the second VPN connection (profile name is 3900WAN2). The first

VPN

tunnel will be used by WAN1 of Vigor2950. The second VPN tunnel will be

configured for the WAN2 of Vigor2950. Therefore, please choose WAN2 Only for

VPN

Vigor2 950 series-

al-W#

L e

Dial-Out Through.

DrayTek

SLVPH Appliance

-~

WPH and Remote Access == LAN to LAN

Quick Starl Wirard
Service Activation Wizard

Profile Index : 2

Online Status
1. Common Senings

WAM - )
LAN Profile Name 3900WANZ Call irection O poth @ pigh-Out  Digl-in
:u_a:..r“" B Enable this profile B always on

i
Objects Seiting Iche Timeaut LA sacond(s)
CSM ' VPN Dial-Out Through: | WANZ Only = 1 Ensbie FING to k |
Bandwidth Management @ . D o Kinkp 3innl
Applications = i BING to the [P
VPN and Hemole Access Multicast via VPN Cpass @slock

Shodede o {for some 1GMP,IP-Camera, DHCP Relay. .etc.)

b VPH Server Wizard

¥ Remote Access Control
¥ PPP General Selup

2. Dial-Ow Setings

e ————— Type of Serder | am calling Link Type

® IPSec Peed kdenlly IS0 )
L P

* Ramote Disl-in Uses O poTR eI

e p Password

* VPN TR Management
¥ Connection Management
Certificale Management
S5L VPN
Systam Maintenance
Disgnostics

@ 1PSec Tunnal
O L2TP with 1PSec Policy

Server IP/Host Hame for VPN,

PRP Authentication
V] Comgression on

el

Support Area
Application Note
FAQ
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{such as draytek.com or 123.45.567 69) h IKE Awihentcation Method
02922 @ pre-Shared Key

IKE Pre-Ehared

O pigital Signature(, 509)

nnnnnn

Sratus: Ready

Choose IPSec Tunnel and type the Server IP and Pre-shared Key as shown
below.

In the field of GRE over IPSec, please type the corresponding settings for
Vigor3900. Refer to the following figure.In this example, please type the 2.2.2.1
in the field of My GRE IP; and type the GRE IP address 2.2.2.2 in the field of
Peer GRE IP.
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®  Next, type the Network IP and Network Mask for both remote and local ends to
complete the second VPN connection.

After finished the settings on both VPN connections, please access the Web User
Interface of Vigor2950 and open VPN and Remote Access > VPN Trunk
Management to make these two VPN connections into one Load Balance group.

Type the name (e.g., 3900) of the Load Balance in the field of Profile Name. Specify
the VPN profiles in Member 1 and Member 2 respectively. Then, choose Load
Balance as the Active Mode.

General Setup

Status @ Enable O Disable

Profile Mame 3500

Membearl 1 J900WAN1  IPSec 29.29.29.1(192.1658.29.0) b
Membear2 2 F900WANZ IPSec 28.25.29.2(152.165.29.O -
Active Mode Opackup @ Load Balance

[ Add | [ Edit | [Delete]

Click Add. After finished the settings for Vigor3900 and Vigor2950, please check if
the VPN connection is built successfully in both devices respectively. Take Vigor3900
for an example, open VPN and Remote Access>> Connection Management for
viewing the result.
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As to Vigor2950, please open VPN and Remote Access>>Connection Management

to confirm the result.

VPN and Remote Access > Connection Management

Refresh Seconds :

Dial-out Teol
General Mode:| VH Dial ]
Backup Mode:| vl[ Dial ]
Load Balance Mode: | (3900) 29.29.29.1 ~|(_Dial ]

VPN Connection Status
Current Page: 1

Page Na.

. o Tx T Rx Rx .
VPN Type Remote IP - Virtual Network Pkis Rate(Bps) Pkis Rate{Bps) UpTime
1 IPSec Tunnel  29.29.29.1 .
(3900WAN1 ) DES-Mo Auth  via wani 192.168.29.0/24 0 o e o DELD
2 IPSec Tunnel 29.29,29.2 s
(3900WAN2 ) DES-Mo Auth  via wang 02168:29.0/24 0 . . oo e
wwnnsuny ¢ Data is encrypted,
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3.6 How to Setup 50 WANSs on Vigor3900

Vigor3900 has 5 physical WANS; however, it can be extended to 50 WANS at most by using
VLAN Tagging technology.

Below will show how to achieve 50 WANSs setup by one Vigor3900 and two

VigorSwitch2260s. Refer to the following application illustration:

Configuring 50 WAN profiles on Vigor3900
1.

Change mode from Basic to Advance via WAN>>General Setup page.

DrayTek

Auto Logout: | Off -

Vigar3900 Series

WAHN =» General Setup

General Setup

16:26:42

Login: Admin

Online Status

]

€ Add )€ Ecit ([ Delet= &M Refrssh  Llode | Advence FUELD e UEZITRL ZD
WAN I Basic
I Profile Enable This Pri Description  VLAN ID IPvd Protocol | IPVE Protocol
General Setup l Advanos
I want trus ADSL_01 10 Enatle WANT FPPoE LinkLocal
Default Route I
I wan2 Tals= 1" Disstle WANZ FFFE Link-Local
Load Balance I
| wan2 fue 12 Disable WANZ FFFoE Link-Local
Switch I
I wané ue 13 Disstle WANS Static Link-Local
| wan8 fals= 12 Disable WANS None LinkLocal
| Marketing frue Marketing Dept 22 Disable WAN1 DHCP DHCP-14_NA
Remote Access I
Certificate Management I
SSLVPN I
External Devices |
Product Registration B
hd
. . , .
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2. Click OK. Vigor3900 will ask you to re-login.

3. Delete default wan profiles for wan3, wan4 and wan5 by selecting the wan profile then
click Delete.

4, Click Add to add new WAN:Ss.
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5. Create a new WAN profile named with wanl_1, and set VLAN ID named with 111
based on WAN Port 1(WAN1). Note that Untag must be set with Disable. It means
wanl 1 can accept the packets tagged with VLAN ID 111. Next, click Apply to save
the settings.

General Setup -]

Global

Profile : wani_1
Enable This Profile
Description : Opticnal)
VLAN D :
VLAHN Tag : Dizzols W
Port : WAN1 w

Default MAC Address : (5} Enable () Disable

Mode : NAT »
IPv4 Protocel : None v

IPwE Protocol : Link-Local w

B 2cely €D Cancel

6. Create other WAN profiles named with wanl 2 ~wanl_24 (referring to the settings
on the left side of the application illustration) and wan2_1~ wan2_24 (referring to the
settings on the right side of the application illustration) and set them with VLAN ID
(112~ 134 and 211~ 234) by repeating step 4 ~ step 5.

Configuration on VigorSwitch2260

1.  Setup VLAN mode as Tag VLAN.

2. Click Add to create a New VLAN GROUP via VLAN>>TAG-based Group page.
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3. Type VLAN name and VID with 111.

Tag-based VLAN

111
111
. M 2. [ 3. 4. 5. O 6. [ 7. 8. [
9.1 10.00 11.0 120 13.0 14.0 150 160
1i7z. 0 18. 00 19.00 2000 21.0 22.[0 230 240
25. [1 2s.
. M 2. 3. O 4. 5. O 6. ] 7. O 8.
o.[1 10.0 11.00 212.00 13.[] 14.00 15 [] 16.0]
17. [0 18. [0 190.0 20. 00 21.0 22.00 23.00 24.01
25. 0 2e6. [
| Apply |

Suppose the physical WAN1 of Vigor3900 connects to Port 26 of VigorSwitch.
Port 26 will receive untagged packets (based on profile wanl) and packets tagged
with 111 to 134 (based on profiles wanl_1 to wanl_24). Therefore VigorSwitch
Port 26 must be the member of VLAN Group ID 111 to 134.

In Member field, select Port 1 and Port 26 as members of VLAN Group 111.
Member setting means only the selected port number (e.g., Port 1 and Port 26)
will receive packets with VLAN TAG 111 coming from Vigor3900.

In Untag field, select Port 1 as Untag. Untag setting means VigorSwitch will
untag the packets while sending it to Port 1. Because general PC or normal
network devices do not accept VLAN packets, therefore in this example,
Vigor3900 WAN1 must be connected to VigorSwitch Port 26 for receiving
packets with tagged VLAN ID.

Since ISP modem usually doesn’t accept tagged packets, we have to set Untag for
the Port (e.g, Port 1) used for ISP modem. Connect ISP modem for wanl_1 to
VigorSwitch Port 1.

4.  Create the rest VLAN Groups (total is 24) by referring to the following figure. Please
notice that Port 26 must be selected as the member for each group, for it is the channel
for any packets coming from Vigor3900. As to Untag, when you check Port 2 and Port
26, you have to untag Port 2; when you check Port 3 and Port 26, you have to untag
Port 3; and so forth.

Tag-based Group

Vi wAME | VD

default 1 A
111 111
112 112
113 113
114 114
115 115
116 116
117 117
118 118
119 119
120 120
121 121
122 122
123 123
124 124
125 125
126 126

[ Add Edit
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5. Goto VLAN>>PVID page to set up PVID for each port.

PVID

[Port No| PVID |Default Priority |Drop Untag| v| [isable |
||0 v| ‘Disable V| V| |Di53ble "|
o v| Disable | v| | Disable v/
||0 v| ‘Disable V| v| |[)isab|e V|
||0 V| ‘Disalﬂe "| v| |[)isab|e V|
||0 VHDisabIe V| i
||0 v| ‘Disable v| v| |[)|sab|e V|
||0 v| ‘Disable v| V| |[)isab|e V|
||0 v| ‘Disable v| V| |[)isab|e V|
||0 v| ‘Disable v| v| |[)isab|e V|
||0 v| ‘Disable v| v| |[)isab|e V|
||0 v| ‘Disable v| V| |[)isab|e V|
||0 v| ‘[)isable v| V| |[)isab|e V|
||0 v| ‘[)isable v| v| |[)isab|e V|

® PVID means VigorSwitch2260 will check and add VLAN tags while receiving
packets from Ports.

ISP modem 1 which connects to Port 1 doesn’t support VLAN Tag.

While the switch receives packets from Port 1, it will add VLAN Tag 111 to the
packets Then Vigor3900 wanl1_1 will receive the packets.

6.  After finishing the configuration for one VigorSwitch, please set for another
VigorSwitch with the same procedure. The file names shall be wan2_1~ wan2_24 and
the VLAN ID shall be set as 211~ 234.
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3.7 CVM Application - How to manage the CPE (router) through
Vigor39007?

To manage CPEs through Vigor3900, you have to set URL on CPE first and set username
and password for Vigor3900. For this section, we use Vigor2830 series as the example. The
firmware upgrade for the CPE can be done through Vigor2830 series.

3.7.1 Configure Settings on Vigor3900

1. Access into the web user interface of Vigor3900.

2. Open System Maintenance>>Access Control. Check Enable for Web Allow and
type the value for Web Port. Then click Apply to save the settings.

System Maintenance >> Access Control

Access Control

Web Allow (s)Enable () Disable
Web Port : 20

Telnet Allow : (=)Enable (" Disable
Telnet Port : 23

SSH Allow : (%)Enable (" Disable
SSH Port: 22

HTTPS Allow : (%)Enable () Disable
HTTPS Port : 443

Server Certificate : Default o
User Define () Enable () Disable

3. Open Central VPN Management>>CPE Management. On the page of CPE
Maintenance, there is no CPE managed by Vigor3900.

Central VPN Manag: it == CPEM

t >> CPE Maint a a

CPE Maintenance VPN Management Map

si:Managed Devices Status
A Edit = Detail [l Celete % Refresh ™ Recycle Bin Total number of devices: 0

4.  Open Central VPN Management>>General Setup.

Central YPN Management

General Setup
CPE Management
Log ! Alert
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6.

Click the General Setup tab. Check the Enable box. Specify the WAN interface from
the WAN Profile drop down list. Type the values for Port, Username, and Password
respectively. Remember the values configured in this page.

Central VPN Management >> General Setup >> General Setup

General Setup | YPK General Setup

[# Enable
WAN Profile :  wan1 i
Port : 000
Username : acs
Password : s

Polling Status :  (%)Enable (")Disable
Polling Interval ;: 800

Click Apply to save the settings.

3.7.2 Configure Settings on CPE

To manage CPEs through Vigor3900, you have to set ACS URL on CPE first and set
username and password for Vigor3900.

1.

Connect one CPE (e.g., Vigor2830 series) and get ready to access into the web user
interface of the CPE.

Open a web browser (for example, 1E, Mozilla Firefox or Netscape) on your computer
and type http://192.168.1.1.

Please type username and password on the window. If you don’t know the correct
username and password, please consult our dealer to get them.

Open System Maintenance >> TR-069.

System Maintenance
3

= TR-DG9

In the field of ACS Server, type the URL (IP address with port number) of Vigor3900:
“http://{IP address of Vigor3900}:{CVM port}/ACSServer/services/ACSServlet”

and type the same Username and Password defined on the page of Central VPN
Management>>General Setup in Vigor3900. Then, click Enable for CPE Client and
then click OK to save the settings.
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System Maintenance > TR0O69 Setting

ACS and CPE Settings

ACS Server On
(ACS Server )
LRL |http:ff1?2.1?.1 .132:5000
Username Iacs
Password | --------
CPE Client
\* Enable Digable "/
LRL Ihttp:m 72171 .208:8069/ cwmi/ CRM. html
Part 055
Username Iuigor
Password | --------
Periodic Inform Settings
Disable
* Enable
Tntersal Time =N serondis)

3.7.3 Invoke Remote Management for CPE

1. Login the web user interface of the CPE.

2. Open System Maintenance>>Management Setup.

3. Check Allow management from the Internet to set management access control.

System Maintenance == Management

IPv4 Management Setup IPv6 Management Setup

Router Name | | |Management Port Setup
@ User Define Ports O Default Ports

Telnet Port (Default: 23)
v
Allow management from the Internet HTTP Port (Default: 80)

L FTP Server

HTTPS Port (Default: 443)
HTTP Server

FTP Port (Default: 21)

HTTPS Server
Telnet Server S5H Port (Default: 22)
[ ssH server

Disable PING from the Internet

Access List

List P Subnet Mask
| | | A
2| | | o
3| | | 3
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3.7.4 Enable WAN Connection on CPE
1. Login the web user interface of the CPE.

2. Open WAN>>Internet Access. Use the drop down list of Access Mode on WANL to
select MPoA (RFC1483/2684). Then, click Details Page.

3. Click Specify an IP address. Type correct WAN IP address, subnet mask and gateway
IP address for your CPE. Then click OK.

WAN == Internet Access

WAN 1
PPPoE / PPPoA MPoA (RFC1483/2684) IPV6
@ Enable O Disahle WAN IP Network Settings [ YWAN IP Alias

DSL Modem Settings © Obtain an IP address automatically

Multi-P¥C channel |Channe| 2 \'| Router Mame

|Vig0r |
*

Encapsulation

[ 1483 Bridged IP LLC ~|| Domain Name

WP l:l . Bequired for some ISP
WICT _ & Specify an IP address

*

i

Maodulation IP Address 172.16.3.229
Subret Mask 25525500

WAN Connection Detection Gateway IP Address 17216.3.4

Mode ARP Detect » \_

Ping IP I:I ® Default MAC Address

TTL: O Specify a MAC Address
RIP Protocol MAC Address: ' ': ' '
[J Enable RIP

DNS Server IP Address

Bridge Mode Primary IP Address I:I
L] Enable eridge Mode Secondary IP Address I:I
[ Ok ] [ Cancel ]

Note: Reboot the CPE device and re-log into Vigor3900. CPE which has registered
to Vigor3900 will be captured and displayed on the page of Central VPN
Management>>CPE Management.
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3.7.5 Check CPE Maintenance Page
1.  Return to the web user interface of Vigor3900.
2. Open Central VPN Management>>CPE Management.

3. Now there is one CPE managed (Vigor2830) by Vigor3900 on the page of CPE
Maintenance.

-

Vigor 3900 Series 13:53:08

Central VPN M. it >> CPE M.

0 it >> CPE Maint: @

CPE Maintenance “FM Management Map

::iManaged Devices Status
% Edit = Detail [l Delete &% Refresh ™ Recycle Bin Total number of devices: : 0

&.-’ s

2830
172171208

@
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3.8 CVM Application - How to build the VPN between remote
devices and Vigor39007?

When a remote device is managed by Vigor3900 series, it is easy to build VPN between
these two devices.

1. Access into the web user interface of Vigor3900 series.

2. Open Central VPN Management>>CPE Management. The icons displayed on the
screen means the remote devices are ready for building VPN with Vigor3900.

Central VPN Management >> CPE Management >> VPN Management

CPE Maintenance

PN Management Map

L PPTP B Psec K Advanced 4 Refresh i1l Keep VPN Settings

€y Add  [[] Delete &M Refresh

Profile Device Hame
\-\ st ’ No items to show.
SH_Data Eric Test
218.24213018 220128228218
< <@
i Connected Devices M Refresh
VPN Type Remote IP Virtual Networ Up Time RX{Packets) TX{Packets) Disconnect

Mo items to show.

3. Click the device icon (marked with & ) and click the PPTP or IPsec button.

Central VPN Management >> CPE Management >> VPN Management

CPE Maintenance VPN Management Map

= F'F"P\ﬁ Peec & Advanced M Refresh
\ = ’

LS

SH_Data Eric_Test
118.242130.18 220128228219

< \ & )
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Or click Advanced to open the following page for specified the CPE you want. Click
Connect after finished the settings.

ndvan::red . _ -><

Device : DrayTek_00507F_Vigo »
Name : Eric_Test(220.128.228.214)
Dial Type : FFTF w
PPP Awuthentication . PAP_or_CHAP w

1 VJ Compression : QM v

{

l £ Connect (3 Cancel

4. A confirmation dialog will appear. Click OK and wait for a moment.
Confirm ®

Are you sure establishing a IPsec tunnel with
DrayTek_00507F_Wigor2920%n_00507FCC148F07

OK Cancel

5. If VPN is built successfully, related information will be displayed on Connected

Central VPN >>CPE >>VWPN &
CPE Maintenance | VPN Management Map
TE PPTP 2= Psec 4 Advanced &% Refresh i1i Keep VPN Settings
%3 Add [l Delete &5 Refresh
Profile Device Name
No items to show.
N ’
SH_Data Eric_Test
218.24213018 220128.228.218
@ @
¥ Connected Devices &M Refresh
VPN Type Remote IP Virtual Network Up Time RX{Packets) TX(Packets) Disconnect
1 CVM_CC19F0 IPsec/3DES_HMAL 220.128,228.219 192,168.20.0/24 00:00:15 1 0 ¥
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6. A LAN to LAN profile for such VPN will be generated automatically. You can access
into VPN and Remote Access>>LAN to LAN of the remote device for viewing the
detailed information.

VPN and Remote Access >> LANto LAN

LAN-to-LAN Profiles:

View: @an O Trunk

Index Name Active Status Index HName Active Status
1. CVM_CC19FD online 17. 277 O -

Profile Index : 1 l

1. Common Settings

Profile Name cvm_CC19FD | |callpirection O Both © Dial-out ® Dial-in
Enable this profile [0 always on
. — |Idle Timeout 0 second(s)
VPN Dial-Out Through WAN First bl ] Enable PING to keep alive
Netbios Maming Packet ®Pass OBlock PING to the IP [
Multicast via VPN O pass @elock
(for some IGMP,IP-Camera,DHCP Relay..etc.)
3. Dial-In Settings
Allowed Dial-In Type Username 709000
[=l=ay=] Password(Max 11 char) #0008 ®
[ 1psec Tunnel V1 Compression ® on O off
[ L2TP with IPsec Policy

IKE Authentication Method

Note: The profile name is created automatically by the system. Do not modify any
value in such page to avoid VPN error.
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3.9 CVM Application - How to upgrade CPE firmware through
Vigor39007?

3.9.1 Import firmware file from your PC to Vigor3900

1. Suppose the newest firmware file is located on your PC. You can upload it from your
PC to Vigor3900.

2. Log into the web user interface of Vigor3900.

3. Open System Maintenance>>Access Control. Check Enable for Web Allow and
type the value for Web Port. Then click Apply to save the settings.

System Maintenance >> Access Control

Access Cantral

Web Allow (=)Enable (" Disable
Wehb Port : 80

Telnet Allow (%)Enable (" Disable
Telnet Port : 23

SSH Allow (%)Enable () Disable
SSH Port: 22

HTTPS Allow : (s)Enable () Disable
HTTPS Port : 443

Server Certificate - | Defaut lv|
User Define () Enable () Disable

4.  Open Central VPN Management>>CPE Management. Click CPE Maintenance. In
the Maintenance area, click File Explorer.

Central VPN Management >» CPE Management >> CPE Maintenance

Auto Logout : |Off > | cPe Maintenance | VP lanagement Map
Quick Start Wizard [ TT: Managed Devices Status
Online Status —
X et [ oetai ] Delte 4 Refresh M Recycle Bin Total number of devices: : 0
2830
172.47.1.208
@

7+ Maintenance

€y add & Eot  [[] Delete &M Refresn] 3] File Explorer

Profile Device Name Action Schedule Vieekdays Filename Status

General Setup

Log / Alert

Mo items to show.
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5. Inthe File Explorer dialog, click Upload.

File Explorer [
¥ Upload| [[] Delete 5 Download [ Createfolder % Refresh
Filename Property Size LastModify Directory
Directory 224 201 205/07 094 Jevmifiles/00507F !
Directary 1248 201305075 09:4 Jfevmifiles
test file 5620 201 3050075 08:4 Sevrmifiles/005807F

[ select (I Cancel

6. Inthe Upload dialog, click the Browse.. button to find out the firmware (e.g.,
2830_0508 in this case) you want to upload from PC to Vigor3900. Then, click

Upload.

Upload

Select File : | JB¥ERESE |2830_04608

i Upload (3 Cancel
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7. When the file is uploaded successfully, later you will find the one in the File Explorer

dialog.

“0 it = s L RTAN

File Explorer

* Upload | [} Delete

Filename Property
Directony
Directony
test file

2830_0508 file

T
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% Download

Size
432
1248

160
GEEOE

65

S e

Ty Createfolder 4™ Refresh

LastModify Directory
2013105509 16:4 Sevmifilesi00a07
20131055077 09:4 fevmifiles

20135085 16:3 Jevmifiles/00507
20135085 16:3 Jevmifiles/00507
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3.9.2 Set a new firmware upgrade profile

To create a new firmware upgrade profile, one CPE (e.g., 2830 in this case) must be
managed by Vigor3900 at least. Otherwise, the profile cannot be created successfully.

1.  Open Central VPN Management>>CPE Management. Click CPE Maintenance. In

the Maintenance area, click Add.

Central VPN Management >> CPE Management >> CPE Maintenance

Auto Logout: |Off »

PN Management Map
Quick Start Wizard
Online Status

Jv]

€d Devices Status

Y Edt [ Detai  [] Delete 4™ Refresh M Recycke Bin

\’__,.

[ Delele &% Refresh (=] File Explorer

Name Action Schedule

General Setup

N i e

Log / Alert

Total number of devices: : 0

Vieekdays Filename Status

2. Inthe following dialog, type the name for the new profile; specify the vigor router the
file will be applied to; choose Firmware Upgrade as the Action, choose Now as the
Schedule (it means the firmware upgrade will be performed after clicking Apply); and

type the string of the firmware filename or click Eﬁ to choose a correct one.

Maintenance

Profile : FW_2830
Device: DirayTek_00807F_Wigo | w»
Action : Firmware Upgrade w

Schedule : |Mow

Filename : Jjcvmifilesf00507FO0O0

E Apply @ Cancel

- |

File Explorer

® upload | [l Delste & Download £y Createfolder ™ Refresh

Filename Property Size L astModify Directory
Directary 432 201 305/09 16:4 fowmnMles/00507
Directory 1248 201308075 09:4 Jowmnffiles

test file 160 201305087 16:3 JowmMilesi00507 I

2830_0508 f

66

e BEBORT 2013/05/09¢ 16:3 Jevmifiles/00507
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When you finished the above settings, click Apply to save them. The new maintenance
profile has been created and displayed on the Maintenance area.

+* Maintenance
@y add & Edit [ Delete % Refresh  [55] File Explarer

Profile Device Action Schedule Weekdays Filename Status

F'_2830 DrayTek_00507F_ Firmware Upgrad MNow Jdevmifilesf00507F

4. Now, the new firmware will be loaded into the CPE immediately (based on the

schedule setting — now).

Note that a red icon, < wil appear during the period of firmware upgrading.

CPE Maintenance PN Managemsnt Map

::: Managed Devices Status

& edit S Detai  [JJ] Delste ™ Refresh  Jf Recyck

LA

2830
172.17.1.208

L1

-

«* Maintenance

€3 add Y& Edit  [[[) Delete  &™ Refresh  [Z5] File Explo

And, in the web user interface of client’s CPE, the system will show you that firmware
upgrade is on going.

fw upgrade on going

Fumware upgrade on gomg, please wait for a moment.
Tpgrade last for 19 seconds.
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5. Please wait for a moment. Later, open Central VPN Management>>Log/Alert>>Log
page to check the result. If [Finished] is displayed, it means the firmware upgrade of

specified CPE has completed.

——
Central VPN Management >> Log / Alert >> Log e
Log Alert
5 Reirash Auto Refresh ; |10 Seconds |+
D Time Device Name Type Description
1 2013-05-1T7 14:58:20 UTC DrayTek_00S07F_Vigor_[ Firmware Upgrade [Frocessing][1] Request CPE to download firn
2 201 3-05-17 14:58: 31 UTC DrayTek_D0507F _Wigor_{ Firmware Upgrade [Frocessing][1] CPE start to download firmmar
o
3 20130517 15:01:42 UTC DrayTek_00507F_Wigor_[ Firmware Upgrade [Finished] Profile: W2830_Tast, CPE firmware

3.9.3 Check the Device Information

1. Open Central VPN Management>>CPE Management. In the Managed Devices
Status area, choose the router (representing Vigor2830) and click Detail.

2.  Check the software version field.

Dendice Informeation

Model Mame ;
Device Name !
Mame
Manufacturer
(n1N] 8

Product Class
Mac Address
Location
Lating :

IF:

Port .

LRI :
Daccripton ;

Hardware Version :

L

Wigor2 830y
|
DrayTek_00507F _Vigor2830W_0D01DAAARZ 238

DrayTek
00507k
Yigor2g30y

001 DAAARZ23E

172171208
80649 [
fewmiCRMN html
DrayTek Vigor Router
101

Software Version .

3.3.6.1db

Modem Firmware Version :

211011_A Annex_A
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3.10 How to use High Availability for Vigor routers?

The High Availability (HA) feature in Vigor3900 can ensure the business continuity for your
organization. IT staff can use HA as a simple solution for the disaster recovery. Vigor3900
utilizes the Common Address Redundancy Protocol (CARP) to avoid the system crashing
which could stop the normal operation and then cause considerable lost of the entire
organization.

Router A
(Master)

192.168.1.1

=

192.168.1.10 R
| Virtual IP:192.168.1.100
l" WAN1 o'
&\#& III‘.
192.168.1.20 S WAN2
: Router B
O (Slave)
192.168.1.5

When the HA feature is enabled, the network administrator can set another Vigor3900(s) as
the backup device(s) to deliver full routing services during the shutdown of the main
Vigor3900. The network administrator can use a Virtual IP (e.g. 192.168.1.100) for both
master device and backup device. During the system uptime, the master device (e.g.
192.168.1.1) can offer services and act as the Virtual IP. Once the master device is
temporarily out-of-service, the backup device(s) (e.g. 192.168.1.5) will take over the service
that the Virtual IP does and deliver all routing functions.

Note: Make sure the WAN interfaces for both Router A and Router B are well
connected. Both routers can be used to access into Internet.

Note: For advanced applications, please refer to FAQ/Application Notes on
www.draytek.com.
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For router A
1. Access into the web user interface of Vigor3900.
2. Open Applications >>High Availability.

Applications

Dynamic DHNS

GVRP

IGMP Proxy

UPnp

High Awvailability
Wake on LAN

SM 35/ Mail Alert Service

3. Inthe tab of High Availability Global Setup, choose Hot-Standby as Redundant
Method; choose Primary as Config Synchronization Rule; type draytek as
Authentication Key; choose Automatic as Advance Preemption Mode. Click Apply to
save the settings.

High Availability Global Setup | High Availability Profile Setup

Redundant Method : Hot-Standhby v
Config Synchronization Role(Hot-Standby) : Primary v

(1-30)
Authentication Key : draytek
Advance Preemption Mode : Automatic v
LAN Port Detection Mode : At_Least_One_Up |+

[~|Enable High Availability

General Note:
1. The ¥HID is the unigue identifier for each High Availability group. The profile in the same High Availability group must

Neo e carmo UEIR e 1A dovieo e camficnead fae rrnltinlo 1T akle Hhom aarb meafile w1l beamen = Ao et U

4. Click the High Availability Profile Setup tab to create HA profile(s). Click Add.

Applications >> High Availability => High Availability Profile Setup &)

Hiah Availahility Global Setup IHigh Availability Profile Setup l

@ Add % Edit [ Delete &% Refresh Profile I
Tofile HA LAN Profile Virtual IP for Gateway VHID HA Status

Mo items to show.

70 Vigor3900 Series User's Guide



5. Create an HA profile. Refer to the following figures.

High Availahility Profile Setup - |
Profile : A_prim
HA LAH Profile lan1 w
Virtual IP for Gateway : 192 168 1 _ H
VHID : 1
Role{Hot-Standly) Prirmary w

= Apply & cancel

6. Now, the configuration for router A has been finished.

For router B
1. Access into the web user interface of Vigor3900.

2. Open Applications >>High Availability.

Applications

Dynamic DHS

GVRP

IGIMP Proxy

UPnP

High Availability
Wake on LAN

SN 5/ Mail Alert Service

3. Inthe tab of High Availability Global Setup, choose Hot-Standby as Redundant
Method; choose Secondary as Config Synchronization Rule; type the lanl IP address
configured in router A; type draytek as Authentication Key; choose Automatic as
Advance Preemption Mode. Click Apply to save the settings.

Applications >> High Availability >> High Availability Global Setup

High Availability Global Setup | High Availahility Profile Setup

Type the lanl

Redundant Method : Hat-Standhy w

o IP address
Config Synchronization Role{Hot-Standby) : Secondary w | Configured in
Config Synchronization IP(Hot-Standby) : 192 168 1 A 1 : ROUter A
Priority ID{Hot-Standby) : 1 (1-30)
Authentication Key : draytek
Advance Preemption Mode Automatic v
LAN Port Detection Mode At_Least One_Up | v

[T1Enable High Availability

General Note:
4 TheYHIMN i the nnirne identifier for each Hinh Availahkilibe nennn The nenfile in the came Hinkh &Seailahkilite aronn et
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4. Click the High Availability Profile Setup tab to create HA profile(s). Click Add.

Applications >> High Availability >> High Availability Profile Setup 2]
High Availability Global Setup IHiuh RAvailability Profile Setup l
@ Add % Edit [ Delete &% Refresh Frofile M
HA LAN Profile Virtual IP for Gateway VHID HA Status

Mo items to show.

5. Create an HA profile. Refer to the following figures.

High Availahility Profile Setup -]
Profile : A_bhak
HA LAN Profile lan w
Virtual IP for Gateway : 192 168 1 1o
VHID : 1
Role{Hot-Standby) Secondary w

= Apply & Ccancel

6. Now, the configuration for router B has been finished.

After finished the above settings, it is the time to activate HA function for both router A and
router B. It is recommended to activate the HA for router A (Primary) before router B
(Secondary).

®  Simply open Applications>>High Availability and click the High Availability
Global Setup. Locate Enable High Availability. Check the box and click Apply to
save the settings.

Applications == High Availability == High Availability Global Setup

High Availability Global Setup | High Availability Profile Setup

Redundant Method : Hot-Standby w
Config Synchronization Role{Hot-Standby) © Primary w
£1-30
Authentication Key : draytek
Advance Preemption Mode Autornatic w
L AN Dot Dataction Mode o At Least One_Up  «

[#]Enable High Availability

Under such construction, when Router A (defined as Master device) is powered off,
Router B (defined as Slave device) will be up and take over all the jobs that Router A
performs. Later, when Router A is powered on again, all the jobs will return to Router
A.
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Chapter 4: Advanced Web
Configuration

After finished basic configuration of the router, you can access Internet with ease. For the
people who want to adjust more setting for suiting his/her request, please refer to this chapter
for getting detailed information about the advanced configuration of this router. As for other
examples of application, please refer to chapter 3.

4.1 WAN Setup

Quick Start Wizard offers user an easy method to quick setup the connection mode for the
router. Moreover, if you want to adjust more settings for different WAN modes, please go to
WAN group and click the General Setup link.

Basics of Internet Protocol (IP) Network

IP means Internet Protocol. Every device in an IP-based Network including routers, print
server, and host PCs, needs an IP address to identify its location on the network. To avoid
address conflicts, IP addresses are publicly registered with the Network Information Centre
(NIC). Having a unique IP address is mandatory for those devices participated in the public
network but not in the private TCP/IP local area networks (LANS), such as host PCs under
the management of a router since they do not need to be accessed by the public. Hence, the
NIC has reserved certain addresses that will never be registered publicly. These are known as
private IP addresses, and are listed in the following ranges:

From 10.0.0.0 to 10.255.255.255
From 172.16.0.0 to 172.31.255.255
From 192.168.0.0 to 192.168.255.255

What are Public IP Address and Private IP Address

As the router plays a role to manage and further protect its LAN, it interconnects groups of
host PCs. Each of them has a private IP address assigned by the built-in DHCP server of the
Vigor router. The router itself will also use the default private IP address: 192.168.1.1 to
communicate with the local hosts. Meanwhile, Vigor router will communicate with other
network devices through a public IP address. When the data flow passing through, the
Network Address Translation (NAT) function of the router will dedicate to translate
public/private addresses, and the packets will be delivered to the correct host PC in the local
area network. Thus, all the host PCs can share a common Internet connection.

Get Your Public IP Address from ISP

In ADSL deployment, the PPP (Point to Point)-style authentication and authorization is
required for bridging customer premises equipment (CPE). Point to Point Protocol over
Ethernet (PPPOE) connects a network of hosts via an access device to a remote access
concentrator or aggregation concentrator. This implementation provides users with
significant ease of use. Meanwhile it provides access control, billing, and type of service
according to user requirement.

When a router begins to connect to your ISP, a serial of discovery process will occur to ask
for a connection. Then a session will be created. Your user ID and password is authenticated

Vigor3900 Series User's Guide 73



via PAP or CHAP with RADIUS authentication system. And your IP address, DNS server,
and other related information will usually be assigned by your ISP.

General Setup
Default Route
Load Balance

Switch

4.1.1 General Setup

This section will introduce some general settings of Internet and explain the connection
modes for WAN profiles in details.

This router supports multi-WAN function. It allows users to access Internet and combine the
bandwidth of the WAN profiles to speed up the transmission through the network. Each
WAN port can connect to different ISPs, even if the ISPs use different technology to provide
telecommunication service (such as DSL, Cable modem, etc.). If any connection problem
occurred on one of the ISP connections, all the traffic will be guided and switched to the
normal communication port for proper operation.

There are two modes for you to choose for setting a WAN profile. Basic mode allows you to
view and edit the existing WAN profile. However, Advance mode allows you to define new
WAN profile.

When you switch the Mode setting from Advance to Basic or from Basic to Advance, the
system will ask you to re-login web configuration interface to activate some parameters.

Web Page in Basic Mode

WAHN >> General Setup >> General Setup

eneral Setup USB WAN

>& Edit &» Refresh Wode: |Basic " Profile Mumber Limit: 50
Profile (mi Enable Descriptio VLAN Tag VLANID  Priority Port IPv4 Proto IPVG Protos
1 wan false Disable 10 0 WWANA Mone Link-Local
2 wanz true Disable 11 0 WANZ Static Link-Local
3 wana false Disable 12 0 WAN3 Maone Link-Local
4 wand false Disable 13 0 WANS Maone Link-Local
5 wang false Disable 14 0 WANS Mone Link-Local

Web Page in Advance Mode
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VAN == General Setup => General Setup

General Setup LISEB WAR

3 aad K Edit

Profile (mi Enable

1 wan1 false
2 wanz2 tfrue

3 wan3 false
4 wand false

-lals falo g

n

[f|] Delete ™ Refresh  Mode: Advance v Profile

Descriptio VLAN Tag VLANID  Pric>'° 2v6 Prot
Advance

Disable 10 0 WANT Mone Link-Loca

Disahle 11 0 WAMNZ Static Link-Loca

Disable 12 0 WAMN3 Mone Link-Loca

Disahle 13 0 WAN4 Mone Link-Loca

Ni=ahle 14 n AR E bAre Vink-l nra

Each item will be explained as follows:

Item Description

Add Add a new WAN profile. Such function is available in
Advance mode only.

Edit Modify the selected WAN profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected WAN profile. Such function is
available in Advance mode only.
To delete a profile, simply select the one you want to delete
and click the Delete button.

Refresh Renew current web page.

Profile Display the profile name.

Enable Display the status of the profile. False means disabled; True
means enabled.

Description Display a brief explanation for such profile.

VLAN Tag Display if the function is enabled or not.
If the data transmitted with tag, Enable will be displayed in
this field. Otherwise, Disable will be shown instead.

VLAN ID Display the VLAN ID of the profile.

Priority Display the level of the priority for such profile.

Port Display the physical WAN interface for such profile.

IPv4 Protocol Type

Display the IPv4 protocol selected by the profile.

IPv6 Protocol Type

Display the IPv6 protocol selected by the profile.
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4.1.1.1 Ethernet WAN Profiles

How to add a new WAN profile:

1. If the router is under Basic mode, you have to switch into Advance mode. If the router
is under Advance mode, go to Step 4 directly.

General Setup

J2 Edit &% Refresh Mode ;| Basic v
Profile Enable This P Descripti Esfsllace Lhn

2. A confirmation dialog will appear. Click OK to apply the related settings for Advance
mode.

. T
Confirm #| |
r

@ Change to advance mode and re-login®?

(1] 4 | Cancel

Re-login the system.

4.  Open WAN>>General Setup. Click the Add button to open the following dialog.
Different protocol type selected will bring up different configuration web page.

| General Setup
Global
1
t
- Profile (max length:7) :
Enable

Enable Schedule Reconnect . () Enable () Disable

Description (Ciptionaly

1 VLAN Tag : Disable v

| Port AN v

! Default MAC Address : ()Enable (") Disable

|

i IPv4 Protocol : Mane v

| IPv4 Mode : MNAT >

I IPv6 Protocol Link-Local v

{

]

= Apply @ Cancel

Available parameters are listed as follows:

Item Description
Profile (max Type a name (less than 7 characters) for such profile.
length:7)
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Enable Check this box to enable such profile.

Description Give the brief description for such profile.

VLAN Tag Choose Enable to tag the packets passing through the port
specified below.

VLAN ID Type the VLAN ID number for such profile.

Priority Type the packet priority number for such VLAN. The range
isfrom O to 7.

B =2 B o S R Ny e L
|

Port Choose the physical WAN interface for such profile.

WA 1 w

WA 1
WA 2
WA
WA 4
WWAME

Default MAC Enable — Click it to enable the default MAC address for
Address such profile.

Disable — Click it to type the MAC address manually for
such profile.

MAC Address Specify the MAC address for such profile. In default, the
system will determine it automatically.

IPv4 Protocol There are several connection modes for you to specify for
IPv4 protocol type. Each mode will bring up different web
page.

Mone w

Maone

Static

DHCP

PPPOE

PPTP
DMZ

The DMZ protocol is available for WAN4 profile only.

IPv4 Mode Determine such profile will be used for.

ROUTIMNG w

MAT
ROUTIMNG
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IPv6 Protocol There are four connection modes for you to specify for IPv6
protocol type. Each mode will bring up different web page.

Link-Local W

Link-Local
Static

FFFP
CDHCP-A_MA
CHCP-IA_PD

Enable Schedule Enable — Click it to enable the function of reconnecting the
Reconnect network automatically within the time schedule.

Disable — Click it to disable the schedule reconnect function.

Schedule Time Choose the time object profile to be applied by such WAN.
Object

General Settings allows you to enable the profile, give a brief explanation for such profile,
specify the VLAN ID, specify MAC address, choose IPv4 and IPv6 protocol, and specify the
mode of the data transmission (NAT or Routing).

\ Note: The DMZ tab is available for WANA4 profile only. |

Different IPv4 and IPv6 protocol types specified will bring up different configuration web

page.

® If you choose Static as IPv4 protocol type, click the Static Tab to open the following
page:

General Setup =%
| Glabal Static
| P
IP Address : ) ) )
Subnet Mask : 285.255.2595.0/24 v
Gateway IP Address : . . . m (Cptional)
@y add [ save Frofile Mumber Limit

DNS Server IP Address

DNS Server IP Address : Mo iterns to show.

@ add 5] Save Profile Mumber Limit
P

IP Alias : Mo items to show.

1 m »

[ 2pply &3 Cancel

Available parameters are listed as follows:

Item Description

IP Address Type the IP address specified for such profile.

Subnet Mask Use the drop down list to choose the subnet mask for such
profile.
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Gateway IP
Address

Type the gateway address for such profile.

DNS Server IP
Address

Type a public IP address as the primary DNS (Domain Name
Server). To add a new IP address, simply place the mouse
cursor on this filed. The following dialog will appear.

T add | [5) save

DNS Server IP Address
168.95.1.1

=]l

DNS Server IP Address

Add - click this button to have a field for adding a new IP
address.

Save — click this button to save the setting.

W _ click the icon to remove the selected entry.

IP Alias

Type other IP addresses to be bound to this interface. This
setting is optional. If you have typed addresses here, you can
see and choose it in later web page settings (e.g.,
NAT>>Port Redirection/DMZ Host).

To add a new IP address, simply type the IP address on the
box near to the Add button. Next, click Add. The new one
will be added and displayed on the field under the box.

3 add | B save
P Subnet Mask
182.168.1.85 255.255.255.0 |f[|

IP Alias :

Add - click this button to have a field for adding a new IP
address.

Save — Click this button to save the setting.

W _ click the icon to remove the selected entry.

MTU/MRU

Type the value of MTU/MRU. The default value is 1500.

Connection
Detection Mode

Select a detecting mode for this WAN interface. There are
three ways ARP, PING and HTTP supported in Vigor
router for you to choose to send the request out.

FIMG »

MHaone
ARF

PIMG
HTTP

Connection
Detection Host

Assign an IP address or Domain name as a destination to be
detected whether the host is active (sending reply to the
router) or not. If not, the connection of WAN interface will
be regarded as breaking down. This function is available
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when Connection Detection Mode is set with PING or
HTTP.

Connection Detection Mode :  |PING v

©y Add [ save
Connection Detection Host

Connection Detection Host : 192.168.1.28

Add - click this button to have a field for adding a new IP
address.

Save — click this button to save the setting.

Wl _ click the icon to remove the selected entry.

Connection
Detection Interval

Assign an interval period of time for each detecting.

Connection
Detection Retry

Assign detecting times to ensure the connection of the WAN
interface. After passing the times you set in this field and no
reply received by the router, the connection of WAN
interface will be regarded as breaking down.

Apply

Click it to save the configuration and exit the dialog.

Cancel

Click it to exit the dialog without saving the configuration.

If you choose DHCP as IPv4 protocol type, click the DHCP Tab to open the

following page:

! General Setup
' Glabal
1
t
Host Name :
t
i IP Alias :
1
MTUMRU :

Connection Detection Mode :

Connection Detection Retry :
Vendor Class ID {option 60)
DHCP Client ID {option 61) :

Specify DNS :

Connection Detection Interval: 10

DHCP

(Optional)
©p Add [5] Save Profile Mumber Limit
P

Mo iterns to show

1400
ARP v
3

(Optional)

(Cptianaly

(O Enable (3) Disable

m »

[ Apply @3 Cancel

Available parameters are listed as follows:

Item Description
Host Name Type a name as the host name for identification.
(Optional)
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IP Alias

Type other IP addresses to be bound to this interface. This
setting is optional. If you have typed addresses here, you can
see and choose it in later web page settings (e.g.,
NAT>>Port Redirection/DMZ Host).

To add a new IP address, click Add. Type the IP address and
use the drop down list to specify the subnet mask. Next,
click Save. The new one will be added and displayed on the
field under the box.

Ty add | ] save
IP Subnet Mask
182168.1.86 2852652650 i

Add - click this button to have a field for adding a new IP
address.

Save - click this button to save the setting.

W _ click the icon to remove the selected entry.

MTU/MRU

It means Max Transmit Unit for packet. The default setting
is 1500.

Connection
Detection Mode

Select a detecting mode for this WAN interface. There are
three ways ARP, PING and HTTP supported in Vigor
router for you to choose to send the request out.

FIMNG w

MHane
ARP

PIrG
HTTF

Connection
Detection Host

Assign an IP address or Domain name as a destination to be
detected whether the host is active (sending reply to the
router) or not. If not, the connection of WAN interface will
be regarded as breaking down. This function is available
when Connection Detection Mode is set with PING or
HTTP.

Connection Detection Mode :  |PING v

©p add [ save
Connection Detection Host
Connection Detection Host : 192.168.1.28

Add - click this button to have a field for adding a new IP
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address.

Save — click this button to save the setting.

W _ click the icon to remove the selected entry.

Connection Assign an interval period of time for each detecting.
Detection Interval

Connection Assign detecting times to ensure the connection of the WAN
Detection Retry interface. After passing the times you set in this field and no

reply received by the router, the connection of WAN
interface will be regarded as breaking down.

Vendor Class ID It is used to identify the vendor type and the configuration of

(option 60) a DHCP client.

DHCP Client ID It used to specify a DHCP client identifier in a host

(option 61) declaration, so that DHCP can find the host record by
matching against the client identifier.

Specify DNS Enable — Click it to enable the function of DNS specified.

It is used for local service (e.g., NTP, ping diagnostic) or
used for forwarding packets to PC on LAN/VPN.

Disable — Click it to disable the function of DNS specified.

DNS Add - click this button to have a field for adding a new IP
address.

Save - click this button to save the setting.

W' _ click the icon to remove the selected entry.

Apply Click it to save the configuration and exit the dialog.

Cancel Click it to exit the dialog without saving the configuration.
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® If you choose PPPoE as IPv4 protocol type, click the PPPoE Tab to open the
following page:

{
1
t

General Setup
Global

Username :
Password :
MTUMRU :
Service Name :
Debug -
Always On :

Fixed IP :

Connection Detection Mode :

IP Alias

Snecifu DNS

PPPOE

1482
(Cptianal)

() Enable (%) Disable

(s)Enable (") Disable

() Enable (%) Disable
Mone v

©5 add 5] Save Profile Murnber Limit: €
P

Mo iterns to show.

" Fnable & Disable
m »

) Aoply @3 cancel

Available parameters are listed as follows:

Item Description

Username Type the user name offered by your ISP.

Password Type the password offered by your ISP.

MTU/MRU Type the value of MTU/MRU. The default value is 1492.

Service Name

This is an optional setting. Some ISP will offer such
information and ask you to type the same data on this field.

Debug Click Enable to display the PPPoE debug message in
Syslog. The default setting is Disable.

Always On Enable - Click it to enable the function of Always On. The
router will keep network connection all the time.
Disable — Click it to disable the function of Always On.

Fixed IP Enable — Click it to enable the function of fixed IP.

Disable — Click it to disable the function of fixed IP.

Fixed IP Address

Type the IP address in the boxes.

Connection
Detection Mode

Select a detecting mode for this WAN interface. There are
two ways PING and HTTP supported in Vigor router for
you to choose to send the request out.

PIMG w

Mone
PIMG
HTTF

Connection
Detection Host

If you choose PING/HTTP as Connection Detection Mode,
you have to specify the detection host address in this field.
Use the default setting.
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Connection Detection Mode :  |PING v

©y Add [ save
Connection Detection Host
Connection Detection Host : 192.168.1.28

Add - click this button to have a field for adding a new IP
address.

Save — click this button to save the setting.

W _ click the icon to remove the selected entry.

Connection
Detection Interval

Assign an interval period of time for each detecting.

Connection
Detection Retry

Assign detecting times to ensure the connection of the WAN
interface. After passing the times you set in this field and no
reply received by the router, the connection of WAN
interface will be regarded as breaking down.

IP Alias

Type other IP addresses to be bound to this interface. This
setting is optional. If you have typed addresses here, you can
see and choose it in later web page settings (e.g.,
NAT>>Port Redirection/DMZ Host).

To add a new IP address, click Add. Type the IP address and
use the drop down list to specify the subnet mask. Next,
click Save. The new one will be added and displayed on the
field under the box.

Ty Add | [ save
IP Subnet Mask

192.168.1.86 2552552950 1]

Add - click this button to have a field for adding a new IP
address.

Save —click this button to save the setting.

W _ click the icon to remove the selected entry.

Specify DNS

Enable — Click it to enable the function of DNS specified.

It is used for local service (e.g., NTP, ping diagnostic) or
used for forwarding packets to PC on LAN/VPN.

Disable — Click it to disable the function of DNS specified.

DNS

Add - click this button to have a field for adding a new IP
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address.
Save - click this button to save the setting.

W _ click the icon to remove the selected entry.

Apply Click it to save the configuration and exit the dialog.

Cancel Click it to exit the dialog without saving the configuration.

® If you choose PPTP as IPv4 protocol type, click the PPTP Tab to open the following

page:
po—r— D e o e e et 1 ==
[ Global PPTP Static
1 -
l- PPTP Over : Static »
Server Address: no.0n
Username :
i Password :
MTUMRU : 1452
Debug : () Enable @) Disable
Always On : ()Enable () Disable
Connection Detection Mode :  HTTP |

©y Add [ save Profile Mumber Limi
Connection Detection Host

Connection Detection Host : Mo itemns to show.

Connection Detection Interval : 20 3

>
B apply (D Cancel

Available parameters are listed as follows:

Item Description

PPTP Over Usually ISP dynamically assigns IP address to you each time
you connect to it and request. In some case, your ISP
provides service to always assign you the same IP address
whenever you request. In this case, you can fill in this IP
address in the Fixed IP field. Please contact your ISP
before you want to use this function.

Choose a proper protocol, Static or DHCP.

Server Address Type the IP address of PPTP server offered by your ISP.
Username Type the user name offered by your ISP.

Password Type the password offered by your ISP.

MTU/MRU Type the value of MTU/MRU. The default value is 1452.
Debug Click Enable to display the PPTP debug message in syslog.

The default setting is Disable.

Always On Enable — Click it to enable the function of Always On. The
router will keep network connection all the time.

Disable — Click it to disable the function of Always On.

Connection Select a detecting mode for this WAN interface. There are
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Detection Mode two ways PING and HTTP supported in Vigor router for
you to choose to send the request out.

FING »

MHone

FING

HTTF
Connection If you choose PING/HTTP as Connection Detection Mode,
Detection Host you have to specify the detection host address in this field.

Use the default setting.

Connection Detection Mode ©  |PING v

Ty add [F] save
Connection Detection Host
Connection Detection Host 192.168.1.28

Add - click this button to have a field for adding a new IP
address.

Save - click this button to save the setting.

W _ click the icon to remove the selected entry.

Connection Assign an interval period of time for each detecting.
Detection Interval

Connection Assign detecting times to ensure the connection of the WAN
Detection Retry interface. After passing the times you set in this field and no

reply received by the router, the connection of WAN
interface will be regarded as breaking down.

Apply After finished the PPTP configuration, please click Static or
DHCP (according to the PPTP Over Protocol setting) to
modify the Static/DHCP configuration for such profile.

Click it to save the configuration and exit the dialog.

Cancel Click it to exit the dialog without saving the configuration.

® If you choose Link-Local as 1Pv6 protocol type

Link-Local address is used for communicating with neighbouring nodes on the same

link. It is defined by the address prefix fe80::/64. You don't need to setup Link-Local

address manually for it is generated automatically according to your MAC Address.
® |If you choose PPP as IPv6 protocol type

Simply refer to the section of “If you choose PPPoE as IPv4 protocol type, click the
PPPoE Tab to open the following page” for detailed information.

® If you choose Static as IPv6 protocol type, click the StaticV6 tab to open the
following page:
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General Setup
Global EEE Static StaticVe

IPvG Address :
IPvE Prefix Length : 64

IPvG Gateway Address (Optional)

U i} dd E Save Profile M

IPvG DNS Server Address

IPvG DNS Server Address : Mo itemns to show.

‘ B spply @ cancel

Available parameters are listed as follows:

Item Description
IPv6 Address Type the IP address for such protocol.
IPv6 Prefix Length | Type your IPv6 address prefix length.
IPv6 Gateway Type your IPv6 gateway address.
Address
IPv6 DNS Server Type your IPv6 primary DNS Server address.
Address
IPvi Gateway Address : (Cptional)
Ca add | ] save
IPv6 DNS Server Address

IPvG DNS Server Address : 2001:10af

Add - click this button to have a field for adding a new IP
address.

Save — click this button to save the setting.

W _ click the icon to remove the selected entry.

Apply Click it to save the configuration and exit the dialog.

Cancel Click it to exit the dialog without saving the configuration.
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® If you choose DHCP-1A_NA as IPv6 protocol type, click the DHCPV6 Tab to open
the following page:

”
General Setup
Global FETE Static

DHCPvG({IA_NA) Gateway Address : (Optional}
Ty add [ save
DHCPvG(lA_NA) DNS Address

DHCPvG({1A_NA) DN S Address : Mo iterns to show.

m

B spply @ cancel

Available parameters are listed as follows:

Item Description

DHCP (IA_NA) Type the gateway IP address for IPv6 DHCP IA_NA mode.

Gateway Address

DHCP (IA_NA) Type your IPv6 primary DNS Server address.

DNS Address Add - click this button to have a field for adding a new IP
address.

Save — click this button to save the setting.

W _ click the icon to remove the selected entry.

Apply Click it to save the configuration and exit the dialog.

Cancel Click it to exit the dialog without saving the configuration.

® |If you choose DHCP-IA_PD as IPv6 protocol type

It is not necessary for you to configure any web page.

5. Enter all the settings and click Apply. The new added profile will be shown as below.
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WAN »> General Setup >> General Setup
General Setup USB WAN

€3 add & Edit  [[]] Delete &M Refresh  Mode - |Advance

"

Profile Number Lin

Profile (m: Enable Descriptio VLAN Tag VLAN ID Priority Port IPv4 Proto IFvE Protoc
1 wan1 false Disable 10 0 WAN1 None Link-Local
2 wan2 true Disable 11 0 WWAN2 Static Link-Local
3 wan3 false Disable 12 0 WANS Mone Link-Local
4 wand false Disable 13 0 WAN4 Mone Link-Local
5 wang false Disable 14 0 WANS None Link-Local
6 market true marketing . Enable 250 0 WAN1 Static Link-Local
4.1.1.2 USB WAN Profiles
Open WAN>>General Setup and click the USB WAN tab.
WAN == General Setup >> USB WAN =)
General Setup | USB WAN
& Edit &5 Refresh
Profile Enable Description Port Protocol
ush1 falze use1 3G
ush2 falze UsB2 G
Each item will be explained as follows:
Item Description
Edit Modify the selected USB WAN profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected

rule.

Refresh Renew current web page.

Profile Display the profile name.

Enable Display the status of the profile. False means disabled; True
means enabled.

Description Display a brief explanation for such profile.

Port Display the physical WAN interface for such profile.

Protocol Display the protocol selected by the profile.
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How to edit a new USB WAN profile
Choose one of the USB WAN profiles and click Edit.

1.

2.

VAN => General Setup == U5SB WAN

General Setup

USB WAN

# Edit| ¢ Refresh

Profile
Lsh

Lushz

Enable Description
false

false

The settings under Global tab are listed as below:

| USBWAN

Global USB 3G
|
i Profile ; ush
i Enable
;- Description
Port: use1
Protocol 3G

(Optional)

$ Default E Apply Q Cancel

Available parameters are listed as follows:

Item Description

Profile Display the name of the USB WAN profile.

Enable Check it to enable the USB WAN profile.

Description Give the brief description for such profile.

Port Display the physical WAN interface for such profile.
Protocol Choose the connection mode (e.g., 3G) for USB WAN.
Default Click it to restore the default settings.

Apply Click it to save and exit the dialog.

Cancel Click it to exit the dialog without saving anything.
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3. After finished the settings above, click the USB 3G tab to display the following page:

USE WAN -[%
Global usB:G |
a
| SIM PIN code (Optional)
Modem Initial String 1: AT&F (default AT&F)
1 Modem Initial String 2 : ATEOV1X18D2&C180=0 (default ATEOV1X1&D2&C150=0)
APN : internet (defaultinternet)
Modem Dial String : ATDT OS2 (default ATDT*00#)
FPP Username (Cptional)
PPP Password (Cptional)

{2 Default U Apply Q Cancel

Available parameters are listed as follows:

Item Description

SIM PIN code Type PIN code of the SIM card that will be used to access
Internet.

Modem Initial Such value is used to initialize USB modem. Please use the

String default value. If you have any question, please contact to
your ISP.

Modem Initial The initial string 1 is shared with APN. In some cases, user

String2 may need another initial AT command to restrict 3G band or

do any special settings.

APN APN means Access Point Name which is provided and
required by some ISPs. Type the name.

Modem Dial String | Such value is used to dial through USB mode. Please use the
default value. If you have any question, please contact to

your ISP.
PPP Username Type the PPP username (optional).
PPP Password Type the PPP password (optional).
Default Click it to restore the default settings.
Apply Click it to save and exit the dialog.
Cancel Click it to exit the dialog without saving anything.
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4.  Enter all the settings and click Apply. The modified profile will be shown as below.

WAN >> General Setup >> USB WAN

General Setup USE WAN
JZ Edit &5 Refresh
Profile Enable Description Port Protocol
usb1 true for test USB1 3G
false UsB2 3G

usb2

4.1.2 Default Route

This page allows you to assign a WAN profile or a Load Balance profile as the default route.

Auto Logout - [5Min v

Quick Start Wizard

Online Status

General Setup
Default Route

Load Balance

Switch

"Vigor3900 Series

16:20:24 Login: Admin
WAN >> Default Route

Default Route

WAN Profile/Loadbalance Pool Name : [wani v

Auto Failover to Active WANS - (@ Enable () Disable

E Apply @ Cancel

Available parameters are listed as follows:

Item Description

WAN Profile Display the WAN profiles for user to choose as a default
/Load Balance Pool route.

Name

In which, wanl to wan5 are factory default settings.

Auto Failover to Active

Enable — Check it to let the network connection being

WANSs established through any active WAN interface.
Disable — Check it to disable the function.

Apply Click it to save the configuration.

Cancel Discard current page modification.
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4.1.3 Load Balance

Vigor3900 supports a load balancing function. It can assign traffic with protocol type, IP
address for specific host, a subnet of hosts, and port range to be allocated in WAN interface.
User can assign traffic category and force it to go to dedicate network interface based on the
following web page setup.

In the WAN group, click the Load Balance option.
4.1.3.1 Rule

This page will make the packets be transmitted with user defined profiles with IP address,
protocol and WAN profile that is different with default route. Simply click the Rule tab to
open the following page:

Each item will be explained as follows:

Item Description
Add Add a new rule profile.
Edit Modify the selected rule profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected rule profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Move Up Change the order of selected profile by moving it up.

Move Down Change the order of selected profile by moving it down.
Rename Allow to modify the selected profile name.

Profile Display the name of the rule.

Enable Display the status of the profile. False means disabled; True
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means enabled.

Protocol

Display the protocol of such rule.

Source IP Object

Display the name of the source object.

Source IP Group

Display the name of the source group.

Destination IP Object

Display the name of the destination object.

Destination IP Group

Display the name of the destination group.

Source IP Address

Display the source WAN IP address for such rule.

Destination IP Address

Display the destination WAN IP address for such rule.

Destination Port Start

Display the starting port value for the destination.

Destination Port End

Display the ending port value for the destination.

Load Balance
Pool/WAN Profile

Display the WAN profile used by such rule.

Failover Status

Display the status (enabled or disabled) of the function.

Failback

Display the status (enabled or disabled) of the function.

How to add a new rule for Load Balance
1. Open WAN>>Load Balance and click the tab of Rule.

Simply click the Add button.

WAN >> Load Balance >> Rule

Pool

E}Add] &

£ edit  [[[] Delete &M Refresn @

Profile Enable

Rule Inbound Load Balance

Protocc Address Source IP Obje S«

The following dialog will appear.
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1 b b dea A s EOIL a UBIEIE e eSO
. Rule - | [

Profile : Test111]
[#] Enable
I Protocol : ALL W
| Address Type Subnet X
|| Source IP Address _ ) _ M | cOptional)
| Source Mask : 255.255.255.0024  w (Optional)
‘ Destination IP Address : _ ) i [(Dptional)
Destination Mask : 2552552550024 |+ | (Dptional)

Load Balance PoolWAN Profile
Failover to the Default Route (+yEnable () Disable
Failback : {yEnable (%) Disable

£

ihust have value)

= apply &9 Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the rule.

Enable Check this box to enable such profile.

Protocol Choose a protocol (ALL, TCP, UDP, ICMP, FTP, TFTP,

HTTP, SMTP, POP3, TCP/UDP) for such rule applied to
load balance. All is the default setting.

Address Type Choose the address type (Subnet or Object) for such rule.
Each type will bring different settings for configuration.
Subnet Source IP Address - Type a WAN IP address here as the

source IP address for such rule.

—-
I — click the icon to clear the IP setting.

Source Mask - Use the drop down list on the right to choose
a suitable mask for the source.

Source Mask 2552552550 w

2952552550 *

2552552540
Destination IP Address 2E52550.0

23325400
ooon

Vaotimvatinn Macl - 1253000

Destination IP Address - Type a WAN IP address here as

the destination IP address for such rule.
—a
M1 — click the icon to clear the IP setting.

Destination Mask- Use the drop down list on the right to
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choose a suitable mask for the destination.

Object

Source IP Object — Use the drop down list to choose one of
the source IP objects for such rule profile.

Source IP Group —Use the drop down list to choose one of
the source IP group for such rule profile.

Destination IP Object — Use the drop down list to choose
one of the destination IP objects for such rule profile.

Destination IP Group - Use the drop down list to choose
one of the destination IP group for such rule profile.

Address Type : Ohject 2

Source IP Object : w | M| (Optional)
Source IP Group : w | M| (Optional)
Destination IP Object : w | ¥ (Optional)
Destination IP Group : w | ¥ (Optional)

Load Balance Pool
/WAN Profile

Choose one of the profiles to be used by such rule. In which,
wanl to wanb5 profiles are configured in default. In addition,
profiles configured in WAN>>Load Balance Policy>> Pool
page also will be displayed here.

To have user-defined WAN profile, please refer to
WAN<<General Setup for detailed information.

Load Balance PoolWAN Profile : [wani W

wira 1
Wira 2
Wirah 3
wirahnd
Ao
ush3gl
ush3g2

Failover to the
Default Route

When the specified interface disconnects due to some reason,
the router can use the default route to perform data
transmission.

Enable — Click it to enable such function.
Disable — Click it to disable such function.

Failback

When the specified interface re-connects, the traffic via other
interface will be interrupted immediately. The router will use
the specified interface for data transmission again.

Enable — Click it to enable such function.
Disable — Click it to disable such function.

Apply

Click it to save the configuration.

Cancel

Click it to return to the factory setting.

96 Vigor3900 Series User's Guide



4.  Enter all the settings and click Apply. The new rule profile will be added on the screen.
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4.1.3.2 Pool

This page allows the user to integrate several WAN profiles as a pool profile specified with
the function of load balance or failover. The profiles configured here will be selected in the
field of WAN>>Default Route page.

Each item will be explained as follows:

Item Description

Add Add a new pool profile.

Edit Modify the selected pool profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected rule profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Display the name of the load balance profile.

Mode Display the mode (failover or load balance) used by the pool
profile.

Interface Display the name of the WAN profiles for Load Balance

rule.

Primary Profile

Display the primary profile configured in Failover page for
such profile.

Backup Profile

Display the backup profile configured in Failover page for
such profile.

98 Vigor3900 Series User's Guide



There are two modes, Load_Balance and Failover, for you to choose as the Pool
configuration. If you choose Load_Balance, the tab of Load_Balance will be shown which
allows you to configure for different WAN interfaces. If you choose Failover, the tab of
Failover will be displayed which allows you to specify the primary profile and backup
profile for such Pool setting.

How to add a Pool profile for Load Balance
1. Open WAN>>Load Balance and click the tab of Pool.

WAN >> Load Balance >> Pool

Fool Fule Inbound Load

&) Add| JX Edit  [[]] Delete  &B

Profile Maode

2. Simply click the Add button to open the following dialog. Type a name (e.g., LB_1)
for such profile.

|Pc;:)ln - i
|
Profile: LB_1
Mode : Load_Balance v
0 add B save Profile Murmber Limit : 16
Interface Wiigight
Interface : | ygn1 - |ag| i

=) apply @ cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the profile.

Mode Choose Load_Balance as the Mode selection.
Interface Click Add. A new line for adding new entry will appear.

Use the drop down list of Interface to choose the WAN
profiles that will be in the Load Balance Pool.

Type the value for Weight.
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3. Click Apply. A new profile will be added on the page.

WAN == Load Balance >> Pool 2]
Pool Rule Inbound Load Balance
Tyadd E Edit [ Delete &M Refresh Profile Mumber Limit: 16
Profile Mode Interface Primary Profile Backup Profile
LB_1 Load_Balance wan1 80

How to add a Pool profile for Failover

Such page allows you to set a backup profile which will be activated when the primary
profile is invalid by any reason.

1. Open WAN>>Load Balance and click the tab of Pool.

WAN =>> Load Balance >> Pool

Pool Hule Inbound Load

@3 Add | X Edt [ Delete &9

Profile Mode

2. Simply click the Add button to open the following dialog. Type a name (e.g., FL_1) for
such profile. Choose Failover as the Mode selection.

Pool =] [
Profile :
Maode Failawer ¥
Primary Profile ; |Load_Balance
Failover
Backup Profile : v
=) Aapply @3 cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the profile.

Mode Choose Failover as the Mode selection.

Primary Profile In default, the system will apply Primary Profile. If Primary

Profile cannot be used any more, the Backup Profile will be
used instead. Use the drop down list to choose the one you
need.

100 Vigor3900 Series User's Guide



Backup Profile Use the drop down list to choose the one you need.

Primary Profile :

Backup Profile : |wan1
Wan2

e
ENE
WEnG
sk
ushi

3. Click Apply. A new profile will be added on the page.

WAN => Load Balance >> Pool 2]
Pool Rule Inbound Load Balance
@y add 2 Edit [ Delete &% Refresh Profile Mumber Limit: 16
Profile Mode Interface Primary Profile Backup Profile
LB_1 Load_Balance wan1 80
FL_1 Failaver wan wan2

4.1.3.3 Inbound Load Balance

Vigor3900 can offer the mapped IP address to respond the DNS query coming from the
remote end through the designate domain to reduce the loading of the network traffic.

WAN == Load Balance >> Inbound Load Balance 2]
Poal Rule Inbound Load Balance
[] Status @y add & Edit [ Delete <5 Refresh Prafile Mumber Limit: 10
Status Domain Name Mode IP Mapping Weight Alias Interface IP Alias Weight
p true www.draytek.co Failover wan3wan2 3 (nonej) 182168312 1

Each item will be explained as follows:

Item Description

Status Check the box the enable inbound load balance function.
Add Add a new WAN profile for inbound load balance.

Edit Modify the selected WAN profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.
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Delete Remove the selected WAN profile.

To delete a profile, simply select the one you want to delete
and click the Delete button.

Refresh Renew current web page.

Status Display the status of the profile. False means disabled; True
means enabled.

Domain Name Display the domain name used by the profile.

Mode Display the mode (failover or load balance) applied by the
profile.

IP Mapping Display the WAN interfaces used by the profile.

Weight Display the weight(s) that WAN interface(s) used.

Alias Interface Display the WAN interfaces used by the IP alias.

IP Display the alias IP settings used by the profile.

Alias Weight Display the weight that the above IP address used.

How to create a new Inbound Load Balance profile
Such page allows you to create a new WAN profile for inbound load balance.
1. Open WAN>>Load Balance and click the tab of Inbound Load Balance.

WAN >> Load Balance >> Inbound Load Balance

Pool Rule Inbound Load Balance
Status 3 Add | Y Edit  [I] Delete &9 Refresh
Status Domain Name¢ Mode IP Mapping Weight

Mo items to show

2. Simply click the Add button to open the following dialog.
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¢ Inbound Load Balance

h Basic Detail
i

] 7|Status

1] Domain Name :

|5 Mode :

!

Interface Mapping/Weight :

Alias Setting :

o

| LS

sy draytek.com
(%) Load Balance () Failover

o add [E] save Profile Murnber Limit: 16
IF Mapping WWeight
want 1 m

5 Add [ Save Alias From: () Wan Interface (3) Manual Input  Prafile Murmber Limit - 16

Alias Interface Alias Weight
{none) 192.168.1.133 2 i

B apply @ Cancel

Available parameters are listed as follows:

ltem

Description

Status

Check this box to enable such profile.

Domain Name

Type an available domain name to serve the inbound load
balance.

Mode

Specify the type (Load Balance or Failover) of the WAN
profile for inbound load balance

Priority Setting

It is available only when Failover is selected as the Mode.

There are five levels (Top, 2, 3, 4 and 5) which can be
specified for WAN profiles (including default WAN profiles
and user-defined WAN profiles).

(O Load Balance (%) Failover

Interface Friority

weand 3 v |~
wan2 3 v
wiand Top

wand %

wansa 4

ush1 ?

ush2 3 v
extern 3 =
T Add [ save Profile Mumber Limit: 16

Interface
Mapping/Weight

The domain name will inform the remote end with the IP
address for DNS query asked by the remote end.

The incoming query from the WAN interfaces specified in IP
Mapping will be processed according to the weight value.

Add - Click it to choose a WAN interface and weight.
Save — Click it to save the settings.

IP Mapping — Use the drop down list to choose a WAN
interface profile which will be used by the domain.

Weight — Use the drop down list to choose the one you want.
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3.

W _ click the icon to remove the selected entry.

Alias Setting

The purpose of such setting is to specify a WAN IP address
from the WAN interface or by typing it manually to respond
DNS query.

Add - Click it to add a new IP address.

Save - Click it to save the settings.

Alias From Wan Interface — The alias IP setting can be
specified from existed WAN IP alias.

Alias From Manual Input — The alias IP setting can be
specified manually. The Alias Interface is not necessary for
such method.

Alias Interface —Use the drop down list to choose a WAN
interface profile for the alias IP setting.

Alias — Use the drop down list to choose an alias IP setting
(for Alias From Wan Interface) or type an IP address
manually (for Alias From Manual Input).

Weight —Use the drop down list to choose the one you want.

W _ click the icon to remove the selected entry.

After finished the settings on the Basic page, click the Detail Tab to open the following

dialog.

Inbound Load Balance

Basic | Detail

DNS Parameters

TTL:
Refresh :

DNS Parameter | Retry :
Expire :

1800
400
450
604200

Magative Cache TTL: 1800

Email :
% add [ Save Profile Mumber Limit: 16
HOST Name Server IP Address
Mo items to showe.
NS Record :
@ add B save Profile Mumber Limit: 16

Host

Mail Server IP Address Preference

B apply @ Cancel

Available parameters are listed as follows:

ltem

Description

DNS Parameter

To configure Vigor router as a DNS server, type the related
information for applying the function of DNS.

TTL - It means Time to live of a DNS response. Available
setting range is from 0 to 2147483647.

Refresh — Set the time for the PC in LAN to refresh the data.
Retry — Set the times of retry if the PC fails to contact with
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Vigor router before the refreshing expired.

Expire — PC stops responding to the query from Vigor router
when such time setting has expired.

Nagative Cache TTL — Set the negative caching time (name
error).

Email — Type the e-mail address of the administrator.

NS Record

This page is used to specify name server which will be used
as DNS server.

Add - Click it to add a new server with specified name and
IP address.

Save — Click it to save the settings.

HOST - Type the domain name of the server. This is
optional. If no information added here, the router will use the
DNS server configured in Domain Name under the Basic tab.

Name Server —Type the URL for the name server which
will be used to receive the DNS query forwarded by HOST.

IP Address — This is optional. If required, simply type the IP
address of the NS record server.

W _ click the icon to remove the selected entry.

MX Record

This is used to specify the mail server with IP address.

Add —Click it to add a new server with specified name and IP
address.

Save — Click it to save the settings.

Host —Type the name (URL) of the mail server.

Mail Server — Type the name (URL) of the mail server.
IP Address — Type the IP address of the mail server.

W _ click the icon to remove the selected entry.

Additional A
Record

It is used to record the DNS query by IPv4 address.

Add —Click it to add a new host with specified IP address.
Save — Click it to save the settings.

Host —Set a domain name.

IP Address — Type the IP address of the mail server.

W' _ click the icon to remove the selected entry.

AAAA Record

It is used to record the DNS query by IPv6 address.

Add —Click it to add a new host with specified IPv6 address.
Save - Click it to save the settings.

Host — Set a domain name.

IPv6 Address —Type the IPv6 address of the host.

Any query concerning of Host will be forwarded to the server
selected in Reference for advanced process.

W _ click the icon to remove the selected entry.

CNAME Record

It is used to record the DNS query for CNAME.
Add - Click it to add a new host with specified reference.
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Save — Click it to save the settings.

Host — Set a domain name.

Reference — Choose a sub domain name from the drop down
list.

Any query concerning of Host will be forwarded to the server
selected in Reference for advanced process.

W _ click the icon to remove the selected entry.

4.  Click Apply. A new profile will be added on the page.

WAN >> Load Balance >> [nbound Load Balance

Pool Rule Inbound Load Balance
[] status €3 Add & Edt  [[[] Delete &M Refresh (il (mlEar il i
Status Domain Name  Mode IP Mapping  Weight Alias Interfac IP Alias Weight
P true www draylek com  Failover wan3 wanz2 3.1 (none} 192.168.312 1

You can create sub-domain by clicking ¥ on the left side of the selected inbound load
balance profile. A sub-domain setting page will appear for you to add new profile.

[] status %) Add & Edit  [[]] Delete &% Refresh

Status Domain Name  Mode IP Mapping Weight Al

A true www_draytek com  Failover wan3wan2 3.1 (n
€ add X Edit [[[] Delete ¢ Refresh

Status Sub Domain Mode IP Mapping Weight Alias In

Mo items to show

Note that the configuration is similar to the way stated on the above steps.
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4.1.4 Switch

This page allows you to configure Mirroring Port, Mirrored Port, enable/disable WAN
interface, and configure 802.1Q VLAN ID for different WAN interfaces, and so on.

£

DF'UYTEI( Vigorsgoo Series 15:32:52 Login: Admin

WWAN >> Switch >> 802.1Q VLAN

Quick Start Wizard

N | Hirrer | interface Status

I

G Refresh
Online Status

I s Hember e
General Setup 10 WANT
Default Route " WANZ WANZ

Load Balance 12 VAN AN

Switch 13 AN VAN
R 4
LAN 14

e ——— 22 VANT VAN

VUANS WANS

Firewal
W
" User Management |
APP‘*:T
VPN and Remote Access |
" Certificate Management |

System Maintenance

|A
™

802.1Q VLAN

Packets passing through the WAN interface might be tagged or untagged with VLAN ID
number. It depends on the setting configured in this page for VLAN ID configured in WAN
>>General Setup>>Profile relates to the VLAN ID setting configured here.

This page simply displays current status of 802.1Q VALN setting profiles.

WAHN => Switch == $02.10 VLAHN

30210 VLAN | Mirror || Intertace || Status |
45 Refresh

VLAHN ID Member Untag
10 CPLLWAN WA
1 CPUMANZ WA
12 CPULMANT WYANG
13 CPLLM AN WL
14 CPUMANS WA

Each item will be explained as follows:
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Item Description

Refresh Click it to reload this page.
VLAN ID Display the VLAN ID number.
Member Display number of the WAN interface for the packets

tagged with such VLAN ID number to pass through.

Untag Display number of the WAN interface for the VLAN ID
will be untagged for packets passing through the WAN
interface selected.

Mirror Configuration

The administrator can monitor all the packets passing through mirrored port with the
mirroring port. It is useful for the administrator to analyze the troubles on Network.

DrayTek ; : .
r y € Vlgor3900 Series Login: Admin
WAN >> Switch >> Mirror
off
s - 80210 VLAN Mirror Interface Status
Quick Start Wizard
Online Status
|| Enable This Profile
| Mirroring Port : VAN =
General Setup
.
Default Route Mirrored Port WANZ v
Load Balance
e
L
e
| Objects Setting |
T
. Applications |
e
| Certificate Management | i
e
—— ridth M gement |
U Apply O Cancel
b
<8 &

Available parameters are listed as follows:

Item Description
Enable This Profile Check the box to enable the Mirror function for the switch.
Mirroring Port Select a port for the administrator to use for viewing traffic

sent from mirrored ports.

Mirrored Port Select a port to make the packets passing through it
monitored by the administrator.

Mirroring Port © [WWAN] ~

Mirrored Port : WAN2 v

AR
WANZ
AN
AN
WANS
CPU
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Apply

Click it to save the configuration.

Cancel

Click it to discard the settings configured in this page.

Interface Configuration

This page allows you to modify the status (enable / disable), speed(Auto,10M,100M,1000M)
and duplex (Half/Full) for the WAN ports respectively.

DrayTek

Auto Logout © | Off v

Quick Start Wizard
Online Status

General Setup
Default Route
Load Balance

External Devices
Product Registration

Vigor3900 Series 15:51:47 Login: Admin
'WAN >> Switch >> Interface @)
021G VLAN Mirrar Interface Status

JX Edit &% Refresh

Interface
AR
AR Z
AR
A4
WANE

Enable Duplex Speed flow_control Note
true Full Auto
true Full Auto
true Full Auto
true Full Auto

frue Full Auto

Each item will be explained as follows:

ltem

Description

Edit

Choose the interface listed below and click the Edit button
to modify the settings. A pop up window will appear for you
to change the settings.

Imerface -

Interface : WAN2
Enable

Speed Auto v

flow_control . (7 Enable () Disable

Auto to fixed mode connection may resultin duplex mismatch and became very slow,

Note - Flease akways connect auto to auto and fixed to fixed mode.

B apnly @ cancel

Interface — Display the name of WAN interface.
Enable This Profile — Check it to enable such interface.

Speed — Use the drop down list to specify the transmission
rate (Auto, 10M, 100M or 1000M) for such interface.

flow_control — Click Enable to enable such function. When
the data cache is approaching to full load, Vigor router will
pause transmitting the packets till the system is able to
accept new data again. It can avoid the network traffic
congestion.
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Apply - Click it to save and exit the dialog.
Cancel - Click it to exit the dialog without saving anything.

Refresh Renew current web page.

Interface Display the name of the WAN port on the router.

Enable Display the status of the profile. False means disabled; True
means enabled.

Duplex Display the duplex used (full or half) by such profile.

Speed Display the transmission rate (10M, 100M, 1000M or Auto)
of the date for such profile.

flow_control Display the status (enable or disable) of such function.

Note Display addition information for such interface.

Status of the Switch

This page provides information about speed, duplex, port connection (UP or Down) for the
WAN ports.

Vigor39oo Series 10:32:59 Login: Admin

WAN >> Switch >> Status

off
Auto Lagout b 802.1Q VLAN Mirror Interface Status

Quick start Wizard

= 5 Refresh Auto Refresh . |10 Seconds |+
Online Status

Interface Status Speed Duplex

General Setup WAN1 Down
Default Route WAN2 up 100M Full
Load Balance WAN3 Down

WANS Down(SFP module disconnect

CPU Up 1000M Full

Available parameters are listed as follows:

Item Description
Refresh Renew current web page.
Auto Refresh Specify the interval of refresh time to obtain the latest status.

The information will update immediately when the Refresh
button is clicked.

Interface Display the physical port of the WAN interface.

Status Display if the port connection for WAN interface is linked or
not. Up means the network is connected; Down means the
network is not connected.

Speed Display the transmission rate (10M, 100M, 1000M or Auto)
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of the date for such WAN interface.

Duplex Display the duplex used (full or half) by such WAN
interface.
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4.2 LAN

Local Area Network (LAN) is a group of subnets regulated and ruled by router. The design
of network structure is related to what type of public IP addresses coming from your ISP.

The most generic function of Vigor router is NAT. It creates a private subnet of your own.
As mentioned previously, the router will talk to other public hosts on the Internet by using
public IP address and talking to local hosts by using its private IP address. What NAT does
is to translate the packets from private IP address to public IP address to forward the right
packets to the right host and vice versa. Besides, Vigor router has a built-in DHCP server
that assigns private IP address to each local host.

General Setup

PPPoE Server

IP Routing

Static Route

Switch

Bind IP to MAC

RIP Configuration

QSPF Configuration

4.2.1 General Setup

This page allows you to configure general settings for PCs in LAN.

4.2.1.1 General Setup

This page allows you to enable the profile, give a brief explanation for such profile, specify
the VLAN ID, specify MAC address, and choose protocol type for such profile.

Drdy TEk Vtgor3900 Series 16:15:42
LAN == General Setup >> General Setup 2]
LGIeTET u General Setup | DHCP Relay| RADVD | DHOPYG
Quick Start Wizard — —
Online Status @ Add X% Edit [ Delete & Refresh Prafile Murmber Limit: 50
- owan Profile (w Enable  Descriptii VLANID Priority  IPv4 Proti IP Address Subnet Mask DHCP Ser IPv6 Proto
J 1 lantest  true Justforte 2 4 static 0.0.0.0 255.255.255.0 Disahle Link-Local
General Setup 2 laml true 10 1) static 192.168.1.3 255.255.255.0 Enable  Link-Local
PPPoE Server
IP Routing
Static Route
Switch
Bind IP to MAC
RIP Configuration
OSPF Configuration
| NaT
St
[ s sy
Sl
[ R LRSI sE
Extarnal Novicae 3

Each item will be explained as follows:
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Item Description

Add Add a new LAN profile.

Edit Modify the selected LAN profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected LAN profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page

Profile (max length:7) Display the name of the LAN profile.

Enable Display the status of the profile. False means disabled; True
means enabled.

Description Display the brief explanation for the LAN profile.

VLAN ID Display the VLAN ID configured for the LAN profile.

Priority Display the level of the priority for such profile.

IPv4 Protocol Display the IPv4 protocol type for the LAN profile.

IP Address Display the IP address for such LAN profile.

Subnet Mask Display the subnet mask for such LAN profile.

DHCP Server Display the status (Enable/Disable) of the DHCP server.

IPv6 Protocol Display the IPv6 protocol type for the LAN profile.

How to add a new LAN profile
1.  Open LAN>>General Setup and click the General Setup tab.

LAN >> General Setup >> General Setup
General Setup | DHCP Relay RADVD DHCPvE

£ Add | & Edt [[[] Delete &N Refresh

Profile (max length:7) * Enable Description

1 land true
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2. Click the Add button to open the following dialog. Different protocol type selected will
bring up different configuration web page.

General Setup

Profile (max length:7) :
[#]Enable
t Description :
VLANID :
Priority :
Default MAC Address :

IPv4 Protocol
Mode :

IP Address :
Subnet Mask :
DHCP Server :
DHCP Start IP :
DHCP End IP :

DNS :

DHCP Routers :

lantes1

Fortest only (Optional)
1]

0 v

(%) Enable () Disable

static
MNAT v

a0 0 a0
2552552560024 v
(%) Enable () Disable
192 188 1 1

@ Add [E] save
DNS

Mo items to show.

i | (optionaly

Profile Mumber Limit: 16

B apply @ Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the LAN profile.
(max length:7)

Enable Check this box to enable such profile.

Description

Type the description for the new LAN profile.

VLAN ID Type a humber as the VLAN ID to make the data be
identified while performing data transmission.
Priority Type the packet priority number for such profile. The range is
fromOto 7.
7 "
1
1
2
3 -
4
il
B
?_ =
Default MAC Enable — Click it to enable the default MAC address for such
Address profile.
Disable — Click it to type the MAC address manually for such
profile.
MAC Address If Default MAC address is disabled, please specify a MAC
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address from the drop down list for such profile.

IPv4 Protocol

Display the type for the IPv4 protocol for such profile.

Mode

Choose NAT or ROUTING as the operation mode for such
profile.

IP Address

Type the IP address of the router for the LAN profile.

Subnet Mask

Use the drop down list to choose a suitable mask for the LAN
profile.

DHCP Server

Enable — Click it to enable the DHCP server. The DHCP
server will assign the IP address randomly for the LAN user.
The range of the IP addresses must be defined in DHCP Start
IP and DHCP End IP.

Disable — Click it to disable the DHCP server.

DHCP Start IP

Type an IP address as the starting point for DHCP server.

DHCP End IP

Type an IP address as the ending point for DHCO server.

DNS

Set the private IP address for DNS server. If this field is
blank, users on LAN will treat Vigor3900 as the DNS server.

Ty add &) save
DNS

| _ _ I11

Add - Click it to add a new IP address for DNS server.
Save — Click it to save the setting.

W _ click the icon to remove the selected entry.

DHCP Routers

In general, this box will be blank. It means Vigor3900 will be
regarded as the gateway for the user.

However, if you want to use other gateway, please assign the
IP address in this field.

— click the icon to clear the IP setting.

DHCP Options

DHCP packets can be processed by adding option number
and data information when such function is enabled.

Each DHCP option is composed by an option number with
data. For example,

Option number:100
Data: abcd

When such function is enabled, the specified values for
DHCP option will be seen in DHCP reply packets.
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@ add 5 save Frofile Murnber Lirmit : -

DHCPF Option Walue

option 56 (Message) w STRING [fﬂ

option 15 {Domain Mame)

option 31 (Perform Router Discovery)

option 42 {NTF servers)

aption 43 {Yendor Specific Information;
option 44 {MetBICOS over TCPIP name server
option 46 (MetBIOS over TCRIP Mode Type)
aption 47 {MetBIOS over TCRIP Scope)
option a0 {(Requested IP Address)

option 54 (Server [dentifier)

Add - Click it to add a new DHCP option profile.
Save — Click it to save the setting.

DHCP Option — Use the drop down list to choose the one
you want.

Value — Type the content of the data to be processed by the
function of DHCP option.

W _ click the icon to remove the selected entry.

Lease Time Set a lease time for the DHCP server. The time unit is minute.

Specify Remote Enable — Check the box to enable this function. Remote

Dial-in IP clients within the range specified below can access into
Vigor3900 WUI.

Gateway IP Such IP address is ready for matching with the function of

Address (optional)

Virtual System.

— click the icon to clear the IP setting.

More Subnet

Specify other subnets which might be needed in the future.

©y Add [ Save

IP Subnet Mask Mode
192.168.1.83 255.255.255.0 NAT m
255.255.255.0 |~ | |NAT ~ ||

Add - Click it to add a new subnet mask with IP address and
specified mode.

Save — Click it to save the settings.

IP — Type the IP address if you click Add for adding a new
entry.

Subnet Mask — Use the drop down list to choose the one you
want.

Mode — Specify NAT or Routing as the mode.

W _ click the icon to remove the selected entry.

IPv6 Protocol

It defines the IPv6 connection types for LAN interface.
Possible types contain Link-Local, Static and DHCP-SLA.
Except Link-Local, each type requires different parameter
settings.

Link-Local- Link-Local address is used for communicating
with neighbouring nodes on the same link. It is defined by the
address prefix fe80::/10. You don't need to setup Link-Local
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address manually for it is generated automatically according
to your MAC Address.

Static —This type allows you to setup static IPv6 address for
LAN.

DHCP-SLA- DHCPv6 client mode would use IA_NA option
of DHCPv6 protocol to obtain IPv6 address from server.

IPv6 Address

If Static is chosen as IPv6 Protocol, please type the IPv6
address in this field.

IPv6 Prefix Length

Display the IPv6 prefix length.

DHCPv6 SLA
WAN Interface

If DHCP-SLA is chosen as IPv6 Protocol, please choose one
of the WAN profiles in this field.

DHCPv6 SLA ID

The ID number set here is used by an individual organization
to create its own local addressing hierarchy and to identify
subnets.

Apply

Click it to save and exit the dialog.

Cancel

Click it to exit the dialog without saving anything.

3. When you finish the above settings, please click Apply to save the configuration and

exit the dialog.

LAN >> General Setup >> General Setup

General Setup

£y Add & Eat

Profile (max length:7) * Enable

1 lant

2 lantest
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DHCP Relay

[ Delete

true 10 0 static

true Justfort. 2 4 static

RADVD DHCPvE

69 Refresh Rl

Descripti VLAN ID  Priority  IPv4 Protocel IP Address DHCF IPvE Prott

19216613 Ena___ Link-Local

0000 Disa.. Link-Local
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4.2.1.2 DHCP Relay

This page allows users to specify which subnet that DHCP server is located that the relay
agent should redirect the DHCP request to.

DrayTek

Auto Logout - |Off v

Quick Start Wizard

Online Status

General Setup
PPPOE Server
IP Routing
Static Route
Switch

Bind IP to MAC
RIP Configuration

OSPF Configuration

Vl'gor3900 Series

LAN >> General Setup »> DHCP Relay

General Setup DHCP Relay RADVD

Y Edt ¢9 Refresn

Profile Enable

DHCPvB

17:06:37

Login: Admin

DHCP Server Location DHCP Server IP

lant false

lantest false

Each item will be explained as follows:

Item Description

Edit Modify the selected LAN profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Refresh Renew current web page.

Profile Display the name of the LAN profile.

Enable Display the status of the profile. False means disabled; True

means enabled.

DHCP Server Location

Display the LAN or WAN profile for the DHCP server.

DHCP Server IP

Display the IP address of DHCP server.

How to edit a LAN profile for DHCP Relay

1. Open LAN>>General Setup and click the DHCP Relay tab.
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LAN >> General Setup >> DHCP Relay

General Setup | DHCP Relay RADVD

K Edit &M Refresh

Profile Enable
lan1 false
lantest false

2. Choose one of the LAN profiles by clicking on it and click the Edit button to open the
following dialog.

DHCF Relay =[x
Profile : lantest
[V Enable
DHCP Server Location - |Wwan3 v
DHCP ServerIP: 182 168 1 ap
Apply Q Cancel

Available parameters are listed as follows:

Item Description

Profile Display the name of the LAN profile.
Enable Check this box to enable this profile.
DHCP Server Choose the interface for the DHCP server.
Location

DHCP Server IP Type the IP address of DHCP Server.

Apply Click it to save and exit the dialog.

Cancel Click it to exit the dialog without saving anything.

3. When you finish the above settings, please click Apply to save the configuration and
exit the dialog.
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4. The LAN profile has been edited.

LAN »> General Setup >> DHCP Relay

General Setup DHCP Relay RADVD DHCPvE
Y& Edit 4™ Refresh
Profile Enable DHCP Server Location DHCP ServerIP
Jant
;Iantest true wang 192.168.1.90

The router advertisement daemon (radvd) sends Router Advertisement messages, specified
by RFC 2461, to a local Ethernet LAN periodically and when requested by a node sending a
Router Solicitation message. These messages are required for IPv6 stateless

auto-configuration.

Each item will be explained as follows:

Item Description

Edit Modify the selected LAN profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Refresh Renew current web page.

Profile Display the name of the LAN profile.

Enable Display the status of the profile. False means disabled; True

means enabled.

Advertisement Lifetime

Display the lifetime value.
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The lifetime associated with the default router in units of
minutes, ranging from 10 ~ 150. It is used to control the
lifetime of the prefix. A lifetime of O indicates that the router
is not a default router and should not appear on the default
router list.

How to edit a LAN profile for RADVD
1. Open LAN>>General Setup and click the RADVD tab.

LAN >> General Setup >> RADVD
General Setup DHCP Relay RADVD DHCPvG

¥ Edit| ¢ Refresn

Profile Enable
lan1 true
lantest true

2. Choose one of the LAN profiles by clicking on it and click the Edit button to open the
following dialog.

RADVD =||X

Profile : lantest
Enable
Advertisement Lifetime : E Minutes

E Apply Q Cancel

Available parameters are listed as follows:

Item Description

Profile Display the name of the LAN profile.
Enable Check this box to enable this profile.
Advertisement Type a value for advertisement lifetime.
Lifetime

The lifetime associated with the default router in units of
minutes, ranging from 10 ~ 150. It is used to control the
lifetime of the prefix. A lifetime of O indicates that the router
is not a default router and should not appear on the default

router list.
Apply Click it to save and exit the dialog.
Cancel Click it to exit the dialog without saving anything.
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3. When you finish the above settings, please click Apply to save the configuration and

exit the dialog.

4.  The LAN profile has been edited.
LAN >> General Setup >> RADVD
General Setup DHCP Relay RADVD DHCPvE
S Edit &9 Refresh
Profile Enable Advertisement Lifetime
lan1 true 30
lantest true 40
4.2.1.4 DHCPG6

DHCP6 Server could assign IPv6 address to PC according to the Start/End IPv6 address

configuration.

Aute Logout - | Off v

Quick start Wizard

Online Status

General Setup

PPPoE Server

IP Routing

Static Route

Switch

Bind IP to MAC =

RIP Configuration

OSPF Configuration

Vigor39oo Series 17:12:32 Login: Admin
LAN >> General Setup >> DHCPVE
General Setup DHCP Relay RADVD DHCPv& |

Y& Edit 69 Refresh
Profile Enable Mode Start IP End IP DNS
lant false

lantest false Automatic...

Each item will be explained as follows:

Item Description

Edit Modify the selected LAN profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Refresh Renew current web page.

Profile Display the name of the LAN profile.

Enable Display the status of the profile. False means disabled; True
means enabled.

Mode Display the mode (automatic setting or manual setting)
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specified for such profile.

Start IP Display the starting IP address of the IP address pool for
DHCP server.

End IP Display the ending IP address of the IP address pool for
DHCP server.

DNS Display the private IP address for DNS server.

How to edit a LAN profile for DHCPv6
1. Open LAN>>General Setup and click the DHCPV®6 tab.

LAN >> General Setup »> DHCPvE

General Setup DHCP Relay RADVD DHCPvE

XX Edit | 9 Refresh

Profile Enable Mode Start IP End IP
lant false
lantest false Automatic Setting

2. Choose one of the LAN profiles by clicking on it and click the Edit button to open the
following dialog.

DHCPvE

i Profile : lantest
[V]Enable
Mode Automatic Setting =

| Auto Start IP - Automatic Setting
Auto End IP - |Manual Setting

DNS (auto)

No items to show.
DNS (auto)

=] 2pply & cancel

Available parameters are listed as follows:

Item Description

Profile Display the name of the LAN profile.

Enable Check this box to enable this profile.

Mode Choose Automatic Setting or Manual Setting.
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{

Automatic Setting

Automatic Setting
Manual Setting

i %

Automatic Setting — It is not necessary to configure Start
IP, End IP and DNS setting. The system will assign suitable
address automatically.

Manual Setting — You should type the Start IP address and
End IP address manually.

% DHCPvE

Profile : lantest

Enable

N Mode EManuaI Setting v

‘SE StartIP:

{ EndIP:

1 £ add [2] save

{ DNS

.i DNS Mo items to sho
Start IP Set the starting IP address of the IP address pool for DHCP

server. The format the IP address shall be similar to the
following example:

2000:0000:0000:0000:0000:0000:0000:10 or 2000::10.

End IP Set the ending IP address of the IP address pool for DHCP
server. The format the IP address shall be similar to the
following example:

2000:0000:0000:0000:0000:0000:0000:10 or 2000::10.

DNS Set the private IP address for DNS server. If this field is
blank, users on LAN will treat Vigor3900 as the DNS server.

Ty agd [5] save
DNS

2000::2 i

DNS :

Add - Click it to add a new IP address for DNS server.
Save — Click it to save the setting.

W _ click the icon to remove the selected entry.

Apply Click it to save and exit the dialog.

Cancel Click it to exit the dialog without saving anything.

3. When you finish the above settings, please click Apply to save the configuration and
exit the dialog.
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4.

The LAN profile has been edited.

LAN >> General Setup >> DHCPvE

General Setup DHCP Relay RADVD DHCPvE

Y& Edit 49 Refresh

Profile Enable Mode

lan1 false

lantest true

4.2.2 PPPoOE Server

Start IP End IP DNS

Automatic Sefting

This feature makes the router working like an ISP, providing PPPoE connections to LAN
PCs. The only difference is that local PCs don't need an ADSL modem.

There are several advantages of using PPPoE connections on the LAN. Firstly, the PPPoE
server can secure the LAN PC connections with username/password authentication.
Secondly, it can prevent ARP attack by nature. Thirdly, the system administrator can
configure quota (time/traffic based) for each user as ISP does.

4.2.2.1 General Setting

Dray Tek V,goragoo Series 16:31:46
LAN == PPPoE Server >> General Setting @
bl Sl Y. General Setting Status
Quick Start Wizard
Online Statt
nine us PPPoE Server : (%) Disable () Enable
PPPoE User Isolation (@ Disable () Enable
s "
General Setup Deny Internet Access Except PPPoE User : (3)Disable () Enable
PPPoE Server PPPoE Server Name : w3800
IP Routting Primary DNS : 0 o a a
Static Route Secondary DNS : 0 o a |0
Switch PPPOE Server Authentication Type : CHaP v
Bind IP to MAC User Authentication Tyne - Lova
RIP Configuration ser Authentication Type ocal -
OSPF Configuration
I —
el
s bbb —
L —
Apply &3 Cancel
Fvtarnal Navicac 3

Available parameters are listed as follows:

ltem

Description

PPPoOE Server

Disable — Click it to disable this function.
Enable — Click it to enable the function of PPPoOE server.

PPPoE User Isolation

Disable — Click it to disable this function.

Enable — Click it to isolate the PPPoE users who access into
Internet via Vigor router..

Deny Internet Access
Except PPPoE User

Disable —Click it to disable this function.

Enable - If you click Enable, only the PPPoE user can
access into Internet.
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PPPOE Server Name

The default name is “v3900”. You can modify it if required.

Primary DNS Type an IP address as primary DNS.

Secondary DNS Type another IP address as secondary DNS.
PPPoE Server Choose the authentication type for PPPoE server.
Authentication Type

FAP v
PAP -
CHAP =

Any PPPoE user shall pass the authentication of PPPoE
server and access into Internet.

User Authentication
Type

Users in LAN can access into Internet through Vigor router
with RADIUS, LDAP or local authentication. Specify the
type for the users.

Local »
Local
RADIUS
LOAP
LDAP Profile It is available when LDAP is selected as User
Authentication Type.
If you choose LDAP as the authentication type, use the drop
down list to specify the LDAP profile.
LAN Profile It is available when RADIUS or LDAP is selected as User
Authentication Type.
Use the drop down list to specify LAN profile for
authentication.
Apply Click it to save and exit the dialog.
Cancel Click it to discard current page modification.
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4.2.2.2 Status

This page displays general information for PPPOE server; allows you to disconnect the
network connection to PPOE server.

DrayTek

Auto Logout :  Off ¥
Quick Start Wizard

I
General Setup
PPPoE Server

]

Ewtarnal Navicas

16:37:51

Vigor 3900 Series

LAN >> PPPoE Server >> Status 2]}

General Setting Status

4% Refresh Y Auto Refresh ;|10 Seconds |

MAC Address User Name IP Address Up Time RX Bytes TX Bytes

MNoitems to show.

Each item will be explained as follows:

ltem

Description

Refresh

Renew current web page.

Auto Refresh

Specify the interval of refresh time to obtain the latest status.
The information will update immediately when the Refresh
button is clicked.

Disconnect Click it to disconnect the profile connection.

MAC Address Display the MAC address of the client’s host.

User Name Display the user name used to access into the PPPOE server.
IP Address Display the IP address of the client’s host.

Up Time Display the time that the PPPoE connection built.

RX Bytes Display the total amount of received packets.

TX Bytes Display the total amount of transmitted packets.
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4.2.3 IP Routing

To make local device in LAN accessing into external network without passing NAT or let
the remote device access into the local device without passing NAT behind the router, please
use IP routing function to complete the work.

Usually, the local device might be assigned with a public IP address or an IP address with
the same subnet as certain WAN. When the local device tries to transmit the data packets out,
Vigor3900 will send it out through that certain WAN interface without passing through NAT.
Meanwhile, remote device also can access the local device directly without any difficulty.

Each item will be explained as follows:

Item Description
Add Add a new IP Routing profile.
Edit Modify the selected IP routing setting.

To edit the IP routing setting, simply select the one you want
to modify and click the Edit button. The edit window will
appear for you to modify the corresponding settings for the
selected profile.

Delete Remove the selected route setting.

To delete a static route setting, simply select the one you
want to delete and click the Delete button.

Refresh Renew current web page.

Rename Allow to modify the selected profile name.

Profile Display the name of such IP route profile.

Enable Display the status of the profile. False means disabled; True
means enabled.

WAN Profile DisEIay which WAN profile used for sending out the data
packets.
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LAN Profile Display which LAN profile used for the local device.
IP Display the private IP address for such profile.
Mask Display the subnet mask for such profile.

How to add a new IP Routing profile
1. Open LAN>>IP Routing.

2.  Click the Add button.

LAN »> I[P Routing

IP Reouting

> Add ‘ J edt [[[] pelete B Refresh

Profile Enable WAN Profile
3. The following dialog will appear.
IP Routing —|[%
Profile - Routingtest1
/| Enable

WAN Profile - |wan1 v

LAN Profile - |lanT v

IP: 102 168 1 54

Mask D55 255 255 0/24 v

= appy @ cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the IP routing profile.

Enable This Profile | Check this box to enable such IP routing profile.
WAN Profile Choose one of WAN profiles for sending data out.
LAN Profile Choose one of LAN profiles for the local device.

IP Type the private IP address for such IP routing profile.
Mask Type the subnet mask for such IP routing profile.
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4.  Enter all the settings and click Apply. The new profile will be added on the screen.

LAN >> IP Routing

IP Routing

€y add & Edit  [[]] Delete &5 Refresh  (f Rename

Profile Enable WAN Prefile  LAN Prefile IP Mask

1 Routingtest1 true wan1 lan1 192.168.1.54 2552552550

4.2 .4 Static Route

When there are several subnets in LAN or WAN, a more effective and quicker way for
connection is static route rather than other methods. Simply set rules to forward data to
specified subnet through the specific gateway.

4.2.4.1 Static Route

: v.l.gor39oo Series 10:32:12 Login: Admin

LAN >> Static Route >> Static Route

off
Aute Logout . Y Static Route | IPV6G Static Route | Inter-LAN Route

»

Quick Start Wizard Y‘ A Py
Add Edit Delete Refresh Rename
Online Status E) ;s m < l,ﬂ

Profile Enable Destination IP Address Subne! Gateway WAN/L: Metric
No items fo show.

General Setup
PPPOE Server
IP Routing
Switch
Bind IP to MAC
RIP Configuration

QSPF Configuration

Each item will be explained as follows:

Item Description
Add Add a new static route setting.
Edit Modify the selected static route setting.

To edit static route setting, simply select the one you want to
modify and click the Edit button. The edit window will
appear for you to modify the corresponding settings for the
selected rule.

Delete Remove the selected static route setting.

To delete a static route setting, simply select the one you
want to delete and click the Delete button.

Refresh Renew current web page.
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Rename Allow to modify the selected profile name.

Profile Display the name of such static route.

Enable Display the status of the profile. False means disabled; True
means enabled.

Destination IP Address | Display the IP address for such static route profile.

Subnet Mask Display the subnet mask for such static route profile.
Gateway Display the gateway address for such static route profile.
WAN/LAN Profile Display the subnet / LAN or WAN profile of the gateway.
Metric Display the distance to the target.

How to add a new Static Route profile
1. Open LAN>>Static Routing and click the Static Route tab.
2. Click the Add button.

LAN == Static Route >> Static Route
Static Route IPvE Static Route Inter-LAN Route

L3 Add D& Edit  [[]] Delete  &® Refres

Profile Enable Destination IP Address £

3. The following dialog will appear.

Static Route - | X
Profile : vincent
Enable
Destination IP Address : 192 168 1 130
Subnet Mask 255.235.255.0/24 v | (Optional)
Gateway : 172 16 3 1
WAN/LAN Profile wan v
Metric {Optional)

E] appy @ cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the static route profile.
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Enable This Profile

Check this box to enable such profile.

Destination IP
Address

Type the IP address for such static route profile.

Subnet Mask

Use the drop down list to choose the subnet mask for such
static route profile.

Gateway

Type the gateway address for such static route profile.

WAN/LAN Profile

Choose one of the LAN/WAN profiles of the gateway for
such static route.

Metric Type the distance to the target (usually counted in hops).
Apply Click it to save and exit the dialog.
Cancel Click it to exit the dialog without saving anything.

Enter all the settings and click Apply. The new profile will be added on the screen.

LAN >> Static Route >> Static Route

©y Add & Edt

IPv6 Static Route | Inter-LAN Route

M Delete &5 Refresh G Rename

Profile Enable Destination IP Address Subne! Gateway WANIL) Metric

1 vincent false 192.168.1.130 2552 17216.51 lantest
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4.2.4.2 IPv6 Static Route

For IPv6 protocol, click the IPv6 Static Route tab to configure detailed settings.

DrayTek

Auto Logout . | Off v

Quick Start Wizard

Online Status

General Setup
PPPoE Server

IP Routing

Switch
Bind IP to MAC
RIP Configuration

OSPF Configuration

e B s e c
F - c =l i
ol 7l S
g =
f
U
1

Vigor3900 Series

LAN >> Static Route >> IPv6 Static Route

11:09:53

Login: Admin

Static Route | IPv6 Static Route | Inter-LAN Route

€3 Add

X‘ Edit @ Delete 4% Refresh (,a Rename

Profile Enable Destination IP Address Prefix | Nexthop WAN/L) Metric

No items to show.

Each item will be explained as follows:

Item Description

Add Add a new static route setting.

Edit Modify the selected static route setting.
To edit static route setting, simply select the one you want to
modify and click the Edit button. The edit window will
appear for you to modify the corresponding settings for the
selected rule.

Delete Remove the selected static route setting.
To delete a static route setting, simply select the one you
want to delete and click the Delete button.

Refresh Renew current web page.

Rename Allow to modify the selected profile name.

Profile Display the name of such static route.

Enable Display the status of the profile. False means disabled; True

means enabled.

Destination IP Address

Display the IP address for such static route profile.

Prefix Length

Display the prefix length of the profile.

Nexthop

Display the nexthop address for such static route profile.

WAN / LAN Profile

Display the subnet LAN or WAN profile of the gateway.

Metric

Display the distance to the target.
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How to add a new IPv6 Static Route profile
1. Open LAN>>Static Route and click the 1Pv6 Static Route tab.
2. Click the Add button.

LAN => Static Route >> [Pv6 Static Route

Stafic Route IPvE Static Route | Inter-LAN Route

E;Add] JX Edt [} Delete &S Refresh G

Profile Enable Destination IP Address

Mo itel
3. The following dialog will appear.
IPvE Static Route - X
Profile : internal
Enable
Destination IP Address : €201
Prefix Length : B4
MNexthop :
WANILAN Profile wan2 v
Metric (Optional)

B apply (9 cancel

Available parameters are listed as follows:

Item Description

Profile Name Type the name of the static route profile.

Enable This Profile | Check this box to enable such profile.

Destination IP Type the IP address for such static route profile.
Address

Prefix Length Type the prefix length for such profile.

Nexthop Type the nexthop address for such static route profile.

WAN/LAN Profile | Choose one of the LAN/WAN profiles of the gateway for
such static route.

Metric Type the distance to the target (usually counted in hops).
Apply Click it to save and exit the dialog.
Cancel Click it to exit the dialog without saving anything.
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4.  Enter all the settings and click Apply. The new profile will be added on the screen.

LAN >> Static Route >> |Pv6 Static Route

| Static Route || IPvG Static Route || Inter-LAN Route |

€ ac0 P Eat [ pelete 65 Refresn () Rename

Profile Enable Destination IP Address Prefix | Nexthop WAN/L:
1 internal true fc20:1 64 fc20:2 wan2

4.2.4.3 Inter-LAN Route

To make the users in different LAN communicating with each other, please check the box to
enable Inter-LAN route function.

DrdyTek 7V|'gor3900 Series 11:14:55 Login: Admin

LAN >> Static Route >> Inter-LAN Route

S H50 o ‘ Static Route H IPV6 Static Route H Inter-LAN Route

Quick Start Wizard -

Online Status

General Setup

Enable

PPPOE Server

IP Routing

Static Route

Switch

Bind IP to MAC

RIP Configuration

OSPF Configuration

NAT

Firewall

‘Objects Setting

User Management

Applications

VPN and Remote Access

| g Apply @ Cancel

Certificate Management
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4.2.5 Switch

This page allows you to configure Mirroring Port, Mirrored Port, enable/disable LAN
interface, and configure 802.1Q VLAN ID for different LAN interfaces, and so on.

802.1Q VLAN

Virtual LANs (VLANS) are logical, independent workgroups within a network. These
workgroups communicate as if they had a physical connection to the network. However,
VLANS are not limited by the hardware constraints that physically connect traditional LAN
segments to a network. As a result, VLANSs allow the network manager to segment the
network with a logical, hierarchical structure. VLANSs can define a network by application or
department. For instance, in the enterprise, a company might create one VLAN for
multimedia users and another for e-mail users; or a company might have one VLAN for its
Engineering Department, another for its Marketing Department, and another for its guest
who can only use Internet not Intranet. VLANS can also be set up according to the
organization structure within a company. For example, the company president might have
his own VLAN, his executive staff might have a different VLAN, and the remaining
employees might have yet a different VLAN. VLANS can also set up according to different
company in the same building to save the money and reduce the device establishment.

User can select some ports to add into a VLAN group. In one VLAN group, the port number
can be single one or more.

The purpose of VLAN is to isolate traffic between different users and it can provide better
security application.

DrayTek
LAN >> Switch >> 802,10 VLAN
Ao o 80210VLAN|  Miror | Interface | Status
Quick Start Wizard — = =
Online Status @y Add 2 Edit [ Delete 4 Refrash Frafile Murmnber Li
VLAN ID Member Untag
110 LAN_Port_1,LAN_Por_2,LAN_SFP  LAN_Port_1,LAN_Part_2 LAN_SFFP
General Setup
PPPoE Server
IP Routing

Static Route

Bind IP to MAC
RIP Configuration
OSPF Configuration

Each item will be explained as follows:

Item Description
Add Add a new VLAN ID setting.
Edit Modify the selected VLAN ID setting.

To edit VALN ID setting, simply select the one you want to
modify and click the Edit button. The edit window will
appear for you to modify the corresponding settings for the
selected rule.
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Delete Remove the selected VLAN ID setting.

To delete a VLAN ID setting, simply select the one you want
to delete and click the Delete button.

Refresh Renew current web page.
VLAN ID Display the VLAN ID number.
Member Display the LAN interface that is used to access into Internet

for such LAN profile with the VLAN ID number.

Untag Display the LAN interface that packets transmitted to
Internet through such LAN profile with the VLAN ID
number is tagged or untagged.

How to add a new 802.1Q VLAN profile
1.  Open LAN>>Switch and click the 802.1Q VLAN tab.
2. Click the Add button.

LAN == Switch == 802.10 VLAN

802,10 VLAN hirrar Interface Status
Ty Add| £ Edit [l Delete &5 Refresh
VLAN ID Member
1 10 LAM_Port_1

3. The following dialog will appear.

802,10 VLAN =[x
VLANID : 12
Member ;| |LAN_Port_2 w
Untaqg : LAn_Port_2 w
M apply @ Cancel

Available parameters are listed as follows:

Item Description

VLAN ID Type the number as the VLAN ID. Type a number used for
identification on VLAN for your computer. Later, you have
to type the same ID number for each PC which wants to be
grouped within the same VLAN group.

Member Determine which LAN interface can be used to access into
Internet for such LAN profile with the VLAN ID number.

If the icon ** appears in front of the drop down list, it means
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one of the selections has been chosen by other profile. You
cannot choose it. If you want to specify that one for such
profile, please exit this dialog to release that selection from
its original VLAN profile, than return this page and make the
selection again.

W LAN_Port_1, LAM )~
S LAN_Port_1

o LAMN_Port_2 E

LAaM SFP 3

»

Determine if the packets transmitted to Internet through such
LAN profile with the VLAN ID number is tagged or not.

If the icon “* appears in front of the drop down list, it means
one of the selections has been chosen by other profile. You
cannot choose it. If you want to specify that one for such
profile, please exit this dialog to release that selection from
its original VLAN profile, than return this page and make the
selection again.

Click it to save and exit the dialog.

Click it to exit the dialog without saving anything.

Untag
Apply
Cancel
4,
LAN >> Switch >> 302,10 VLAN
802.1Q VLAN Wirror
€3 add & Edit
VLAN ID
10
100
1
15
Mirror

Enter all the settings and click Apply. The new profile will be added on the screen.

Interface Status

|_ﬁ] Delete ™ Refresh

Member Untag
LaM1 LANZ LAN3 LANT L&NZ LAN3
L&N1 LANZ

LANT LANZ LANZ
LAN3

Vigor3900 supports port mirroring function in LAN interfaces. This mechanism helps
manager track the network errors or abnormal packets transmission without interrupting the
flow of data access the network. By the way, user can apply this function to monitor all
traffics which user needs to check.

There are some advantages supported in this feature. Firstly, it is more economical without
other detecting equipments to be set up. Secondly, it may be able to view traffic on one or
more ports within a VLAN at the same time. Thirdly, it can transfer all data traffics to be
mirrored to one analyzer connect to the mirroring port. Last, it is more convenient and easy
to configure in user’s interface.
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DrayTek

Vigor3900 Series 16:18:15

LAN >> Switch >> Mirror
Auto Logout ; | Off v
Quick Start Wizard
Online Status

\

20210 VLAN Mirror Interface Status

|

[“]Enable This Profile
Mirroring Port : |LAN_Port_2 >
Mirrored Port © |LAN_Part_1 v

General Setup
PPPoE Server
IP Routing
Static Route

Bind IP to MAC =
RIP Configuration
OSPF Configuration

| System Maintenance [E]

B apply @ Cancel

| <

Available parameters are listed as follows:

ltem

Description

Enable This Profile

Check the box to enable the Mirror function for the switch.

Mirroring Port

Select a port to view traffic sent from mirrored ports.

o LAM_Port_2 w
LAaM_Port_1 E
LAM_Port 2 [
LAM_SFP L
CPL =

Mirrored Port

Select which port is necessary to be mirrored.

S LAN_Por_2 w
LAM_Port_1 E
LAMN_Port_2 3
LAM_SFP L
CPU b

Renew current web page.

Click it to save the settings.
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Interface

This page allows you to modify the status (enable / disable), speed(Auto,10M,100M,1000M)
and duplex (Half/Full) for the LAN ports respectively.

DrayTek

Auto Logout ;| Off -

Quick Start Wizard
Online Status

General Setup
PPPoE Server
IP Routing
Static Route

Bind IP to MAC
RIP Configuration
OSPF Configuration

n
5
B
B
2
B
=]
]
5.
]
B
n

m

Vigor3900 Series 16:40:34
LAN >> Switch >> Interface 2]
021G VLAR Mirtor Interface Status

& Edit 4" Refresh

Interface
LAN_Port_1
LAN_Port_2
LAN_SFP

Enable Duplex Speed flow_control Note
frue Full Auto
true Full Auto
true Full Auto

Each item will be explained as follows:

Item Description

Edit Choose the interface listed below and click the Edit button to
modify the settings. A pop up window will appear for you to
change the settings.

Refresh Renew current web page.

Interface Display the profile name of the interface.

Enable Display the status of the profile. False means disabled; True
means enabled.

Duplex Display the duplex used (full or half) by such profile.

Speed Display the transmission rate (10M, 100M, 1000M or Auto)

of the date for such profile.

flow_control

Display the status (enable or disable) of such function.

Note

Display additional information.
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How to edit an Interface profile
1.  Open LAN>>Switch and click the Interface tab.

2.  Please select a profile and click the Edit button.

LAN >> Switch >> Interface
802.1Q VLAN Mirror Interface Status

Y& Edit ¢ Refresh

Interface Enable Dupl
LAN_Port_1 true Ful
LAN_Port_2 true Full

LAN_SFP true Ful

3. The following dialog will appear.

Interface -

Interface : LAk_SFP
7| Enable

flow_control . () Enable (&) Disable
Auto to fixed mode connection may result in duplex mismatch and became very slow.

Note . FPlease ahwvays connect auto to auto and fixed to fixed mode.

=) Apply 3 Cancel

L i

Available parameters are listed as follows:

Item Description

Interface Display the name of LAN interface profile.

Enable Check the box to enable the Mirror function for the switch.

Speed Use the drop down list to specify the transmission rate for
such profile.

flow_control Click Enable to enable such function. When the data cache

is approaching to full load, Vigor router will pause
transmitting the packets till the system is able to accept new
data again. It can avoid the network traffic congestion.

Note Display addition information for such interface.
Apply Click it to save and exit the dialog.
Cancel Click it to exit the dialog without saving anything.

4.  Enter all the settings and click Apply. The profile has been edited.
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Status

This page displays the status the status (enable / disable), speed(Auto,10M,100M,1000M)
and duplex (Half/Full) of the LAN ports respectively.

DrayTek

Auto Logout ;| Off v

Quick Start Wizard
Online Status

General Setup
PPPoE Server
IP Routing
Static Route

Bind IP to MAC
RIP Configuration
OSPF Configuration

m

Vtgor39o Series

LAN >> Switch >> Status

802,10 VLAN Mirrar

5 Refresh

Interface
LAN_Port_1
LAN_Port_2
LAN_SFP
cPU

Intetface Status

Auto Refresh |10 Seconds |~

Status Speed
Up 1000M
Down

Down(SFP rmodule disconnec

Up 1000M

|

Duplex
Full

Full

&2

Each item will be explained as follows:

ltem

Description

Refresh

Renew current web page.

Auto Refresh

Specify the interval of refresh time to obtain the latest status.
The information will update immediately when the Refresh
button is clicked.

Interface Display the profile name of the interface.

Status Display the status (up or down) for the interface.

Speed Display the transmission rate (10M, 100M, 1000M or Auto)
of the date for such profile.

Duplex Display the duplex used (full or half) by such profile.
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4.2.6 Bind IP to MAC

This function is used to bind the IP and MAC address in LAN to have a strengthen control in
network. When this function is enabled, all the assigned IP and MAC address binding
together cannot be changed. If you modified the binding IP or MAC address, it might cause
you not access into the Internet.

DrayTek

LAN >> Bind IP to MAC @

Auto Logout : | Off

Quick Start Wizard = = = o
Online Status Mode : Disahle v @ Selectall B Move &% Refresh | Gp Add & Edit [IJ Delete =¥ SelectAll Gf Rename F

Bind IP to MAC

ARP Table Bind Table
P Mac Address Profile IP Address MAC
General Setup 192.168.1.10 elch e:da:48:79 No fterns 1o show,
PPPoOE Server
1P Routing
Static Route
Switch
RIP Configuration
OSPF Configuration

Evtarnal Navicac.

T WMiermen b (1 Fira Wlard

Each item will be explained as follows:

Item Description

Mode Enable - Choose it to invoke this function. However,
IP/MAC which is not listed in IP Bind List also can connect
to Internet.

Disable - Choose it to disable this function. All the settings
on this page will be invalid.

Strict Bind — Choose it to lock the connection of the
IP/MAC which is not listed in IP Bind List.

Select All Allow you to choose all the items listed in ARP Table.
Move Move the selected item to IP Bind List.
Refresh It is used to refresh the ARP table. When there is one new

PC added to the LAN, you can click this link to obtain the
newly ARP table information.

ARP Table This table is the LAN ARP table of this router. The
information for IP and MAC will be displayed in this field.
Each pair of IP and MAC address listed in ARP table can be
selected and added to IP Bind List by clicking Move on IP
Bind List.

IP Address - Display the IP address of one device.
MAC Address - Display the MAC address of the device.
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Add It allows you to add one pair of IPMAC address and display
on the table of IP Bind List.

Edit It allows you to edit and modify the selected IP address and
MAC address that you create before.

Delete You can remove any item listed in IP Bind List. Simply
click and select the one, and click Delete. The selected item
will be removed from the IP Bind List.

Select All Choose all of the selections at one time.
Rename Allow to modify the selected profile name.
Bind Table It displays a list for the IP bind to MAC information.

Profile - Display the name of the profile.
IP Address - Display the IP address specified for the profile.
MAC - Display the MAC address specified for the profile.

How to configure Bind IP to MAC
1. Open LAN>>Bind IP to MAC.
2. Use the drop down menu to specify a suitable mode.

Bind IP to MAC

Mode ; |Enakle " T

ARD IDiaatIE
: Enakbls

P Strict_Bind ldress

There are three modes offered for you to choose.
Disable — The function of Bind IP to MAC is disabled.

Enable — Specified IP addresses on the Bind Table will be reserved for the device with
bind MAC address. Other devices which are not listed on the Bind Table shall still get
the IP address from DHCP server.

Strict_Bind — Only specified IP addresses will be assigned to the device with bind
MAC address. Other devices which are not listed on the Bind Table shall still NOT get
the IP address from DHCP server.
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3. Click Add.

LAN >> Bind IP to MAC

Bind IP to MAC

mode: Eratie T v | ¥ seectar ®owove| | (acd| Mest ) oose ek
ARP Table Bind Table
P MAC Address Profile IP Address MAC
167 182 129 10 01 A-E-EQ- 1 192_168_139_10 152.168.139.10 00:1d:60:58:C
4.  The following dialog appears.
1 Bind IP to MAC = || 3¢
Profile : Bind_IP1
IP Address © 192 188 1 BEE
MAC an © a0 S TF SCA 0 BE O 4D
M apply Q9 Cancel
Available parameters are listed as follows:
Item Description
Profile Type the name of the profile.
IP Address Type the IP address that will be used for the specified MAC
address.
MAC Type the MAC address that is used to bind with the assigned
IP address.
Apply Click it to save and exit the dialog.
Cancel Click it to exit the dialog without saving anything.

5. Enter all the settings and click Apply.
6. A new profile has been added onto Bind Table.

3 MAC
25 add JEEdt  [[] Delete ¥ Select Al
Bind Talxle
ddress Profile IP Address MAC
ofa48:7a Bind_IP1 19216581 .99 0050 7R A 8E:9D
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4.2.7 RIP Configuration

B(Support RIP)

The Routing Information Protocol (RIP) is a dynamic routing protocol used in local and
wide area networks. The routing information packet will be sent out by web server or router
periodically, and can be used to communicate with other routers. It will calculate the number
of network nodes on the route to ensure there is no obstruction on the network routine. In
addition, it will choose a correct route based on the method of Distance Vector Routing and
use the Bellman-Ford algorithm to calculate the routing table.

RIP can update the routing table automatically and find a route to send packet. See the
following figure as an example:  a unique

A (Support RIP)

DrayTek

aaﬂifi—i—ljlila

Draylik

DrayTek

ST [ETXT (I
C (SupportRIP)

Suppose A supports RIP on WAN1/WAN2/WAN3/WAN4, B supports RIP on WANL1 and
WANZ2, and C supports RIP on WAN1/WAN2/WAN3/WAN4.

B will tell A "if you want to send packets to C, please send it to me first"”, then A will create
a routing rule to forward packet that destination is C to B.

In another direction, C will do the same thing.
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Quick Start Wizard E|

Online Status

General Setup

PPPoE Server

IP Routing

Static Route

Switch =

Bind IP to MAC
RIP Configuration
OSPF Configuration

NAT
]
Firewall

Iy E—————
‘Objects Setting

User Management

VPN and Remote Access

Certificate Management

‘Central VPN Management

|

Vigor 3900 Series 11:55:33 Login: Admin

LAN >> RIP Configuration

| RIP Configuration ‘

[V] Enable
Profile . lantest.wan1 v ‘7
|:| lant
lantest
wan
[[] wanz
[l wan3
[] wan4
[7] wans

‘ g Apply @ Cancel

2l

Available parameters are listed as follows:

ltem

Description

Enable This Profile

Check the box to enable such function.

Profile Choose the LAN/WAN profile(s).
Apply Click it to save the settings.
Cancel Click it to discard the settings configured in this page.

After finished the settings, click Apply to save them.
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4.2.8 OSPF Configuration

OSPF uses the algorithm of SPF (Shortest Path First) to calculate the route metric. It is
suitable for large network and complicated data exchange.

D r ay TEk Vigor3900 Series Login: Admin

LAN >> OSPF Configuration 2]

Auto Logout :  Off v

Quick Start Wizard [
Online Status

OSPF Configuration

["|Enable

5 Add Profile Mumber Limit: 54

General Setup LAN Profile Area
" PPPoEServer | Profile :
IP Routing
 StaticRote
.~ switeh
Bind IP to MAC
~ RIPConfiguation
OSPF Configuration

Mo items to show.

B apply @ Gancel

(i

Evtarnal Novicae:

Available parameters are listed as follows:

Item Description
Enable This Profile Check the box to enable such function.
Profile Choose a LAN profile from the drop down list to apply for
such configuration.
£y Add
LAH Profile Area
Profile : lan
lantest
23 add
LAH Profile Area
lartest 35 1]
Profile :
Apply Click it to save the settings.
Cancel Click it to cancel the settings configuration.
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4.3 NAT

NAT (Network Address Translation) is a method of mapping one or more IP addresses
and/or service ports into different specified services. It allows the internal IP addresses of
many computers on a LAN to be translated to one public address to save costs and resources
of multiple public IP addresses. It also plays a security role by obscuring the true IP
addresses of important machines from potential hackers on the Internet. The Vigor 3900
Series is NAT-enabled by default and gets one globally routable IP addresses from the ISP
by Static, PPPoE, or DHCP mechanism. The Vigor3900 Series assigns private network IP
addresses according to RFC-1918 protocol and translates the private network addresses to a
globally routable IP address so that local hosts can communicate with the router and access
the Internet.

There are several functions that NAT provides — Port Redirection, DMZ Host and Address
Mapping,.

NAT
Port Redirection
DMZ Host
Address Mapping
ALG

4.3.1 Port Redirection

Port Redirection means port forwarding. It may be used to expose internal servers to the
public domain or open a specific port to internal hosts. Internet hosts can use the WAN IP
address to access internal network services, such as FTP, WWW and etc. The internal FTP
server is running on the local host addressed as 192.168.1.2. When other users send this type
of request to your network through the Internet, the router will direct these requests to an
appropriate host inside. A user can also translate the port to another port by configuration.
For example, port number with 1024 can be transferred into IP address of 192.168.1.100 of
LAN. The packet is forwarded to a specific local host if the port number matches that
defined in the table.
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: V:gor3900 Series

NAT >> Port Redirection @

Lt O ad Port Redirection

Quick Start Wizard — —
ST @y add % Edit  [[] Delete &5 Refresh & Move Up % Move Down  (§ Rename
Profile Enable WANPrcUselP A Alias Private IP Protocol Port Red Public P/ Public Pi Private P¢
1 PR_1 false wani All 192.168.1.23 TCPAJDF Range-tc 100 110 20

Port Redirection
DMZ Host
Address

ALG

External Devices
Product Registration

Each item will be explained as follows:

Item Description
Add Add a new port redirect profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.

To delete a profile, simply select the one you want to delete
and click the Delete button.

Refresh Renew current web page.
Move Up Change the order of selected profile by moving it up.
Move Down Change the order of selected profile by moving it down.
Rename Allow to modify the selected profile name.
PII'OﬁIe = |[%
Profile : FR_1

Rename as | PR_TEST

EY apply @3 Cancel

Profile Display the name of the profile.

Enable Display the status of the profile. False means disabled; True
means enabled.

WAN Profile Display the WAN interface of this profile.
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Use IP Alias Display the type (no, Single_Alias, All) the IP Alias used.

Alias Display the selected WAN IP address.
Private IP Display the private IP used for this entry.
Protocol Display the protocol used for the entry.

Port Redirection Mode | Display the direction for the port to be redirected.

Public Port Start Display the starting number of the public port.
Public Port End Display the ending number of the public port.
Private Port Display the number of the private port.

How to add a new Port Redirection profile
1. Open NAT>> Port Redirection.
2. Simply click the Add button.

NAT >> Port Redirection

Port Redirection

@ Add| X Eat [l Detete 69 Re

Profile Enable WAN F Use IP Alias Priva

3. The following dialog will appear.

BT LPart Radir&actinm o

| Port Redirection -|[%]
Profile : PR_1 |
[¥] Enable |
WAN Profile wan3 v
Use IP Alias Single_Alias -
Alias v | Must have value
Private IP :
Protocol TCR/UDP v
Port Redirection Mode - | Range-io-One v
Public Port Start : 100
Public Port End : 110 Must be greater than start port
Private Port: 20

E appy @ cancel

Available parameters are listed as follows:
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Item Description
Profile Type the name of the profile.
Enable Check the box to enable this profile.
WAN Profile Specify the WAN profile for such profile.
ush v
All
WA
wan2
WA 3
wiahd
W5
ush1
ush2
Use IP Alias When All is selected as WAN Profile, such feature is
unavailable.
Use the drop down list to select the type you want.
Single_Aliaz o
No
Single_Alia=
All
Single_Alias — You have to type one IP address used for IP
Alias.
All - All the IP address can be treated as IP Alias.
Alias WAN IP alias that can be selected and used for port
redirection. Before using it, please go to WAN>>General
Setup and enable the wanl profile. Add several IP addresses
under Static mode for wanl.
Private IP Specify the private IP address of the internal host providing
the service. Simply type the private IP used for this entry.
Protocol Choose the protocol used for the entry.

TCP W

TCP
UDP
TCRUDP

Port Redirection
Mode

Specify the direction for the port to be redirected.

Range-to-One W

One-to-Cne
Range-to-One
Range-to-Range

Public Port Start/

It is available when Range-to-One or Range-to-Range is
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Public Port End selected as Port Redirection Mode.
Type the starting/ending number of the public port.
For Range-to-One, set both Start and End values with the

same value.

Private Port Specify the private port number of the service offered by the
internal host.

Apply Click it to save and exit the dialog.

Cancel Click it to exit the dialog without saving anything.

4.  Enter all the settings and click Apply.
A new profile has been added onto Port Redirection table.

4.3.2 DMZ Host

In computer networks, a DMZ (De-Militarized Zone) is a computer host or small network
inserted as a neutral zone between a company’s private network and the outside public
network. It prevents outside users from getting direct access to company network. A DMZ is
an optional and more secure approach to a firewall and effectively acts as a proxy server as
well. In a typical DMZ configuration for a small company, a separate computer (or host in
network terms) receives requests from users within the private network for access to Web
sites or other companies accessible on the public network. The DMZ host then initializes
sessions for these requests on the public networks. However, the DMZ host is not able to
initiate a session back into the private network. It can only forward packets that have already
been requested. Users of the public network outside the company can access only the DMZ
host. The DMZ may typically also have the company’s Web pages so these could be
served to the outside world. If an outside user penetrated the DMZ host’s security, only the
Web pages will be corrupted but other company information would not be exposed.

NAT >> DMZ Host 2]
Auto Logout ;| Off DMZ Host
Quick Start Wizard - —
el @y Add X Edit [ Delete &% Refresh G Rename Prafile Mumk
Profile Enable Qutgoing WAN Pro IP Alias DMZ Host IP Allow DMZ Host to |

OMZ_1_RD true wani 1921681111 Enable
Port Redirection

Address Mapping
ALG

External Devices
Product Registration

Each item will be explained as follows:

Item Description
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Add Add a new DMZ host profile.

Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.

To delete a profile, simply select the one you want to delete
and click the Delete button.

Refresh Renew current web page.
Rename Allow to modify the selected profile name.
ﬁloﬁle =|[%
Profile FRE_1

Rename as | PR_TEST

B Aoply @3 Cancel

Profile Display the name of the profile.

Enable Display the status of the profile. False means disabled; True
means enabled.

Outgoing WAN Profile Display the WAN profile that such DMZ host profile will be

applied to.

IP Alias Display the selected WAN IP address if Use IP Alias is
enabled.

DMZ Host IP Display the IP address of the DMZ host.

Allow DMZ Host to Display if such function is enabled or disabled.

Access Network

How to add a new DMZ Host profile
1. Open NAT>> DMZ Host.
2. Simply click the Add button.

NAT == DMZ Host
DMZ Host

Ty Add & Edit [ Delete &% Refresh G Renam
Profile Enahle Outgoing WAN Pro IP Al
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3. The following dialog will appear.

=1 Apply & Cancel

| DMZ Host —Ix K
1

E Profile : DwZ_1_RD

H 7| Enable

E Oakgoing WAN Profile U W

% uselp alias : (s)Enable () Disable

1 IP Alias : ¥

i DMZ Host IP : 1892 168 1 11

. Allow DIZ Host to Access Network . (3 Enable () Disable

|i Allowed IP Object : IP_ohbject_1 w | 3| (Qptional)
i Allowed IP Group : w | 3| (Qptional)
I Allowed Service Type : BGP LZTF w | 3| (Qptional)
|

!

Available parameters are listed as follows:

Item Description

Profile Type the name of the profile.

Enable Check the box to enable the DMZ Host profile.
Outgoing WAN Choose a WAN profile for such entry.

Profile

Use IP Alias Click Enable to invoke IP Alias function.

IP Alias IP alias that can be selected and used for port redirection.

Before using it, please go to WAN>>General Setup and
enable the wanl profile. Add several IP addresses under
Static mode for wanl.

DMZ Host IP Type the IP address of the DMZ host.

Allow DMZ Host to | Click Enable to make DMS host accessing network.
Access Network

Allowed IP Object | This is an optional setting.

Use the drop down list to choose the IP object profile(s) to
apply to such profile.

Allowed IP Group | This is an optional setting.

Use the drop down list to choose the IP group profile(s) to
apply to such profile.

Allowed Service This is an optional setting.

Type Use the drop down list to choose the type(s) to apply to such
profile.

Apply Click it to save and exit the dialog.
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Cancel Click it to exit the dialog without saving anything.

4.  Enter all the settings and click Apply.
5. Anew profile has been added onto DMZ Host table.

NAT == DMZ Host g
DMZ Host
@y add  J£ Edit [ Delete &5 Refresh  Gf Rename Profile Mumt
Profile Enable Outgoing WAN Pro IP Alias DMZ Host IP Allow DMZ Host to Access Networ
DMZ_1_RD true wanz 1921681111 Enable
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4.3.3 Address Mapping

This page is used to map specific private IP to specific WAN IP alias.

If you have "a group of IP Addresses™ and want to apply to the router, please use WAN IP
alias function to record these IPs first. Then, use address mapping function to map specific
private IP to specific WAN IP alias.

For example, you have IP addresses ranging from 86.123.123.1 ~ 86.123.123.8. However,
your router uses 86.123.123.1, and the rest of the IPs are recorded in WAN IP alias. You

want that private IP 192.168.1.10 can use 86.123.123.2 as source IP when it sends packet out

to Internet. You can use address mapping function to achieve this demand. Simply type
192.168.1.10 as the Private IP; and type 86.123.123.2 as the WAN IP.

Each item will be explained as follows:

Item Description

Add Add a new DMZ host profile.

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.
To delete a profile, simply select the one you want to delete
and click the Delete button.

Refresh Renew current web page.

Move Up Change the order of selected profile by moving it up.

Move Down Change the order of selected profile by moving it down.

Rename Allow to modify the selected profile name.

Profile Display the name of the profile.

Enable Display the status of the profile. False means disabled; True

means enabled.
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WAN Profile

Display the WAN profile that such address mapping profile
will be applied to.

Source IP Object

Display the source IP object profile name.

Source IP Group

Display the source IP group profile name.

Private IP

Display the private IP used for this entry.

Private IP Subnet Mask

Display the subnet mask used for this entry.

Protocol

Display the protocol used for the entry.

IP Alias

Display the selected WAN IP address.

Failover Status

Display if failover to the default route is enabled or disabled.

Failback

Display if the function of Failback is enabled or disabled.

How to add a new Address Mapping profile

1.
2.

Open NAT>> Address Mapping.
Simply click the Add button.

MNAT >> Address Mapping

Address Mapping

€3 Add X Edt (] Delete &S Refre

Profile

Enable WAN Profile Sc

The following dialog will appear.
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| Address Mapping

Profile : Add_M_1
Enable
WAN Profile want "
Address Type Subnet v

! Private IP : 192 188 1 124
Private IP Subnet Mask 255255 255.0/24 v
Protocol All "
Use IP Alias (@) Enable () Disable
IP Alias v

Failback

Failover to the Default Route - (8 Enable () Disable

(@ Enable () Disable

j B appy € cancel

Available parameters are listed as follows:

Item Description
Profile Type the name of the profile.
Enable Check the box to enable the Address Mapping profile.
WAN Profile Choose the active WAN interface for such entry.
Address Type Choose Subnet or Object as the address type. Related
setting options will be displayed later.
Address Type : Subnet w
Chject
Subnet
Private IP It is available when Subnet is selected as Address Type.

Type the private IP used for this entry.

Private IP subnet
Mask

It is available when Subnet is selected as Address Type.
Type the subnet mask used for this entry.

Source IP Object

It is available when Object is selected as Address Type.

Use the drop down list to specify one IP object for such
profile. If there is nothing to be specified, simply open
Object Settings to create the one you want.

Source IP Group

It is available when Object is selected as Address Type.
Use the drop down list to specify one IP group for such
profile. If there is nothing to be specified, simply open
Object Settings to create the one you want.

Protocol

Choose the protocol used for the entry.
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All v

TGP

LIDF

TCR/UDP

All
Use IP Alias Click Enable to invoke IP Alias function.
IP Alias Select the Alias IP for this Address Mapping profile.
Failover to the Enable - When the specified WAN profile is down, the data
Default Route traffic will be transmitted by suing default route.

Disable - When the specified WAN profile is down, the data
traffic will be blocked.

Failback Enable — The connection session made by default route will
be redirected with the specified route configured in Address
Mapping.

Disable - The connection session made by default route will
be kept. Only the new session will be processed by the route
configured in Address Mapping.

Apply Click it to save and exit the dialog.

Cancel Click it to exit the dialog without saving anything.

Enter all the settings and click Apply.
A new profile has been added onto Address Mapping table.
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434 ALG

4.3.4.1SIP ALG

SIP ALG means Session Initiation Protocol, Application Layer Gateway. This page
allows you to choose LAN and WAN profiles for Vigor router to make SIP message and
RTP packets of voice being transmitting and receiving correctly via NAT.

Vl'gor3900 Series 13:48:49 Login: Admin

NAT >> ALG >> SIP ALG

off
SR ogout X SIP ALG H.323 ALG

Quick Start Wizard

Online Status

[7]Enable sIP ALG

LAN Interface lani -
¥
WAN Interface wan1 v

Port Redirection

DMZ Host

Address Mapping

E Apply @ Cancel

=

Available parameters are listed as follows:

Item Description

Enable SIP ALG Check the box to enable the Mirror function for the switch.
LAN Interface Choose one of the LAN profiles.

WAN Interface Choose one of the WAN profiles.

Refresh Renew current web page.

Apply Click it to save the settings.

Click Apply to save the settings.

H.323 ALG

The H.323 ALG allows incoming and outgoing VolP calls passing through NAT. If required,
check the box and click Apply to save the settings.

NAT >> ALG »> H.323 ALG

SIPALG

[[]Enable H.323 ALG

Vigor3900 Series User’s Guide 161



4.4 Firewall

The firewall controls the allowance and denial of packets through the router. The
Firewall Setup in the Vigor3900 Series mainly consists of packet filtering, Denial of
Service (DoS) and URL (Universal Resource Locator) content filtering facilities. These
firewall filters help to protect your local network against attack from outsiders. A firewall
also provides a way of restricting users on the local network from accessing inappropriate
Internet content and can filter out specific packets, which may trigger unexpected outgoing
connection such as a Trojan.

The following sections will explain how to configure the Firewall. Users can select IP Filter,
DoS Defense, MAC Block and Port Block options from Firewall menu. The DoS Defense
facility can detect and mitigate the DoS attacks.

Firewall

Filter Setup
Dos Defense

MAC Block

4.4.1 Filter Setup

Vigor firewall will filter the packets based on the settings, including IP Filter, Application
Filter, URL/Web Filter and QQ Filter configured under Firewall>>Filter Setup. These
filters will group certain objects (e.g., IP Object, Service Object, Keyword Object, File
Extension Object, IM Object, P2P Object, P2P Object, Protocol Object, Web Category
Object, QQ Object, QQ Group, Time Object, and etc.) and form a powerful firewall to
protect your computer.

4.4.1.1IP Filter

This page allows you to create new IP filter group for your request.

U ALY “Vigor3900 serres

Firewall >> Filter Setup >> IP Fitter a@

Auto Logout - | OF * IPFitter | Application Filter | URLWek Categary Fiter | Q. Filter

Quick Start Wizard - — -

Online Status £ add % Edit [ Delste &5 Refresh & MoveUp % Move Down Frofile Mumber Limit: 12

J Group Enable Comment
L —— b IPF_Market true used far MKT Dept
Codebe
Filler Setup

DoS Defense
MAC Block

External Devices
Product Registration

Each item will be explained as follows:
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ltem

Description

Add

Add a new group profile for IP filter.

Edit

Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete

Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh

Renew current web page.

Move Up

Change the order of selected profile by moving it up.

Move Down

Change the order of selected profile by moving it down.

Group

Display the name of the IP filter group profile.

Enable

Display the status of the profile. False means disabled; True
means enabled.

Comment

Display the description for such profile.

How to create an IP Filter group

To build an IP group containing IP filter rules, please follow the steps:

1.  Open Firewall>>Filter Setup and click the IP Filter tab.

2.

Simply click the Add button.
Firewall >> Filter Setup >> IP Filter

IP Filter Application Filter URLAVeb Category Filte

€3 Add Y Edit [[]] Delete &M Refresh 4
Group Enable

MNo iter

The following dialog will appear.

IP Filter - || X
Group : IPF_Market
Enable
Gomment ~ Used for MKT Depf (Optional)

=

Q Cancel

Ty

Available parameters are listed as follows:
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Item Description

Group Type the name of the IP filter group.
Enable Check the box to enable this profile.
Comment Give a brief description for the profile.

4.  Enter all the settings and click Apply.
5. A new filter group has been added.

Firewall >>» Filter Setup >> IP Filter

IP Filter Application Filter URL/Web Category Filter QQ Filter

€3 ada Y& Edt  [[[] Delete &M Refresh 44 MoveUp - Move Down PUDE s Ll

Group Enable Comment

P IPF_Market true used for MKT Dept

You can create filter rule by clicking ¥ on the left side of the selected IP filter group

6.
profile. A setting page will appear for you to add new IP filter rule profile.

Firewall >> Filter Setup >> IP Filter

IP Filter Application Filter URLMeb Category Filter QQ Filter

€ add Y& Edit  [[] Delete &M Refresh 4 MoveUp - Move Down FIBIE RS LT (2
Comment

Group Enable

4 |IPE_Market frue used for MKT Dept

( ) Acd| J& edit  [[I] Delete &% Refresh G Rename  4& MoveUp ¥ Move Down Noﬂle

General Fire Source Fire Destination |

Rule Enable Block Actior Next Group Syslog

No items to show

7. Move your mouse to click Add.

Group Enable
4 IPF_Market frue
€3 Add | & Edit ] Delete &M Re
Rule Enable Block Actior Next Gr
N
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8.  The following page for configuration will appear.

Rule

Profile : For_outgoing
v|Enable
Block Action ©|Pass

SysLog . (&) Enable () Disable

Input Interface : [wan2

Output Interface © wan2

While no target has been specified, firewall rules are applied to Any object

Fireweall Objects
=l general target
Time Object
Time Group
Service Type Ohject
Service Type Group
=l source target
F Source IP Ohject
I Source IP Group
4
4

[ 4
»
[ 4
»

Source User Profile
Source User Group
=l destination target
Destination [P Ohject
Destination IP Group
Destination User Profile

b A R

Destination User Group

Available parameters are listed as follows:

Item Description
Profile Type the name of the IP filter rule.
Enable Check the box to enable this profile.
Block Action The action to be taken when packets match the rule.
Block - Packets matching the rule will be dropped
immediately
Pass - Packets matching the rule will be passed immediately.
Block_If _No_Further_Match - A packet matching the rule,
and that does not match further rules, will be dropped.
Pass_If No_Further_Match - A packet matching the rule,
and that does not match further rules, will be passed through.
Pass_If_Mo_Further_Maic «
Block
Pass
Block_If_No_Further_Match
Pass_If_No_Further_Match
Next Group When you choose Block_If No_Further_Match or
Pass_If No_Further_Match as Block Action, you have to
specify next IP filter group for further matching.
Syslog Click Enable to make the history of firewall actions

appearing on the System Maintenance >> Syslog/Mail
Alert >> Syslog File.
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System Maintenance == Syslog / Mail Alert == Syslog File

Syslog Access Setup Syslog File Mail Alert

Input Interface Choose one of the LAN or WAN profiles as data receiving
interface.

Output Interface Choose one of the LAN or WAN profiles as data
transmitting interface.

general target Time Object - Click the triangle icon ¥ to display the
profile selection box. Choose a schedule object profile to be

applied on such rule. You can click I':, to create another
new time object profile.

Time Group - Click the triangle icon P to display the
profile selection box. Choose a schedule group profile to be

applied on such rule. You can click “# to create another
new time group profile.

Service Type Object —Click the triangle icon ¥ to display
the profile selection box. Choose one or more service type
object profiles from the drop down list. The selected profile

will be treated as service type. You can click r:.-’ to create
another new service type object profile.

Service Type Group —Click the triangle icon P to display
the profile selection box. Choose one or more service type
group profiles from the drop down list. The selected profile

will be treated as service type. You can click I:, to create
another new service type group profile.

source target Source IP Object - Click the triangle icon ¥ to display the
profile selection box. Choose one or more IP object profiles
from the drop down list. The selected profile will be treated

as source target. You can click I':, to create another new IP
object profile.

Source IP Group - Click the triangle icon » to display the
profile selection box. Choose one or more IP group profiles
from the drop down list. The selected profile will be treated

as source target. You can click ﬁ:_.: to create another new IP
group profile.

Source User Profile —Click the triangle icon ¥ to display
the profile selection box. Choose one or more user profiles
from the drop down list. The selected profile will be treated

as source target. You can click I':, to create another new
user object profile.

Source User Group —Click the triangle icon ¥ to display
the profile selection box. Choose one or more user group
profiles from the drop down list. The selected profile will be

treated as source target. You can click r:.-’ to create another
new user group profile.
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destination target Destination IP - Click the triangle icon ¥ to display the
profile selection box. Choose one or more IP object profiles
from the drop down list. The selected rprofile will be treated

as destination target. You can click 5w to create another
new IP object profile.

Destination IP - Click the triangle icon ¥ to display the
profile selection box. Choose one or more IP group profiles
from the drop down list. The selected rprofile will be treated

as destination target. You can click s to create another
new IP group profile.

Destination User Profile —Click the triangle icon ¥ to
display the profile selection box. Choose one or more user
profiles from the drop down list. The selected profile will be

treated as destination target. You can click [:, to create
another new user object profile.

Destination User Group —Click the triangle icon ¥ to
display the profile selection box. Choose one or more user
group profiles from the drop down list. The selected profile
will be treated as destination target. You can click I':; to
create another new user group profile.

Apply Click it to save and exit the dialog.

Cancel Click it to exit the dialog without saving anything.

9.  Enter all the settings and click Apply.

10. A new IP filter rule has been added under the IP Filter Group (named IPF_Market in

this case).
Group Enable Comment
4 |PF_Market true used for MKT Dept
€» Add % Ecit  [[]] Delete &N Refresh G Rename 44 MoveUp ¥ wove Down PR
Rule Enable Block Actior Next Group Syslog General Fire Source Fire Destination |
For_outgoing false pass_if_no Enable

Note: You can create multiple IP filter rules under a certain IP Filter group.
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4.4.1.2 Application Filter

Application Filter can integrate several application objects within one profile for restricting
the usage of application. For example, it can block people defined in IP object profile not
using IM application, not using P2P for file sharing, and not downloading files via certain

protocol.

Each item will be explained as follows:

Item Description

Add Add a new group profile for Application filter.

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Move Up Change the order of selected profile by moving it up.

Move Down Change the order of selected profile by moving it down.

Rename Allow to modify the selected profile name.

Profile Display the name of the application filter profile.

Enable Display the status of the profile. False means disabled; True
means enabled.

Time Object If no time schedule is set, None will be shown in this field.

Time Group Display the Time group profile selected for such application
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Item Description
profile.

IP Object Display the IP object profile selected for such application
profile.

IP Group Display the IP group profile selected for such application
profile.

User Profile Display the user object profile selected for such application
profile.

User Group Display the user group profile selected for such application

profile.

Protocol Pass

Display the protocol object profile selected for such
application profile.

Protocol Block

Display the protocol object profile selected for such
application profile.

IM Pass Display the IM object profile selected for such application
profile.

IM Block Display the 1M object profile selected for such application
profile.

P2P Pass Display the P2P object profile selected for such application
profile.

P2P Block Display the P2P object profile selected for such application

profile.

How to create an Application Filter profile
1. Open Firewall>>Filter Setup and click the Application Filter tab.
2. Simply click the Add button.

Firewall >> Filter Setup >> Application Filter

IP Filter Application Filter | URLAWeb Category Filter

3 Add | & Edit ]I Delete D Refresh 4 Mov

Profile Enable Time Ot Time Gr IP Objec IP Grou| Use

Mo ite
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3.

The following dialog will appear. Click the triangle icon ¥ to display the profile
selection box (red rectangle).

\

J

Available parameters are listed as follows:

Item Description

Profile Type the name of the application filter profile.

Enable Check the box to enable this profile.

target Time Object - Click the triangle icon ¥ to display the

profile selection box. Choose a schedule profile to be applied
on such application filter profile. The router will perform the
filtering job based on the time object selected. You can click

“# to create another new time object profile, or you can
click the edit icon A to modify the existed object profile.
Time Group - Click the triangle icon P to display the
profile selection box. Choose a schedule group profile to be
applied on such rule. You can click “# to create another
new time group profile, or you can click the edit icon A
to modify the existed group profile.

IP Object - Click the triangle icon ¥ to display the profile
selection box. Choose one or more IP object profiles from
the drop down list. The selected IP will be filtered by the
router when such application filter profile is applied. You

can click I'.:, to create another new IP object profile.
IP Group - Click the triangle icon ¥ to display the profile
selection box. Choose one or more IP group profiles from

the drop down list. The selected profile will be filtered by the
router when such application filter profile is applied. You

can click I'.:, to create another new IP group profile, or you

can click the edit icon A to modify the existed group
profile.
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User Profile - Click the triangle icon ¥ to display the
profile selection box. Choose one or more user profiles from
the drop down list. The user specified in the selected profile
will be filtered by the router when such application filter

profile is applied. You can click I',.:, to create another new
user profile, or you can click the edit icon A to modify
the existed user profile.

User Group - Click the triangle icon P to display the
profile selection box. Choose one or more user group
profiles from the drop down list. The users within the
selected profile will be filtered by the router when such

application filter profile is applied. You can click ﬁ:_.. to
create another new user group profile, or you can click the

editicon | & to modify the existed group profile.

policy

Protocol Pass / Protocol Block - Click the triangle icon ¥
to display the profile selection box. Choose one or more

Protocol object profiles from the drop down list which will
be allowed / not be allowed to pass through the router. You

can click I':, to create another new protocol object profile,

or you can click the edit icon Al to modify the existed
object profile.

IM Pass / IM Block - Click the triangle icon ¥ to display
the profile selection box. Choose e one or more 1M object
profiles from the drop down list which will be allowed / not

be allowed to pass through the router. You can click I':, to
create another new IM object profile, or you can click the
edit icon A to modify the existed object profile.

P2P Pass / P2P Block - Click the triangle icon ¥ to display
the profile selection box. Choose one or more P2P object
profiles from the drop down list which will be allowed / not

be allowed to pass through the router. You can click I',:, to
create another new P2P object profile, or you can click the

editicon | & to modify the existed object profile.

Apply

Click it to save and exit the dialog.

Cancel

Click it to exit the dialog without saving anything.

4.  Enter all the settings and click Apply.

5. A new Application filter profile has been added.

Firewall == Filter Setup >> Application Filter

IP Filter Application Filter

URLMYeb Category Filter | QG Filter

3 Add & Edit ] Delete &5 Refresh 4 Move Up % Move Down G Renare

Profile Enable Time Ob Time Gri IP Objec IP Groug User Pri User Gry Protoco Protoco IM Pass IM Block P2P Pas P2P Blocl

1 no_im  true
2 Appl_1  true

Vigor3900 Series User's Guide

Aran
IP_ohjec

171



4.4.1.3 URL/Web Category Filter

URL Filter can integrate URL, Keyword, File extension and WCF object profiles within one
profile for restricting certain people accessing into Internet.

Firewall == Filter Setup == URL Web Category Filter

IP Filter | Application Filter | URLAWeb Category Filter Q03 Filter

T3 Add

45 Refresh o MoveUp % Move Down G Rename

Profile Enable T| Filter Htt] Time Pro IP Object IP Group User Pro User Gro Keyword Keyword File Extel Web Cate,

Use Default Message

Mo items to show.

@ Enable () Disable

B apply & Cancel

Each item will be explained as follows:

Item Description

Add Add a new group profile for URL filter.

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Move Up Change the order of selected profile by moving it up.

Move Down Change the order of selected profile by moving it down.

Rename Allow to modify the selected profile name.

Profile Display the name of the application filter profile.

Enable Display the status of the profile. False means disabled; True
means enabled.

Filter Https Display if the HTTPs filter is enabled or not.

Time Object If no time schedule is set, None will be shown in this field.
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Item Description

Time Group Display the Time group profile selected for such application
profile.

IP Object Display the IP object profile selected for each rule.

IP Group Display the IP group profile selected for each rule.

User Profile Display the user object profile selected for each rule.

User Group Display the user group profile selected for each rule.

File Extension Pass

Display the file extension object profile selected for each
rule which is allowed to pass through the router.

File Extension Block

Display the file extension object profile selected for each
rule which is not allowed to pass through the router.

Keyword Pass

Display the keyword object profile selected for each rule
which is allowed to pass through the router.

Keyword Block

Display the keyword object profile selected for each rule
which is not allowed to pass through the router.

Web Category Block

Display the web category object profile selected for each
rule which is not allowed to pass through the router.

Use Default Message

Enable — Use the default message to display on the page that
the user tries to access into the blocked web page..

Disable — Type the message manually to display on the page
that the user tries to access into the blocked web page.

Default Web Category
Administration Message

Such field is available when you disable the function of Use
Default Message.

The message will display on the user's browser when he/she
tries to access the blocked web page.

Apply

Click it to save and exit the dialog.

Cancel

Click it to discard the settings configured in this page.
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How to create a URL Filter profile
1.  Open Firewall>>Filter Setup and click the URL/Web Category Filter tab.
2. Simply click the Add button.

Firewall >> Filter Setup >> URL/Web Category Filter

IP Filter Application Filter || URL/Web Category

> Add \ Y Edit  [[]) Delete &M Refresh

Profile ¥ Enable  Filter Htt} Time Objt Time ¢

3. The following dialog will appear.

| Profile =[

Profile : URL_test_1
¥|Enable
Filter Https ;. (3)Enable () Disable (For Keyword and Web Category)

While no target has been specified, firewall rules are applied to Any object
Firewall Ohjects

=l target =
Time Object
Time Group
IP Object
IP Group
User Profile
User Group
= policy
File Extension Pass
File Extension Block
Keyword Pass
Keyword Block
ieb Category Block

Profile Child Protecti Leisure Business Chatting Computer Other Edit
S WWICO_1 Alcohol-And-T Entertainment Web-Based-E Chat Social-Metwar Government,P )f

VvV VvV Vv Y

S AR A AR

9] 3

B apply @ Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the URL filter profile.

Enable Check the box to enable this profile.

Filter https Enable — Click it to enable the HTTPS filtering job.

Disable — When only keyword and web category are
selected for such rule, choose Disable.

target Time Object - Click the triangle icon ¥ to display the
profile selection box. Choose a schedule profile to be applied
on such application filter profile. The router will perform the
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ltem

Description

filtering job based on the time object selected. You can click
¥ to create another new time object profile, or you can
click the edit icon A to modify the existed object profile.
Time Group - Click the triangle icon P to display the
profile selection box. Choose a schedule group profile to be
applied on such rule. You can click “# to create another
new time group profile, or you can click the edit icon A
to modify the existed group profile.

IP Object - Click the triangle icon # to display the profile
selection box. Choose one or more IP object profiles from
the drop down list. The selected IP will be filtered by the
router when such URL filter profile is applied. You can click

r:.- to create another new IP object profile.

IP Group - Click the triangle icon ¥ to display the profile
selection box. Choose one or more IP group profiles from
the drop down list. The selected profile will be filtered by the
router when such URL filter profile is applied. You can click

I':, to create another new IP group profile, or you can click
the editicon | & | to modify the existed group profile.
User Profile - Click the triangle icon ¥ to display the
profile selection box. Choose one or more user profiles from

the drop down list. The user specified in the selected profile
will be filtered by the router when such URL filter profile is

applied. You can click ﬁ:, to create another new user
profile, or you can click the edit icon A o modify the
existed user profile.

User Group - Click the triangle icon P to display the
profile selection box. Choose one or more user group
profiles from the drop down list. The users within the
selected profile will be filtered by the router when such URL

filter profile is applied. You can click ﬁ:_.. to create another

new user group profile, or you can click the edit icon A
to modify the existed group profile.

policy

File Extension Pass / File Extension Block - Click the
triangle icon ¥ to display the profile selection box. Choose
one or more File Extension object profiles from the drop
down list which will be allowed / not be allowed to pass

through the router. You can click I:, to create another new
File Extension object profile, or you can click the edit icon
A to modify the existed object profile.

Keyword Pass / Keyword Block - Click the triangle icon
to display the profile selection box. Choose e one or more
keyword object profiles from the drop down list which will
be allowed / not be allowed to pass through the router. You

can click ﬁ:, to create another new keyword object profile,
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Item Description

or you can click the edit icon A to modify the existed
object profile.

Web Category Block - Click the triangle icon ¥ to display
the profile selection box. Choose one or more web category
object profiles from the drop down list which will not be

allowed to pass through the router. You can click [:.r to
create another new web category object profile, or you can

click the edit icon A to modify the existed object profile.

Apply Click it to save and exit the dialog.

Cancel Click it to exit the dialog without saving anything.

4.  Enter all the settings and click Apply.
5. Anew URL filter profile has been added.

Firewall >= Filter Setup >> URLAWeh Category Filter
IP Filter Application Filter | URLAWeb Category Filter | Q0Q Filter

@3 add € Edit [ Delete &5 Refresh 4w Move Up % Move Down G Rename

Profile  Enable T| Filter Htt] Time Pra IP Objeci IP Group User Pro User Gro Keyword Keyword File Extel Web Cate|
1 Keyword_true enahle Tom gambhblinc

4.4.1.4 QQ Filter

This page is designed for the user in China only. For people outside China, skip this
section.

Each item will be explained as follows:

Item Description
Add Add a new group profile for QQ filter.
Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
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Item Description
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Move Up Change the order of selected profile by moving it up.

Move Down Change the order of selected profile by moving it down.

Rename Allow to modify the selected profile name.

Profile Display the name of the application filter profile.

Enable Display the status of the profile. False means disabled; True
means enabled.

Time Profile If no time schedule is set, None will be shown in this field.

Source IP Display the IP object profile selected for each rule.

QQ Account Pass Display the account name which is allowed to pass if the

selected QQ profile is enabled.

QQ Account Block

Display the account name which will be blocked if the
selected QQ profile is enabled.

Apply

Click it to save and exit the dialog.

Cancel

Click it to discard the settings configured in this page.

How to create a QQ Filter profile
1. Open Firewall>>Filter Setup and click the QQ Filter tab.
2. Simply click the Add button.

Firewall >> Filter Setup >> QQ Filter

IP Filter

L) Add

Profile
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3. The following dialog will appear.

Profile -
Profile : Draytek]
Enable
Time Profile Mone v E}
Any [
Aron O
Source IP E:_)

QQ Account Pass © |Shan_T

<

o8

QQ Account Block - | MNone

] Apply &9 cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the QQ filter profile.

Enable This Profile | Check the box to enable this profile.

Time Profile Usef_tlhe drop down list to specify a time profile for such
profile.

You can click I':, to create another new time object profile.

Source IP Use the drop down list to specify a user profile for such
profile. The select user will be filtered by Vigor router when
such profile is applied.

QQ Account Pass Use the drop down list to specify a QQ account profile for
such profile. The select account will not be blocked by Vigor
router.

You can click I':, to create another new QQ account.

QQ Account Block | Use the drop down list to specify a QQ account profile for
such profile. The select account will be blocked by Vigor
router.

You can click I':, to create another new QQ account.

Add Click it to save and exit the dialog.

Cancel Click it to discard the settings configured in this page.

4.  Enter all the settings and click Add.
A new QQ filter profile has been added.
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Firewall >> Filter Setup >> QQ Filter

IP Filter Application Filter URL/Web Category Filter QQ Filter
©3 a0 X eat  [[] Delete &M Refresh 4 MoveUp ¥ MoveDown  Gf Rename
Profile Enable Time Profile Source IP QQ Account Pass QQ Account Block

Draytek true Mone Any Shan_T MHone

4.4.2 DoS Defense

The DoS function helps to detect and mitigates DoS attacks. These include flooding-type
attacks and vulnerability attacks. Flooding-type attacks attempt to use up all your system's
resources while vulnerability attacks try to paralyze the system by offending the
vulnerabilities of the protocol or operation system.

~
DrayTek ' - — 9
rayie Vigor3900 Series Login: Admin
Firewall > Do5 Defense > Switch
ESCIEOUON . Switch | System
Quick Start Wizard
Online Status
Broadcast Storm Defense () Enable (3) Disable
]
Multicast Storm Defense : () Enable (%) Disable
]
AT Unknown Unicast Storm Defense . () Enable (%) Disable
| Unknown Multicast Storm Defense : () Enable (3 Disable
Filter Setup
Storm Filtering Rate : 1
Dos Defense
MAC Block =
e ] L
~ Bandwidth Management |
U Apply Q Cancel
Ertmrmnl Mo rinan bt
b
< B

Available parameters are listed as follows:

ltem

Description

Broadcast Storm
Defense

Click Enable to block the packets attacks coming from
broadcast storm.

Multicast Storm Defense

Click Enable to block the packets attacks coming from
multicast storm.

Unknown Unicast Storm
Defense

Click Enable to block the packets attacks coming from
unknown unicast storm.

Unknown Multicast
Storm Defense

Click Enable to block the packets attacks coming from
unknown multicast storm.

Storm Filtering Rate

Type a number (1~4096, unit of 64Kpbs) as for the filtering
rate.

Refresh

Renew current web page.

Apply

Click it to save the configuration.
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4.4.2.2 System

In the Firewall group, click the DOS Defense and click the tab of System. You will see the
following page. The DoS Defense Engine inspects each incoming packet against the attack
signature database. Any packet that may paralyze the host in the security zone is blocked.
The DoS Defense Engine also monitors traffic behavior. Any anomalous situation violating
the DoS configuration is reported and the attack is mitigated.

1
Dr ay Tek Vigor 3900 Series 10:38:57 Login: Admin = N
Firewall >> DoS Defense >> System @
Auto Logout : |5Min Switch System
Quick Start Wizard
Online Status FlEnable
Block SYN Flood () Enable (3)Disable
SYN Flood Threshold : 500 Packets/Second
SYNFlood Timeout : 10
Filter Setup Block ICMP Flood : ()Enable (3)Disable
ICMP Flood Threshald: 500 Packets/Second
MAC Block
ICMP Flood Timeout : 10
Block UDP Flood © () Enable (3)Disable
UDP Flood Threshold: 1500 Packets/Second
UDP Flood Timeout : 10
Block Port Scan (")Enable (3)Disable
Port Scan Threshold : 500 Packets/Second
Block IP Options (JEnable (3)Disable
Block Land (C)Enable (3)Disable
Block SMURF (Enable (3)Disable
External Devices Block Trace Route (C)Enable (3)Disable
Product Registration Block SYN Fragment (JEnable (3)Disable
Block Fraggle ("yEnable (3) Disable
Block Tear Drop (JEnable (3)Disable
Block Ping of Death : ("yEnable (3) Disable
Block ICMP Fragment :  (Enable (3) Disable
B appty @ Cancel

Available parameters are listed as follows:

Item Description
Enable Check the box to enable this profile.
Block SYN Flood Click Enable to activate the SYN flood defense function.

If the amount of TCP SYN packets from the Internet exceeds
the user-defined threshold value, the router will be forced to
randomly discard the subsequent TCP SYN packets within
the user-defined timeout period.

SYN Flood Threshold The default setting for threshold is 300 packets per second.

SYN Flood Timeout The default setting for timeout is 10 seconds.

Block ICMP Flood Click Enable to activate the ICMP flood defense function.

If the amount of ICMP echo requests from the Internet
exceeds the user-defined threshold value, the router will
discard the subsequent echo requests within the user-defined
timeout period.

ICMP Flood Threshold | The default setting for threshold is 300 packets per second.

ICMP Flood Timeout The default setting for timeout is 10 seconds.

Block UDP Flood Click Enable to activate the UDP flood defense function.

If the amount of UDP packets from the Internet exceeds the
user-defined threshold value, the router will be forced to
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ltem

Description

randomly discard the subsequent UDP packets within the
user-defined timeout period.

UDP Flood Threshold

The default setting for threshold is 300 packets per second.

UDP Flood Timeout

The default setting for timeout is 10 seconds.

Block Port Scan

Click Enable to activate the Port Scan detection function.

Port scan sends packets with different port numbers to find
available services, which respond. The router will identify it
and report a warning message if the port scanning rate in
packets per second exceeds the user-defined threshold value.

Port Scan Threshold

The default threshold is 300 pps (packets per second).

Block IP Options

Click Enable to activate the Block IP options function. The
router will ignore any IP packets with IP option field
appearing in the datagram header.

Block Land Click Enable to activate the Block Land function. A Land
attack occurs when an attacker sends spoofed SYN packets
with identical source address, destination addresses and port
number as those of the victim.

Block SMURF Click Enable to activate the Block Smurf function. The

router will reject any ICMP echo request destined for the
broadcast address.

Block Trace Route

Click Enable to activate the Block Trace Route function.

Block SYN Fragment

Click Enable to activate the Block SYN fragment function.
Any packets having the SYN flag and fragmented bit sets
will be dropped.

Block Fraggle

Click Enable to activate the Block fraggle Attack function.
Any broadcast UDP packets received from the Internet are
blocked.

Block Tear Drop

Click Enable to activate the Block Tear Drop function. This
attack involves the perpetrator sending overlapping packets
to the target hosts so that target host will hang once they
re-construct the packets. The routers will block any packets
resembling this attacking activity.

Block Ping of Death

Click Enable to activate the Block Ping of Death function.
Many machines may crash when receiving an ICMP
datagram that exceeds the maximum length. The router will
block any fragmented ICMP packets with a length greater
than 1024 octets.

Block ICMP Fragment

Click Enable to activate the Block ICMP fragment function.
Any ICMP packets with fragmented bit sets are dropped.

Block Unknown

Click Enable to activate the Block Unknown Protocol

Protocol function. The router will block any packets with unknown
protocol types.

Apply Click it to save the configuration.

Cancel Click it to discard the settings configured in this page.
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4.4.3 MAC Block

MAC Block allows you to set lots of proprietary MAC Address. Packets will be dropped if
the source or destination MAC Address of packets is matched with these assigned MAC
Addresses. The advantage of MAC Block is that it can filter some unnecessary packets or
attacking packets on LAN network.

DrayTek

Vigor3900 Series

Firewall >> MAC Block ()]

Auto Logout : |5Min

Quick Start Wizard
Online Status

Filter Setup
DoS Defense

External Devices
Product Registration

MAC Block
3 Add

Profile

JZ Edit ] Delete &% Refresh G Rename Frofile Kumber Limit : 100

Enable MAC Address

No iterns to showe.

Each item will be explained as follows:

Item Description

Add Add a new profile.

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Rename Allow to modify the selected profile name.

Profile Display the name of the profile.

Enable Display the status of the profile. False means disabled; True
means enabled.

MAC Address Display the MAC address for such profile.
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How to create a new MAC Block profile
1.  Open Firewall>>MAC Block.
2. Simply click the Add button.
Firewall == MAC Block
MAC Block

©y Add % Edit  [[]] Delete &5 Refresh G Renam

Profile Enable

3. The following dialog will appear.
MAC Block = |3

Profile : MB_1
/| Enahle

MAC Address : 00 - a0 SR S CA I BE 9D|

M Apply Q9 Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name which can briefly describe the reason of the
MAC block of such profile.

Enable Check the box to enable this profile.

MAC Address Type the MAC address which will be blocked by the system
for such profile.

Apply Click it to save and exit the dialog.

Cancel Click it to exit the dialog without saving anything.

4.  Enter all the settings and click Apply.
A new MAC Block profile has been created.

Firewall => MAC Block

MAC Block

Ty add & Edit  [[J] Delete 5 Refresh G Rename

Profile Enable
MB_1 true
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4.5 Objects Setting

Vigor3900 allows users to set different filter profiles based on IP, service type, keyword, file
extension, instant message application, P2P application, protocol application, web category,
QQ application, time setting, SMS service, mail service and notification. These objects
setting profiles can be applied in Firewall.

Objects Setting

IP Object

IP Group

Service Type Object
Service Type Group
Keyword Ohject

File Extension Ohject
IM Object

P2P Object

Protocol Ohbject
Web Category Object
Q0 Object

00 Group

Time Object

Time Group

SMS Service Object
Mail Service Object
Notification Object
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4.5.1 IP Object

For IPs in a limited range usually will be applied in configuring router’s settings, we can
define them with objects and bind them with groups for using conveniently. Later, we can
select that object/group that can apply it. For example, all the IPs in the same department can
be defined with an IP object (a range of IP address).

This page allows you to specify certain IP address, range of IP addresses or subnet mask as
an object which will be applied in Firewall.

DrayTek

Auto Logout : | Shin v 1P Object

Quick Start Wizard
Online Status

1P Object

1P Group
Service Type Object
Service Type Group
Keyword Object

File Extension Object
IM Object

P2P Object

Protocol Object

Weh Category Object
QQ Object

QQ Group

Time Object

Time Group

SMS Service Object
Mail Service Object
Notification Object

Objects Setting >> IP Object

@y Add % Edit [ Delete &% Refresh Profile Mumber Limit: 200

Profile

Address Type Start IP Address EndIP Address Subnet Mask

Mo iterns to showy.

Each item will be explained as follows:

Item Description

Add Add a new profile.

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Number Limit

Display the total number (256) of the object profiles to be
created.

Profile

Display the name of the profile.

Address Type

Display the address type (single, range or subnet) for such
profile.

Start IP Address

Display the IP address of the starting point for such profile.

End IP Address

Display the IP address of the ending point for such profile.
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Item Description

It will be joined with Start IP Address only when you
choose Range as the Address Type.

Subnet Mask Display the subnet mask for such profile.

How to create a new IP object profile
1.  Open Obijects Setting>>IP Object.
2. Simply click the Add button.

Ohjects Setting == IP Object

IP Object

Ty add £ Edit  [[J] Delete 5 Refresh

Profile Address Type

3. The following dialog will appear.

IP Ohject = |3
Profile ; IP_ohject_1
Address Type : Subnet W
Start IP Address : 192 1868 1 _ 74|

Subnet Mask : 2R5.285 2050024 W

M apply 9 Cancel

Available parameters are listed as follows:

Item Description
Profile Type the name of such profile.
Address Type Choose the address type (Single / Range /Subnet) for such
profile.
Range w
Single
Fange
Subinet
Start IP Address Type the IP address of the starting point for such profile.
End IP Address Type the IP address of the ending point for such profile if
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Item Description

you choose Range as Address Type.

Subnet Mask Use the drop down list to choose the subnet mask for such
profile if you choose Subnet as Address Type.

Apply Click it to save and exit the dialog.

Cancel Click it to exit the dialog without saving anything.

4.  Enter all the settings and click Apply.
A new IP object profile has been created.

Objects Setting >> IP Object

IP Object
@y add £ Edt  [JJ] Delete ¢ Reftesh Profile Number Limit : 200
Profile Address Type Start IP Address End IP Address Subnet Mask

1 IP_object_1 Subnet 192.168.1.78 255.265.2585.0
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4.5.2 IP Group

To manage conveniently, several IP object profiles can be grouped under a group. Different
IP group can contain different IP object profiles.

DrayTEk |gor3900 Series 10:54:07 Login: Admin =

Objects Setting >> [P Group )]

Auto Logout - 5Min S IP Group

Quick Start Wizard — Pt Number Lt 32
] rofile Number Limi
Online Status 3 Add & Edit  [[] Delete &5 Refresh
Group Name Description Objects

NG iters to show.

1P Object

Service Type Object
Service Type Group
Keyword Object

File Extension Object
IM Object

P2P Object

Protocol Object

Web Category Object
Qa object

Q0 Group

Time Object

Time Group

SMS Service Object
Mail Service Object
Notification Object

Each item will be explained as follows:

Item Description
Add Add a new profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Number Limit Display the total number (32) of the object profiles to be
created.

Group Name Display the name of the object group.

Description Display the description for such profile.

Objects Display the object profiles grouped under such group.

188 Vigor3900 Series User's Guide



How to create a new IP group profile
1.  Open Objects Setting>>IP Group.
2. Simply click the Add button.

Objects Setting == IP Group

IP Group

Ty add £ Edit  [[] Delete 45 Refresh

Group Name

3. The following dialog will appear.

IP Group

Group Name : |P_Group_1

Description ©  Group for sales (Optionaly

Objects : IP_ohject_1 v | M

Available parameters are listed as follows:

M apply 9 Cancel

Item Description

Group Name Type the name of the object group. The number of the
characters allowed to be typed here is 10.

Description Make a brief explanation for such profile if the group name
is set not clearly.

Objects Use the drop down list to check the IP object profiles under
such group.
All the available IP objects that you have added on Objects
Setting>>1P Object will be seen here.
To clear the selected one, click *| to remove current object
selections.

Apply Click it to save the configuration.

Cancel Click it to exit the dialog without saving anything.

4.  Enter all the settings and click Apply.
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5. Anew IP Group profile has been created.

Objects Setting >> IP Group 2]
IP Group
@y Add ¥ Edit ) Delete ™ Refresh FProfile Mumber Limit . 32
Group Name Description Objects
IP_Group_1 Group for sales IP_object_1

4.5.3 Service Type Object

TCP and UDP service with specified port range can be saved with different service type
object profiles. Later, it can be applied to Firewall as a filter rule.

In default, common used service type object profiles have been created in this page.

I
Dr CYTEk Vigor 3900 Series 10:58:27
Objects Setting >> Service Type Object @
Auto Logoud  |SHin = Service Type Object
Quick Start Wizard -
Online Status € add X Edit [ Delete 65 Refresh Frofile Number Limit: 86
Profile Protocol Source Port Start Source Port End Destination Port Start Destination Port End
1 AUTH TCP 1 65535 13 113
2 BGP TCP 1 65525 179 179
3 BOOTPCLENT uDP 1 65535 [it] 63
4 BOOTPSERVER uDP 1 65535 57 &7
IP Object 5 CU_SEEME_HI TCRIUDP 1 65535 24032 24032
IP Group B CU_SEEME_LO TCRIUDP 1 65535 7648 7843
T DMs TCPIUDP 1 65535 53 53
Service Type Group 3 FINGER TCP 1 65535 79 73
Keyword Object 8 FTP TCR 1 65535 20 21
File Extension Object 10 H_3z3 TCP 1 65535 1720 1720
IM Object 11 HTTP TCP 1 65535 a0 80
P2P Object 12 HTTPS TCR 1 65535 443 443
Protocol Object 13 IKE uDP 1 65535 500 &00
Weh Category Object 14 IRC TCRIUDP 1 65535 BGE7 BGET
QQ Object 15 LITP UDP 1 65535 1701 170
QQ Group 16 NEWS TCR 1 65535 144 144
Time Object 17 NFS uDP 1 65535 2048 2048
Time Group. 18 NNTP TCP 1 65535 19 18
SMS Service Object 19 FING ICHP 1 65535 1 65535
Mail Service Object 0 POP3 TCP 1 65535 110 110
Motification Object 21 PPTP TCP 1 65535 1723 173
22 RCMD TCR 1 65535 5132 512
23 REAL_AUDIO TCR 1 65535 7070 070
24 RTSP TCRIUDP 1 65535 554 554
25 SFTP TCP 1 65535 15 15
26 SMTF TCR 1 65535 25 25 -

Each item will be explained as follows:

ltem

Description

Add

Add a new profile.

Edit

Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected

rule.

Delete

Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Renew current web page.

Refresh

Profile Number Limit Display the total number (96) of the object profiles to be

created.
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Item Description

Profile Display the name of the service type object profile.
Protocol Display the protocol selected for such profile.
Source Port Start Display the starting source port for such profile.
Source Port End Display the ending source port for such profile.

Destination Port Start Display the starting destination port for such profile.

Destination Port End Display the ending destination port for such profile.

How to create a new service type object profile
1.  Open Objects Setting>> Service Type Object.
2. Simply click the Add button.

Objects Setting >= Service Type Ohject

Service Type Object

2 add | R Ecit  [[) Delete &M Refresh

Profile Protocol Source Port 5i

AUTH TCP 1

3. The following dialog will appear.

CLHrOTile OOl Chollice Foll STall o Soliice Fold Fndad dallbic
Service Type Object =%
Profile : Cithers
Protocol : TCP w
Source Port Start : 1 I
Source Port End @ G3035

Destination Port Start : 1

Destination Port End ;53335

ﬂ Ay 1.3 Cancel

Available parameters are listed as follows:

Item Description

Profile Type a name for such profile. The number of the characters
allowed to be typed here is 10.

Protocol Specify one of the protocols for such profile.

Source Port Start ItCis available for TCP/UDP protocol. It can be ignored for
ICMP.
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Item Description

Type a port number (0 — 65535) as the starting source port.

Source Port End It is available for TCP/UDP protocol. It can be ignored for
ICMP. Type a port number (0 — 65535) as the ending source
port.

Destination Port It is available for TCP/UDP protocol. It can be ignored for

Start ICMP.

Type a port number (0 — 65535) as the starting destination
port.

Destination Port It is available for TCP/UDP protocol. It can be ignored for

End ICMP. Type a port number (0 — 65535) as the ending
destination port.

Apply Click it to save the configuration.

Cancel Click it to exit the dialog without saving anything.

Enter all the settings and click Apply.

A new Service Type Object profile has been created.

SYELOG LDp 1 65535 o114 514

TELMET TCR 1 53333 23 23

TFTP LoP 1 65535 69 69

Cthers TCP 1 53335 1 65335 =

1 m »
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4.5.4 Service Type Group
This page allows you to bind several service types into one group.

To manage conveniently, several service type profiles can be grouped under a service type
group. Different service type group can contain different service type profiles.

Dr dyTek Vigor3900 Series 12:00:44 Login: Admin o B

Objects Setting >> Service Type Group

Auto Logout : |Off v

[l Deketz &H Refresh Profile N

Group Name Description Objects
IP Object

IP Group

Service Type Object
Keyword Object

File Extension Object
IM Object

P2P Object

Protocol Object

Web Category Object
QQ Object

QQ Group

Time Object

Time Group

SMS Service Object

Mail Service Object

Notification Object

Each item will be explained as follows:

Item Description
Add Add a new profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Number Limit Display the total number (32) of the object profiles to be
created.

Group Name Display the name of the service type group.

Description Display the description for such profile.

Objects Display the service type object profiles grouped under such
group.
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How to create a new service type group profile
1. Open Objects Setting>> Service Type Group.
2. Simply click the Add button.

Objects Setting => Service Type Group

Service Type Group

Sp add | JEEdt  [[] Delete &M Refr

Group Hame Descript

3. The following dialog will appear.
Service Type Group - || ¢

Group Mame : Cross_Dept
Description : Used for departments {Optional

Objects : AUTH w | W

E Apphy Q Cancel

Available parameters are listed as follows:

Item Description

Group Name Type the name of the service type object group. The number
of the characters allowed to be typed here is 10.

Description Type some words to describe such group.

Objects Use the drop down list to check the service type object

profiles under such group.

All the available service type objects that you have added on
Objects Setting>>Service Type Object will be seen here.

. W .
To clear the selected one, click to remove current object

selections.
Apply Click it to save the configuration.
Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all the settings and click Apply.
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5. Anew Service Type Group profile has been created.

Ohjects Setting >> Service Type Group

Service Type Group

B3 acd L Edt [ Detete G5 Refresh Frofile
Group Hame Description Objects
Crozs_Dept Used for departments ALTH

4.5.5 Keyword Object

Keyword can be set as a filter rule to be applied in Firewall. Vigor3900 allows users to set
keyword profile with several keywords. Even, it allows users to group several keyword
profiles within a keyword group.

|
Dr ay Tek Vigor 3900 Series 11:04:08 Login: Admin £
Objects Setting >> Keyword Object 2]
Auto Logout - 5Min v Keyword Object
Quick Start Wizard .
T € add Y& Edit  [[) Delete &5 Refresh Profile Wurnber Limit: 100
Profile Member

AN Mo itemne to show.
e —
bbb ———
|t S

IP Object

IP Group

Service Type Object

Service Type Group

File Extension Object =

IM Object

P2P Object

Protocol Object

Web Category Object

Q0 Object

QQ Group

Time Object

Time Grouyy

SMS Service Object

Mail Service Object

Notification Object
B —
| Central VPN Management [

Each item will be explained as follows:

Item Description
Add Add a new profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Number Limit Display the total number (100) of the object profiles to be
created.
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Item Description

Profile Display the name of the keyword object profile.

Member Display the words specified in such profile.

How to create a new keyword object profile
1. Open Objects Setting>> Keyword Object.
2. Simply click the Add button.

Ohjects Setting >> Keyword Object

Keyword Olyject

Dy add | L Edt ) Delete &M Refresh

Profile

3. The following dialog will appear.

Keyword Object

Profile: Ko_1
©y pdd | [ save Frofile Mumber Limit : 64
Member

Member : game il

B spply (I Cancel

Available parameters are listed as follows:

Item Description
Profile Type the name of the service type object group.
Member Type the content for such profile. For example, type

gambling as Contents. When you browse the webpage, the
page with gambling information will be watched out and be
passed/blocked based on the configuration on Firewall
settings.

Add - Type the word in the box of Member and click this
button to add the new word as keyword object.

Save - Click it to save the setting.

W _ click the icon to remove the selected entry.

Apply Click it to save the configuration.

Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all the settings and click Apply.
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5. A new Keyword Object profile has been created.

Keyword Ohject

3 add Edt [ Delte M Refresh Prafile
Profile Member
K1 gAMES

4.5.6 File Extension Object

This page allows you to set file extension profiles which will be applied in Firewall. All the
files with the extension names specified in these profiles will be processed according to the
chosen action.

Dray T€k VI‘QOI'39OO Series Login: Admin

Objects Setting >> File Extension Object

Auto Logout : |OFf ¥
g File Extension Object

€y add D& et [ Delete  GH Refresh oo

Profile Image Video Audio Java ActiveX Compression Execution
IP Object

IP Group No items to show.
Service Type Object

Service Type Group

Keyword Object

IM Object

P2P Object

Protocol Object

VWeb Category Object
Q0 Object

QQ Group

Time Object

Time Group

SMS Service Object
Mail Service Object

Notification Object

Each item will be explained as follows:

Item Description
Add Add a new profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Number Limit Display the total number (8) of the object profiles to be
created.

Profile Display the name of the profile.
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Item Description

Image Display the selected file extension of image.
Video Display the selected file extension of video.
Audio Display the selected file extension of audio.

Java Display the selected file extension of java.
ActiveX Display the selected file extension of activeX.
Compression Display the selected file extension of compression.
Execution Display the selected file extension of execution.

How to create a new file extension object profile
1. Open Objects Setting>>File Extension Object.
2. Simply click the Add button.

(hjects Setting == File Extension Chject

File Extension Ohject

T3 Add | & Edit [J]] Delete &5 F

Profile Image Video M

3. The following dialog will appear.

ik FEE YN 1§ e ML GBI it R E ST
File Extension Object =
Profile : File_Ext_1
Image : bmp, dih w
Video oY, Mpe, ped, mp v
Audio .au, .mp3, .mda W
Java tlass, jad W
ActiveX Aalx aph, axs w
Compression :|.ace "
Execwution : .exe, .inf, pif W

M apply Q3 Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the File Extension Object group..
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Item Description

Image Several file extensions for Image offered for you to choose.
Use the drop down list to check the box (es) to select the file
extension you need.

Video Several file extensions for Video offered for you to choose.
Use the drop down list to check the box (es) to select the file
extension you need.

Audio Several file extensions for Audio offered for you to choose.
Use the drop down list to check the box (es) to select the file
extension you need.

Java Several file extensions for Java offered for you to choose.
Use the drop down list to check the box (es) to select the file
extension you need.

ActiveX Several file extensions for ActiveX offered for you to
choose. Use the drop down list to check the box (es) to select
the file extension you need.

Compression Several file extensions for compression offered for you to
choose. Use the drop down list to check the box (es) to select
the file extension you need.

Execution Several file extensions for execution offered for you to
choose. Use the drop down list to check the box (es) to select
the file extension you need.

Apply Click it to save the configuration.

Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all the settings and click Apply.
5. A new File Extension Object profile has been created.

File Extension Object

©3 Add 3£ Edit  [I]) Delete &% Refresh

Profile Image Video Audio Java ActiveX Compression Execution
File_Ext_1 bmp,.dib Moy, mpe, mE au, mp3, mda class,jad alk.aph,.axs .ace .exe,.inf,_pif
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4.5.7 IM Object

People like to use Instant Message to communication with friends on line just for fun or just
because it is easy and convenient. However, it might reduce the productivity of employees to
a company. Therefore, a tool to block or limit the usage of IM application is important to a
company. IM object setting lists all of the popular instant message application for you to
choose to block. Choose the one(s) you want to block and save as an IM Object profile. Later,
it can be applied to Firewall as a filter rule and reach the purpose of block.

D Tek r
| rayie Vigor 3900 Series 16:55:36 Login: Admin =
Objects Setting >> IM Object
Auto Logout ;| Off v
€ Add & Edt ] Delte (M Refresh e
- Member WeblM
IP Object
IP Group No items te show
Service Type Object
Service Type Group
Keyword Object
File Extension Object =
IM Object

P2P Object

Protocol Object

Web Category Object
QQ Object

QQ Group

Time Object

Time Group

SMS Service Object
Mail Service Object

Notification Object

<

m

Each item will be explained as follows:

Item Description

Add Add a new profile.

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh

Renew current web page.

Profile Number Limit

Display the total number (32) of the object profiles to be
created.

Profile Display the name of the IM object profile.
Member Display the IM application specified in such profile.
WebIM Display the status of IM object whether including the

specified set of web IM or not.
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How to create a new IM object profile

1.  Open Objects Setting>>IM Object.
2. Simply click the Add button.
Objects Setting == IM Object
IM Ohject
Ty Add | J2 Edit [ Delete &% Re
Profile Membe
3. The following dialog will appear.
IM Ohject =]
Profile : Ih_1
Member MSM, G, (S0, (CHAT | w
7| WebiM
ellessenger "‘

Wb kS

Meeho*

MEo o eNelAlILLL o

Wehtiahoolh

M apply 9 Cancel | §

=

Available parameters are listed as follows:

Item Description

Profile Type the name of the IM object group. The number of the
characters allowed to be typed here is 10.

Member

Several IM applications offered for you to choose. Check the
one(s) you want to add for such profile.

Member : MSM, GG, ICQ, ICHAT |+
V| MSN
Al
V] Webim Google-Talk
Yahoo-Msg
eMessendger 7l oo
WebhSH FApLeie]
Wesba® | ICHAT

SKYPE
Inthaha*
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Item Description

WebIM It lists a package of IM application based on web page. You
may check the box to include all of them.

Apply Click it to save the configuration.

Cancel Click it to exit the dialog without saving the configuration.

Enter all the settings and click Apply.
A new IM Obiject profile has been created.

Objects Setting == IM Object

IM Object

T3 add & Edit  [J] Delete &5 Refresh

Profile Member
In_1 WS, QCLICE ICHAT
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4.5.8 P2P Object

Vigor3900 can block P2P application for users, especially for the ones who always upload or
download improper files to Internet.

P2P object setting lists all of the point to point application for you to choose to block.
Choose the one(s) you want to block and save as a P2P Object profile. Later, it can be
applied to Firewall as a filter rule and reach the purpose of block.

-~
| Drdy Tek Vggor39oo Series 16:57:17 Login: Admin =3
Objects Setting >> P2P Object
Auto Logout : |Off » P28 Object
@ add & Eat  [f]] Delete M Refresh Prof
IF Object Profile Member
IP Group No items to show
Service Type Object
Service Type Group
Keyword Object
File Extension Object
I Object
Protocol Object
Web Category Object
Q0 Object
QQ Group
Time Object
Time Group
SMS Service Object
Mail Service Object
Notification Object |||
w
< >

Each item will be explained as follows:

Item Description
Add Add a new profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Number Limit Display the total number (32) of the object profiles to be
created.

Profile Display the name of the P2P object profile.

Member Display the P2P application specified in such profile.
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How to create a new P2P object profile
1.  Open Objects Setting>>P2P Obiject.
2. Simply click the Add button.

Chjects Setting == P2P Object

P2P COhject
Ty add | & Edit  [JJ] Delete 5 Refresh
Profile
Mo
3. The following dialog will appear.
I5*2P Cihject = |

Profile ©  P2P_0hj_1

Member ;. SoulSeek, eDonkey, Fg

M apply (3 Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the IM object group. The number of the
characters allowed to be typed here is 10.

Member Several P2P applications offered for you to choose. Check
the one(s) you want to add for such profile.

Member : |SoulSeek, eDonkey, Fz »

SoulSeek
eDonkey
FastTrack
Ghnutella
BT
OpenFT
QpenMap
Hunlei

<]

10000EEE

Apply Click it to save the configuration.

Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all the settings and click Apply.

204 Vigor3900 Series User's Guide



5.

A new P2P Object profile has been created.

Objects Setting == P2P Object

P2P Object

Ty Add
Profile
P2F_Obj_1

4.5.9 Protocol Object

#£ Edit

[l Delete 5 Refresh
Member

SoulSeek eDonkey FastTrack

Network services, e.g., DNS, FTP, HTTP, POP3, for LAN users can be blocked by
Vigor3900. Common services will be listed in this function and can be selected to be

blocked by the router.

DrayTek

Auto Logout : |0ff

Vigor 3900 Series

Objects Setting > Protocol Object

| Protocol Object |

Login: Admin

P Object Profile
IP Group
Service Type Object
Service Type Group
Keyword Object
File Extension Object
Il Object
P2P Object
Vieb Category Object
QQ Object
QQ Group
Time Object
Time Group
SMS Service Object
Mail Service Object

Notification Object

<

€y Add

Y% Edt  [[] Deete & Refresh !
Member

No items to show.

1

Each item will be explained as follows:

Item Description

Add Add a new profile.

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Number Limit Display the total number (32) of the object profiles to be
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Item Description
created.
Profile Display the name of the protocol object profile.
Member Display the protocol application specified in such profile.

How to create a new protocol object profile
1. Open Objects Setting>>Protocol Object.
2. Simply click the Add button.

Objects Setting == Protocol Object

Protocol Object

Ty add | & Edit  [J]] Delete &5 Refres

Profile

3. The following dialog will appear.

Protocol Object -=|| 3

Profile 1  Proto_Ohj_1

Member ;. PostgreSQL, Svhase, [+

I apply (I Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the protocol object profile. The number of
the characters allowed to be typed here is 10.

Member Several protocols offered for you to choose. Check the one
(s) you want to add for such profile.

|| mMSSsaL
| Ercaa
- [] oracle
Protocol Objeq
| PostgraSal
Svbase
Profile : DBz
[T] Infarmix -
Member : FostareSil, Syhase, U
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Apply Click it to save the configuration.

Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all the settings and click Apply.
5. Anew P2P Obiject profile has been created.

Cihjects Setting == Protocol Object
Protocol Object

Ty Aadd % Edit  [J]) Delete 5 Refresh

Profile Member

Proto_Ohj_1 FPostgrescl, Svhase, DB2

4.5.10 Web Category Object

We all know that the content on the Internet just like other types of media may be
inappropriate sometimes. As a responsible parent or employer, you should protect those in
your trust against the hazards. With web category filtering service of the Vigor router, you
can protect your business from common primary threats, such as productivity, legal liability,
network and security threats. For parents, you can protect your children from viewing adult
websites or chat rooms.

WCF adopts the mechanism developed and offered by certain service provider. No matter
activating WCEF feature or getting a new license for web content filter, you have to click
Activate URL to satisfy your request. Note that service provider matching with Vigor router
currently offers a period of time for trial version for users to experiment. If you want to
purchase a formal edition, simply contact with your DrayTek dealer.

Note: Web Content Filter (WCF) is not a built-in service of Vigor router but a service
powered by Commtouch. If you want to use such service (trial or formal edition), you
have to perform the procedure of activation first. For the service of formal edition,
please contact with your dealer/distributor for detailed information.
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4.5.10.1 Web Category Object
| DrGYTek Vfgor39oo Series 17:04:50 Login: Admin >
Objects Setting >> Web Category Object =» Web Category Object
coimicre: x [Vieo Category Onject | ConentFiter Loense
@y add D& edit [ Delete M Refresh .
\.P Object Profile Child Protectior Leisure Business Chatting Computer Other
IP Group Ne items to show
Service Type Object
Service Type Group
Keyword Object
File Extension Object
IM Object
P2P Object
Protocol Object
QQ Object
QQ Group
Time Object
Time Group
5K1S Service Object
Mail Service Object
Notification Object - d .
< >
Each item will be explained as follows:
Item Description
Add Add a new profile.
Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.
Delete Remove the selected profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.
Refresh Renew current web page.

Profile Number Limit

Display the total number (16) of the object profiles to be
created.

Profile

Display the name of the object profile.

Child Protection

Display the items under certain category that you choose to
block for protecting the children.

Leisure Display the items under certain category that you choose to
block.

Business Display the items under certain category that you choose to
block.

Chatting Display the items under certain category that you choose to
block.

Computer Display the items under certain category that you choose to

block.
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Item Description

Other Display the items under certain category that you choose to
block.

How to create a new web category object profile

1.  Open Objects Setting>> Web Category Object and click the Web Category Object
tab.

2. Simply click the Add button.

Ohjects Setting == Web Category Ohject == Web Category Object

Web Category Object || Content Filter License

T3 add | £ Edit  [JJ] Delete 4% Refresh

Profile Child Protectior Leisure Business Chatti

Mo items to show.

3. The following dialog will appear.
'u';u'eh Category Object =|| %

Profile : WiCD_1

Child Protection : |Alcohol-And-Tobaceo, € w

Leisure : Spoarts, Travel v
Business . Web-Based-Email w
Chatting Chat w
Computer Botnets, Hacking e
Other Mews, Translators v

M apply 3 Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the web category object profile. The
number of the characters allowed to be typed here is 10.

Child Protection The web pages which are not suitable for children will be
classified into different categories. Simply check the one(s)
that you don’t want the children to visit.
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Child Protection : [Alcohol-And-Tobacco, (w
| Alcohol-And-Tobacco

Leisure : — o
| Criminal-And-Activity

Business | Gambling

) i _ Hate-And-Intolerance

Chatting - lllenal-Drug
Leisure Simply check the one(s) that you don’t want the user to visit.
Business Simply check the one(s) that you don’t want the user to visit.
Chatting Simply check the one(s) that you don’t want the user to use

for gossip with remote people.

Computer Simply check the one(s) that you don’t want the user to visit.
Other Simply check the one(s) that you don’t want the user to visit.
Apply Click it to save the configuration.
Cancel Click it to exit the dialog without saving the configuration.

Enter all the settings and click Apply.

A new Web Category Object profile has been created.

Objects Setting == Web Category Object == Web Category Object

Web Category Object | Content Filter License

Ty Add

Profile
WO

[l Celete &5 Refresh

Child Protection Leisure Business Chatting Compter Cither

Alcohol-And-Tok Spors, Travel  Web-Based-Em Chat Bothets,Hackine Mews,
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4.5.10.2 Content Filter License

Move your mouse to the link of Activate URL and click it. The system will guide you to
access into MyVigor website.

| DrGYTek . Vigor 3900 Series 17:07:08 Login: Admin = B

Objects Setting >> Web Category Object »> Content Filter License

Auto Logout - |07 .

3

IP Object Enable This Profilg: disable

Wieb Category Object | Content Filter License

IP Group e

Serial Humber 00023355
Start Date 2012-08-07
service Type Group Expire Date 2012-08-14

Service Type Object

Keyword Object

File Extension Object E

Il Object

P2P Object

Protocol Object
Web Category Object
Q0 Object

QQ Group

Time Object

Time Group

SMS Service Object

Mail Service Object B ooy @ cancal
Notification Object -

|
5] [E

After finishing the activation for the trial version of WCF, remember to purchase “Silver
Card” for WCF service from your DrayTek dealer or distributor.
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4.5.11 QQ Object

Note: This page is designed for Chinese IM "Tencent QQ" users (especially for China)
only. For people who do not use QQ, skip this section.

DrayTek

Auto Logout : |Off v

Vigor3900 Series

Objects Setting >> QQ Object

Login: Admin

| caobject |

IP Object

IP Group L
Service Type Object
Service Type Group
Keyword Object

File Extension Object
Il Object

P2P Object

Protocol Object

VWeb Category Object
Qa Group

Time Object

Time Group

SMS Service Object
Mail Service Object

Notification Object

<

€y add DK Edt

[ Dekete &M Refresh Prof

Profile id Description

all all

Each item will be explained as follows:

Item Description

Add Add a new profile.

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Number Limit

Display the total number (16) of the object profiles to be
created.

Profile Display the name of the QQ object profile.
id Display the account name of the QQ object profile.
Description Display a brief explanation of the QQ object profile.
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How to create a new QQ object profile
1. Open Obijects Setting>> QQ Object.
2. Simply click the Add button.

QQ Object
€y add & Edit  [[]) Delete &M Re
Profile id

3. The following d

| Q0 Object

ialog will appear.

|
) Profile : Shan_T
1 l;; Add H Save Profile Number Limit : 64
1
id

1 =

id 12345573 m
i
1

Description : Office (Optional

H Apply Q Cancsl

Available parameters are listed as follows:

ltem

Description

Profile

Type the name of the QQ object profile. The number of the
characters allowed to be typed here is 10.

id

Create the account name for such QQ object profile.
Add - Click this button to add a new account.
Save — Click this button o save the new account.

m Click this button to remove the selected account.

Description

Type a brief explanation for the QQ object profile.

Apply

Click it to save the configuration.

Cancel

Click it to exit the dialog without saving the configuration.

4.  Enter all the settings and click Apply.
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5. Anew QQ Obiject profile has been created.

Objects Setting >> 004 Object

Q0 Object
@3 Add  JL Edi  [[[] Dekte & Refresh 3
Profile id Description
1 all all
2 Shan_T 12345678 Office

4.5.12 QQ Group

This page allows you to group several QQ object profiles.

Dray Te’( Vr‘gor3¢06 Series Login: Admin
Objects Setting >> QQ Group
Auto Logout : | Off . 00 Group
€y add K et ] Delte &M Refresh !
”_:‘ Object Group Hame Description Objects
IP Group Mo items to show.
Service Type Object
Service Type Group
Keyword Object
File Extension Object
IM Object
P2P Object
Protocol Object
Web Category Object
QQ Object
Time Object
Time Group
SMS Service Object
Mail Service Object
Hotification Object - 1 L
< >
Each item will be explained as follows:
Item Description
Add Add a new profile.
Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.
Delete Remove the selected profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.
Refresh

Renew current web page.

Profile Number Limit

Display the total number (16) of the object profiles to be
created.

Group Name

Display the name of the group.
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Item Description
Description Display the brief explanation for such group.

Objects Display the time objects selected by such group.

How to create a new QQ group profile
1.  Open Objects Setting>> QQ Group.
2. Simply click the Add button.

Objects Setting >> Q4 Group

QQ Group

@ Add| D edt ] Dekte &N Refresh
Group Hame Description

No it

3. The following dialog will appear.

| Qa Group -

Group Name ; QQaccount_grp_1

Description :  For Marketing Onhy (Optional

Objects : :Shan_T 1w | X

i -
H Apply -,3 Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the time group. The number of the
characters allowed to be typed here is 10.

Description Make a brief explanation for such profile if the group name
is set not clearly.

Objects Use the drop down list to select the object profiles under
such group.

All the available objects that you have added on Objects
Setting>>QQ Object will be seen here.

. W .
To clear the selected one, click to remove current object
selections.

Apply Click it to save the configuration.
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Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all the settings and click Apply.
5. Anew QQ group profile has been created.

Objects Setting >> Q0 Group
Qa Group

3 Add P& Edt ] Delete & Refresh

Group Hame ™ Description Objects

éOOaccount_grpj For Marketing Onty Shan_T

216 Vigor3900 Series User's Guide



4.5.13 Time Object

You restrict Internet access to certain hours so that users can connect to the Internet only
during certain hours, say, business hours. The schedule is also applicable to other functions,
e.g., Firewall.

Dr GYTek ' Vigor3900 Series 17:12:27 Login: Admin I

Objects Setting >> Time Object

Auto Logout : | Off v

€y Add DL Edt [[] Delete G Refresh f

IP Object

IP Group

Service Type Object
Service Type Group
Keyword Object

File Extension Object
Il Object

P2P Object

Protocol Object
Web Category Object
Q0 Object

QQ Group

Time Group

SMS Service Object
Mail Service Object

Notification Object

<

Profile Frequency Start Date Start Time End Date End Time Weekdays

No items to show.

Each item will be explained as follows:

Item Description

Add Add a new profile.

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Number Limit

Display the total number (16) of the object profiles to be
created.

Profile Display the name of the time object profile.

Frequency Display the duration (or period) of the time object profile.
Start Date Display the starting date of the time object profile.

Start Time Display the starting time of the time object profile.

End Date Display the ending date of the time object profile.

End Time Display the ending time of the time object profile.
Weekdays Display the frequency of such time object profile.
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How to create a new time object profile
1.  Open Objects Setting>> Time Object.
2. Simply click the Add button.

Cihjects Setting == Time Chject
Time Object

Ty add | 3£ Edit  [JJ) Delete &5 Refre

Profile Frequency Start Date

3. The following dialog will appear.

Time Ohject =|| 3
Profile : Tirme0_1
Frequency | Weekdays W

Start Time @ 08:00:00

End Time ;  23:00:00

Weekdays : |Mon, Tue, Wed w

M apply (9 Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the time object profile. The number of the
characters allowed to be typed here is 10.

Frequency Specify how often (Weekdays or Once) the schedule will be
applied.

Start Date Specify the starting date of the time object profile.

Start Time Specify the starting time of the time object profile.

End Date Specify the ending date of the time object profile.

End Time Specify the ending time of the time object profile.
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Weekdays

Specify which days in one week should perform the
schedule.

Chi e . (LRI EEN]

Weekdays : Tue, Wed w

Mon
Tue
Wied
Thu
Fri
Sat
Sun

o | = =

Apply

Click it to save the configuration.

Cancel

Click it to exit the dialog without saving the configuration.

4.  Enter all the settings and click Apply.

5. Anew Time Object profile has been created.

Objects Setting == Time Object

Time Ohject

Ty Add

Profile
Timed_1
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4.5.14 Time Group

This page allows you to group several time object profiles.

. Dray Tek Vigor3900 Series Login: Admin

Objects Setting > Time Group

SMin = —
Auto !_DQDU(. B i

€y add P& Edi  [[] Delete M Refresh !

Group Name Description Objects

E||

1P Obj No items to show

IP Group

Service Type Object
Service Type Group
Keyword Object

File Extension Object
IM Object

P2P Object

Protocol Object

Web Category Object
QQ Object

QQ Group

Time Object

SMS Service Object
Mail Service Object 3

[
|

Each item will be explained as follows:

Item Description
Add Add a new profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Number Limit Display the total number (8) of the object profiles to be
created.

Group Name Display the name of the group.

Description Display the brief explanation for such group.

Objects Display the time objects selected by such group.
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How to create a new time group profile
1.  Open Obijects Setting>> Time Group.
2. Simply click the Add button.

Objects Setting == Time Group
Time Group
Ty Add | & Edit  [J]) Delete &5 Refresh
Group Hame Description
Mo items
3. The following dialog will appear.
Time Group = ||

Group Name : TimeGrp_1
Description :  For Markst anly {Cntional

Objects : iNight v [ X

E Apphy -.3 Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the time group. The number of the
characters allowed to be typed here is 10.

Description Make a brief explanation for such profile if the group name
is set not clearly.

Objects Use the drop down list to check the time object profiles
under such group.

All the available time objects that you have added on
Objects Setting>>Time Object will be seen here.

Apply Click it to save the configuration.

Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all the settings and click Apply.
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5. Anew time group profile has been created.

Objects Setting >> Time Group

Time Group

€3 Add
Group Name

TimeGrp_1

4.5.15 SMS Service Object

& Edit

[l Dekete ™ Refresh Pre
Description Objects
For Market enly Night

This page allows you to set ten profiles which will be applied in Application>>SMS/Mail

Alert Service.

 DrayTek

SMin w

Auto Logout :

SETVICE Type Group
Keyword Object

File Extension Object
IM Object

P2P Object

Protocol Object

Veb Category Object
Q0 Object

QQ Group

Time Object

Time Group

SMS Service Object

Mail Service Object
Notification Object

o |0
7

f

a f

<

Vigor 3900 Series

Objects Setting >> SMS Service Object

10:35:36

Login: Admin

49 Refresh ¥

€3 Add

Profile

V& Edt

Enable

[} Deete

5MS Service Provi Username Quota Interval(s)

Mo items to ghow.

Each item will be explained as follows:

Item Description

Add Add a new profile.

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
profile.

Delete Remove the selected profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Number Limit

Display the total number (8) of the object profiles to be
created.

Profile

Display the name of the profile.
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Item Description

Enable Display the status of the profile. False means disabled; True
means enabled.

SMS Service Provider Display the service provider which offers SMS service.

Username Display the user name that the sender can use to register to
selected SMS provider.

Quota Display the number of the credit that you purchase from the
service provider

Interval(s) Display the time interval for sending the SMS.

How to create a new SMS service profile
1.  Open Objects Setting>> SMS Service Object.
2. Simply click the Add button.

Objects Setting >> 5M S Service Object

SMS Service Object

3 add P& Edt [ Delete  GD Re

Profile Enable SIS Se

3. The following dialog will appear.

. SMS5 Service Object =% |
Profile : Line_down
| Enable
SMS Service Provider : | kotsms.com.tw v
Username : line1
Password LEL L L
Quota : 10
Interval(s) : 3

ﬂ Apphy Q Cancel

Available parameters are listed as follows:

Item Description

Profile Type a name for such SMS profile. The maximum length of
the name you can set is 20 characters.
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Enable Check this box to enable such profile.

SMS Service Use the drop down list to specify the service provider which
Provider offers SMS service.
Username Type a user name that the sender can use to register to

selected SMS provider.

The maximum length of the name you can set is 31
characters.

Password Type a password that the sender can use to register to
selected SMS provider.

The maximum length of the password you can set is 31
characters.

Quota Type the number of the credit that you purchase from the
service provider chosen above.

Note that one credit equals to one SMS text message on the
standard route.

Interval(s) To avoid quota being exhausted soon, type time interval for
sending the SMS.

Apply Click it to save the configuration.

Cancel Click it to exit the dialog without saving the configuration.

Enter all the settings and click Apply.
A new SMS object profile has been created.

Objects Setting >»> SMS Service Object
SIS Service Object

€y Add P& edt [ Dekete @M Refresh
Profile Enable 5MS Service Provi Username Quota Interval(s)

Line_down true kotzmz. com.tw line1 10
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4.5.16 Mail Service Object

This page allows you to set ten profiles which will be applied in Application>>SMS/Mail

Alert Service.

Auto Logout : |SHin

IP Object

IP Group

Service Type Object
Service Type Group
Keyword Object

File Extension Object
IM Object

P2P Object

Protocol Object

Web Category Object
QQ Object

QQ Group

Time Object

Time Group

SMS Service Object

Notification Object

<

Vl'gor3900 Series 11:32:19 Login: Admin

Objects Setting >> Mail Service Object

Mail Service Object

& Edt

Enable

G Refresh i

[ﬁ] Delete

Mail From

3 Add

Profile SMTP Port SMTP Server  Authentication User Hame

Mo items to show.

Each item will be explained as follows:

Item Description

Add Add a new profile.

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
profile.

Delete Remove the selected profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Number Limit Display the total number (8) of the object profiles to be
created.

Profile Display the name of the profile.

Enable Display the status of the profile. False means disabled; True
means enabled.

Mail From Display the mail address of the sender.

SMTP Port Display the port number used for the SMTP service.

SMTP Server Display the IP address of the SMTP Server

Authentication

Enable means such profile must be authenticated by the
server.
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Item Description

Disable means such profile will not be authenticated by the
server.

User Name Display the name used for authentication.

How to create a new mail service profile
1.  Open Objects Setting>> Mail Service Object.
2. Simply click the Add button.

Objects Setting == Mail Service Object

Mail Service Object

©3 add P Edt [[) Delete ¢ Refre

Profile Enable Lail From

3. The following dialog will appear.

Mail Service Object -
Profile : Mail_Motify
+ | Enakle
Mail From : carrisi@draytek.com
SMTP Port : 25

[in]

2

SMTP Server . 1821681,
Authentication : (%) Enable () Dizable
User Hame : john

User Pagsword ;. eeee

U Apphy :‘3 Cancel

Available parameters are listed as follows:

Item Description

Profile Type a name for such SMS profile. The maximum length of
the name you can set is 20 characters.

Enable Check this box to enable such profile.

Mail From Type the e-mail address of the sender.
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4.
5.

SMTP Port Type the port number for SMTP server.

SMTP Server Type the IP address of the mail server.

Authentication The mail server must be authenticated with the correct

out. Check the box to enable the function.
User Name — Type a name for authentication. The

maximum length of the password you can set is 31

characters.
Apply Click it to save the configuration.
Cancel Click it to exit the dialog without saving the configuration.

Enter all the settings and click Apply.

A new mail service object profile has been created.

Objects Setting == Mail Service Object
Mail Service Object

€y Add D& Edit  [[[] Dekte &M Refresh
Profile Enakle Mail From SMTP Port SMTP Server | Authentication User Name

Wail_Motify true carric@draytek.... 25 182.168.1.598 Enable john
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4.5.17 Notification Object

This page allows you to set ten profiles which will be applied in Application>>SMS/Mail
Alert Service.

DrayTek mmriire o

ray e Vlgor39oo Series Login: Admin

|

Objects Setting >> Notification Object
. |Off
AL s Notification Object
Keyword Object
I y i Delete efre k
File Extension Object [ Add /ﬁ’ Edt ] Delete &% Refresh
IM Object Profile VWAN Disconnectio WAN Reconnectior VPHN Disconnectior VPN Reconnection Temperature
RRebinct No itemz to show
Protocol Object
Web Category Object
QQ Object
Qa Group
Time Object
Time Group
5MS Service Object
Mail Service Object 3
Motification Object
A
m
w
b3 *

Each item will be explained as follows:

Item Description
Add Add a new profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
profile.

Delete Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Number Limit Display the total number (8) of the object profiles to be
created.

Profile Display the name of the profile.

WAN Disconnection Display if such function is enabled or disabled.

WAN Reconnection Display if such function is enabled or disabled.

VPN Disconnection Display if such function is enabled or disabled.

VPN Reconnection Display if such function is enabled or disabled.

Temperature Display if such function is enabled or disabled.
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How to create a new notification profile
1.  Open Objects Setting>> Mail Service Object.
2. Simply click the Add button.

Objects Setting >> Notification Object
Hotification Object

Ty add L Edt [ Delete M F

Profile VAN Disconnectio VAN F

3. The following dialog will appear.

Notification Object

Profile : Motify_attack

WAN Disconnection : (%) Enable () Disable
VAN Reconnection: () Enable () Disable
VPN Disconnection : (%) Enable () Disable
VPN Reconnection : {:} Enable {f} Dizable

Temperature : D Enable @ Disable

Available parameters are listed as follows:

H Apphy .3 Cancel

Item Description

Profile Type a name for such SMS profile. The maximum length of
the name you can set is 20 characters.

There are several situations to be monitored by such profile.

WAN Enable — When disconnection happened to WAN interface,
Disconnection the router system will send the alert message to the recipient.

WAN Reconnection | Enable - When reconnection happened to WAN interface,
the router system will send the alert message to the recipient.

VPN Disconnection | Enable — When disconnection happened to a VPN tunnel,
the router system will send the alert message to the recipient.

VPN Reconnection | Enable - When reconnection happened to a VPN tunnel, the
router system will send the alert message to the recipient.
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Temperature Enable - When the temperature is out of range, the router
system will send the alert message to the recipient.

Apply Click it to save the configuration.

Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all the settings and click Apply.
5. Anew notification object profile has been created.

Objects Setting >> Notification Object

Notification Object

€y add Y& Edit [ Dekte &M Refresh
Profile VAN Disconnectio WAN Reconnectior VPH Disconnectior VPN Reconnection Temperature

Notify_attack Enable Dizable Enable Dizable Dizable

4.6 User Management

User Management can manage all the accounts (user profiles) to connect to Internet via
different protocols.

Below shows the menu items for User Management:

User Management

General Setup

User Profile

User Group

RADIUS

LDAP | Active Directory
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4.6.1 General Setup

General Setup can determine the standard (rule-based or user-based) for the users controlled
by User Management. The mode (standard) selected here will influence the contents of the
filter rule(s) applied to every user.

4.6.1.1 General Setup

There are two modes, Rule-Based and User-Based which are necessary to be configured to
meet different requirements for users. Rule-Based is configured in default.

D"ﬂYTBk v;'gor39oo Series 11:53:31 Login: Admin

User Management >> General Setup >> General Setup

General Setup | User-Based Firewall Status |
[ i i

e —

Objects Setting

User Management

General Setup

User Profile

User Group

RADIUS

LDAP / Active Directory

Applications
VPN and Remote Access
Certificate Management

SSL VPN

Bandwidth Management

System Maintenance |
Diagnostics
External Devices | H Apply a Cancel
Product Registration -

< i} |3

DfﬂYTEk Av"gorsgoo Series 13:31:34 Login: Admin

User Management >> General Setup >> General Setup

| General Setup || User-Bazed Firewall Status |

Firewall
— Authentication Type :
Objects Setting

e ——
User Management Firewall Objects

General Setup 4 P Object

User Profile [ Profile Address Type Start IP Address B
User Group D IP_object_1 Subnet 192.168.1.78 3
RADIUS

LDAP / Active Directory

Applications

VPN and Remote Access

Certificate Management

e White IP List : 4 P Croup
Central VPN Management D Group Name Description
m D IP_Group_1 Group for zales
USBAppT [ | m E'
System Maintenance ‘ E Apply @ Cancel ||
i<l i |l|i‘
Available parameters will be explained as follows:
Item Description
Mode There are two modes offered here for you to choose. Each
mode will bring different filtering effect to the users
involved.
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Item Description

User-Based - If you choose such mode, the router will apply
the filter rules configured in User Management>>User
Profile to the users.

Rule-Based —If you choose such mode, the router will apply
the filter rules configured in Firewall>>Filter Setup to the
users.

Authentication Type Under User-Based mode, please specify the authentication
type.

Local w

Local
LD&P

LDAP Profiles It is available when LDAP is selected as Authentication
Type.

You have to specify one profile from the drop down list for
authentication.

White IP List Under User_Based mode, check the IP object and/or IP
group profiles you want.

Apply Click it to save the configuration.

Cancel Click it to exit the dialog without saving the configuration.

4.6.1.2 User-Based Firewall Status

The User-Based Firewall Status is a monitoring tool which only works after you choose
User-Based as the Mode setting on User Management>>General Setup.

User authentication setup will launch if the router is running in User_Based mode. The
User-based Firewall Status will start to record each authentication event of specified users
including authentication failure or success, user’s IP, when or how much time the user uses,
and how much rest time for the user.

-~
DrayTek - : e :
ray e Vlgor3900 Series Login: Admin
[
User Management >> General Setup >> User-Based Firewall Status
Auto L it : | Shin
= b General Selup || User-Based Firewall Status
Quick Start Wizard
5 Refres 10 Seconds
Online Status &N Refresh Auto Refresh conds v
User Hame P Allow Time Start Time End Time Rest Time Disconnect
e
I —— Mo iteme to show.
e ——
|
— ects Setting |
General Setup
User Profile E
User Group
RADIUS
LDAP | Active Directory
~ Applications |
. VPN and Remole Access |
| |
- M eme
— cs E
b
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Available parameters will be explained as follows:

Iltem

Description

Refresh

Renew current web page.

Auto Refresh

Specify the interval of refresh time to obtain the latest status.
The information will update immediately when the Refresh
button is clicked.

10 Seconds w
10 Seconds !
30 Seconds
1 Minute
Dizable
User Name Display the name of the client (wireless station) who
accesses into Internet through the wireless connection.
IP Display the IP address of the wireless station.
Allow Time Display the total connection time allowed for the wireless
station.
Start Time Display the starting time of the wireless station.
End Time Display the ending time of the wireless station.
Rest Time Display the rest time for the wireless station to browse the
Internet.
Disconnect It is available for the administrator to turn off a specific

user’s connection immediately.
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4.6.2 User Profile

This function allows to configure all accounts (user profiles) in Vigor3900, including
PPTP/L2TP, System user, and so on.

DrayTek

Auto Logout : |Off v

Quick Start Wizard
Online Status

1

General Setup

User Profile

User Group

RADIUS

LDAP | Active Directory

External Devices
Product Registration

"~ Vigor3900 Series

User Management >> User Profile

User Profile
2 Add
Usernal Enable System Group PPTP L2TP  SSL Twr DHCP from  Use Static IP Al PPPoE

Aran

16:28:33

@

& Edit [) Delste &% Refresh Profile Mumber Limit : 500

Qu Time Traffic Quota(N

true false  User Enable Dizable Enable lani Dis: Disahle Mo 01

Each item will be explained as follows:

Item Description

Add Add a new profile.

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
profile.

Delete Remove the selected profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Number Limit

Display the total number of the user profiles to be created.

Username

Display the name of the user.

Enable

Display the status of the profile. False means disabled; True
means enabled.

System User

Display the status of the System User. False means disabled;
True means enabled.

Group

Display the group name that the user profile belongs to.

PPTP

Display the status of PPTP/L2TP connection for such user
profile.
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Item Description
L2TP Display the LAN profile that such profile belongs to.
DHCP from Display the LAN profile that DHCP server used for

assigning IP address(es).

Static IP Address

Display the IP address for such user profile which accesses
Internet with PPTP/L2TP connection.

Use mOTP

Display if mOTP is activated (enable or disable) or not.

PPPOE

Display the status of PPPoE connection for such user profile.
(enable or disable)

Quota Reset

Display the frequency for the quota reset.

Time Quota(min)

Display the time quota allowed for such user profile.

Traffic Quota(MB)

Display the traffic quota allowed for such user profile.

How to create a new User Profile

1. Open User Management>>User Profile.
2. Simply click the Add button.

User Management >> User Profile

User Profile

A

iy Add

J& Edt  [[[] Delete M Refresh

User En¢ Syst Gre PPTE L2TP S5L Tu PPPoE PF
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3. The following dialog will appear.

User Profile =||X
Username : Allen
[#|Enable
Password :
ldle Timeowt {sec) : ann
Usage Time (min} : 430 (for Uzer-based Firewall)
Account Login Quota : -1 (for User-based Firewall)
System User : falze w
PPTP {iEnable (5 Disable
L2TP : (1Enable () Disable
DHCP from : lan ¥
Static IP Address : _ _ _ M | (Optional)
Use mOTP (»Enable (%) Disable
SSL Proxy : w |
SSL Application(WVHNC) : w |
SSL Application/RDP) w |
* for PPFoE Semver settings
PPPoE . (i Enable (3 Disable
Ouota Reset ! Mone v
Time Guota{min) : -1 -1 for unlimited
Current Time Used{min) : Reset E

Apply &3 Cancel

Available parameters are listed as follows:

Item Description

Username Type a name for such user profile (e.g.,
LAN_User_Group_1, WLAN_User_Group_A,
WLAN_User_Group_B, etc). When a user tries to access
Internet through this router, an authentication step must be
performed first. The user has to type the Username specified
here to pass the authentication. When the user passes the
authentication, he/she can access Internet via this router.
However the accessing operation will be restricted with the
conditions configured in this user profile.

Enable Check this box to enable such profile.
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Password

Type a password for such profile (e.g., lug123,
wugl123,wug456, etc). When a user tries to access Internet
through this router, an authentication step must be performed
first. The user has to type the password specified here to pass
the authentication. When the user passes the authentication,
he/she can access Internet via this router with the limitation
configured in this user profile.

Idle Timeout (sec)

If the user is idle over the limitation of the timer, the
network connection will be stopped for such user. By
default, the Idle Timeout is set to 300 seconds.

Usage Time (min)

It means the maximum usage duration for the user. By
default, the Usage Time is 480 minutes.

Account Login
Quota

It means the maximum persons allowed logging into Internet
via Vigor router.

The range is from 1 to 255. -1 means not limit; 0 means No
access.

System User

Choose True to allow the user accessing into WUI of
Vigor3900 via the username and password above. If you
choose False, you can set SSL for such profile.

PPTP/L2TP Click Enable to make network connection through
PPTP/L2TP protocol for users who access into Internet via
such profile.

DHCP from Choose a LAN profile for DHCP server.

Static IP Address

Type an IP address for such user profile which accesses
Internet with PPTP/L2TP connection.

Use mOTP

Click Enable to make the authentication with mOTP
function.

mOTP PIN Code - Type the code for authentication (e.g,
1234).

mOTP secret - Use the 32 digit-secret number generated by
mOTP in the mobile phone (e.g., e759bb6f0e94c7ab4afeb).

SSL Proxy

It is available when System User is set with false. The web
proxy over SSL will be applied for VPN.

To clear the selected one, click
selections.

to remove current object

SSL Application
(VNC)

It is available when System User is set with false. Choose
one of the SSL Application profiles (VNC) for applying into
this profile.

To clear the selected one, click
selections.

to remove current object

SSL Application
(RDP)

It is available when System User is set with false. Choose
one of the SSL Application profiles (RDP) for applying into
this profile.

To clear the selected one, click
selections.

to remove current object
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For PPPoOE Server settings

PPPOE

Click Enable to activate related PPPoE configuration.

Quota Reset

It is used to configure the cycle time for PPPOE quota. Note
that each time when the quota is reset, the value of Current
Time Used/Current Traffic Quota will be reset to initial
situation (0).

Everyday — The quota for PPPoE will be reset every day.

Everymonth — The quota for PPPoE will be reset every
month.

Mone W
Mone

Everyday

Everymonth

Time Quota (min)

Type a time quota for PPPoE connection.

Current Time
Used(min)

Display the cumulative amount of time that the user used.
Reset - Click it to reset the setting to default value (0).

Traffic Quota(MB)

It is used to set the maximum traffic (MB) for such user
profile.

Current Traffic

Display the cumulative amount of data traffic that the user

Quota (MB) used.
Reset - Click it to reset the setting to default value (0).
MAC Binding Specify a MAC address which is limited and used for such
PPPOE account.
Enable — Click it to enable the function.
Apply Click it to save the configuration.
Cancel Click it to exit the dialog without saving the configuration.

Enter all the settings and click Apply.

A new User Profile has been created.

User Management >> User Profile

User Profile

:) Add )ﬁ{ Edit [ﬁl Delete &% Refresh Profile Murmber Limit: 500
Usernal Enable System Group PPTP L2TP  SSL Tur DHCP from  Use Static IP A PPPoE Qu Time Traffic Quota(l
1 Aron true false  User Enahle Disable Enahble lan1 Dz Disahle MNod-1 01
2 Allen  true false  User Digsable Enable Disable lan1 Ena Enahble Ewi-1 051
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4.6.3 User Group

The User Group can consist of several us er profiles, which help the administrator to
manage a large number of users conveniently.

D k 4% . _
r ay Te V,gor39oo Series 16:39:53 Login: Admin
User Management >> User Group @
Auto Logout ;| O . User Group
Quick Start Wizard - — —
L Add ){' Edit [l Delete &% Refresh Profile Mumber Limit: 500

Online Status
Usergroup Enable Member
1 Grp_marketing true AranAllen

General Setup

User Profile

User Group

RADIUS

LDAP | Active Directory

External Devices
Product Registration

Each item will be explained as follows:

Item Description
Add Add a new profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Number Limit Display the total number (200) of the object profiles to be
created.

Usergroup Display the name of the user group.

Enable Display the status of the profile. False means disabled; True

means enabled.

Member Display the user profiles under such group.
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How to create a new User Group Profile
1. Open User Management>>User Group.
2. Simply click the Add button.

User Management >> User Group

User Group

3 Add YK Edt  [J) Delete M Refresh
Usergroup Enable

Mo item

3. The following dialog will appear.

Lo YN

| User Group -]

Use rgroup : Grp_marketing

Enable

Member : EAFCH.AIIEH v e

U Apphy Q Cancel
=

Available parameters are listed as follows:

Item Description

Usergroup Type the name of such profile.

Enable Check this box to enable such profile.

Member Use the drop down list to check the user profile(s) under
such group.

. W .
To clear the selected one, click to remove current object

selections.
Apply Click it to save the configuration.
Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all the settings and click Apply.
A new User Group Profile has been created.
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User Management == User Group

User Group

@y add Yk et [[[ Delete &M Refresh

Usergroup Enable Member

1 Grp_marketing true Aron, Allen

4.6.4 RADIUS

Remote Authentication Dial-In User Service (RADIUS) is a security authentication
client/server protocol that supports authentication, authorization and accounting, which is
widely used by Internet service providers. It is the most common method of authenticating
and authorizing dial-up and tunneled network users.

The built-in RADIUS client feature enables the router to assist the remote dial-in user or a
wireless station and the RADIUS server in performing mutual authentication. It enables
centralized remote access authentication for network management.

Dray Tek Vigor3900 Series 16:41:30
User Management >> RADIUS =]
Auto Logowut © | Off ¥ B RADIUS
Quick Start Wizard -
Online Status [Enable
Server IP Address :
n Destination Port: 1812
B
Shared Secret :
e
e e
General Setup
User Profile
User Group 1

LDAP | Active Directory

B apply - @ cancel
External Devices

Available parameters are listed as follows:

Item Description

Enable Check this box to enable such profile.

Server IP Address Enter the IP address of RADIUS server.

Destination Port The UDP port number that the RADIUS server is using. The
default value is 1812, based on RFC 2138.

Shared Secret The RADIUS server and client share a secret that is used to
authenticate the messages sent between them. Both sides
must be configured to use the same shared secret.
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Item Description

Apply Click it to save the configuration.

Cancel Click it to discard the settings configured in this page.

4.6.5 LDAP/Active Directory

Lightweight Directory Access Protocol (LDAP) is a communication protocol for using in
TCP/IP network. It defines the methods to access distributing directory server by clients,
work on directory and share the information in the directory by clients. The LDAP standard
is established by the work team of Internet Engineering Task Force (IETF).

As the name described, LDAP is designed as an effect way to access directory service
without the complexity of other directory service protocols. For LDAP is defined to perform ,
inquire and modify the information within the directory, and acquire the data in the directory
securely, therefore users can apply LDAP to search or list the directory object, inquire or
manage the active directory.

DrayTek

User Management >> LDAP / Active Directory 2]

Auto Logout : | Off
Quick Start Wizard

LDAP / Active Directory

g ’ . I ] Profile M
Online Status @5 aAdd  JK Edit [ Delste &% Refresh
Profile Enable Bind Tyg Server IP Address Port Commol Base DN Group D Regular Regular
prafile  false 360

General Setup
User Profile
User Group
RADIUS

LDAP / Active Directory

External Devices

Available parameters are listed as follows:

Item Description
Add Add a new profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.
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Item Description

Profile Display the name of the profile.

Enable Display the status of the profile. False means disabled; True
means enabled.

Bind Type Display the type setting selected for such profile.

Server IP Address

Display the IP address of the LDAP server.

Port

Display the port number set for such profile.

Common Name

Display the name for identification.

Identifier

Base DN Display the configured Base DN if Bind Type is set with
Simple Mode.

Group DN Display the configured Group DN if Bind Type is set with
Simple Mode.

Regular DN Display the configured regular DN if Bind Type is set with

Regular Mode.

Regular Password

Display the configured regular password if Bind Type is set
with Regular Mode.

How to create a new LDAP/Active Directory Profile

1.
2.

Vigor3900 Series U

Open User Management>>LDAP/Active Directory.
Simply click the Add button.

User Management >> LDAP ! Active Directory

LDAP /| Active Directory

€3 Add

& Edit

L™ Refresh

|]]] Delete

Profile  Enable Bind Ty Server IP Address

profile  falee

ser's Guide

The following dialog will appear.
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—_ -
LDAP [ Active Directory -

Profile : rd_1

+ | Enable

Bind Type : Simple Mode (¥

Server IP Address : 162 . 163 . 1 . 220

Port : 385

Common Name ldentifier . cn (Optional

Base DN :

Group DN : (Optional
(Optional
(Optional

Usage Time (min) : 220 (for User Management

H Apphy \3 Cancel

Available parameters are listed as follows:

Item Description

Profile Type a name for such profile.

Enable This Profile | Check this box to enable such profile.

Bind Type There are three types of bind type supported.
Regular Mode pv
Simple Mode
~Anonymous

Regular Mode

Simple Mode - Just simply do the bind authentication
without any search action.

Anonymous — Perform a search action first with
Anonymous account then do the bind authentication.
Regular Mode- Mostly it is the same with anonymous
mode. The different is that, the server will firstly check if
you have the search authority.

For the regular mode, you’ll need to type in the Regular DN
and Regular Password.

Server IP Address Enter the IP address of LDAP server.

Port Type a port number as the destination port for LDAP server.
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Common Name
Identifier

Type or edit the common name identifier for the LDAP
server. The common name identifier for most LDAP server
is “cn”

Base DN

It means “Base Distinguished Name”. Type the
distinguished name used to look up entries on the LDAP
server.

Group DN

It means “Group Distinguished Name”. Type the
distinguished name used to look up entries on the LDAP
server.

Regular DN

Type this setting if Regular Mode is selected as Bind Type.

Regular Password

Specify a password if Regular Mode is selected as Bind
Type.

Usage Time It means the maximum usage duration for LDAP
authentication. By default, the Usage Time is 480 minutes.

Apply Click it to save the configuration.

Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all the settings and click Apply.

A new LADP/Active Directory Profile has been created.

User Management == LDAP / Active Directory

LDAP | Active Directory

Ty oadd € Edit

[l Delete &5 Refresh Profile Mul

Profile Enable Bind Ty Server IP Address Port | Commol Base Db Group D Regular Regular |

profile  false

=]

rd_1 true Simple k192 168.1.220 3849 ch ou=simg ch=rd1
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4.7 Application

Below shows the menu items for Applications.

Applications

Dynamic DS

GVRP

IGMP Proxy

UPnP

High Availakility

VWake on LAN

SMS 1 Mail Alert Service

4.7.1 Dynamic DNS

The ISP often provides you with a dynamic IP address when you connect to the Internet via
your ISP. It means that the public IP address assigned to your router changes each time you
access the Internet. The Dynamic DNS feature lets you assign a domain name to a dynamic
WAN IP address. It allows the router to update its online WAN IP address mappings on the
specified Dynamic DNS server. Once the router is online, you will be able to use the
registered domain name to access the router or internal virtual servers from the Internet. It is
particularly helpful if you host a web server, FTP server, or other server behind the router.

DONS log

DrayTek _avhosstr iy
Applications >> Dynamic DNS >> Status
Auto Logout : | Off ¥ ST Sefing
Quick Start Wizard
Online Status & Refresh
Cowan Profile
L — danst
L — T
irewall ddns3
R e HIEITEY]
R HdnsS
pplicatio ddnsh
Dynamic DNS ddns?
GVRP £ ddnsg
IGMP Proxy ddnsd
UPHP ddns10
High Availability
Wake on LAN
SMS / Mail Alert Service
Il —
e e e

Auto Refresh : |10 Seconds |~

Status

Mot Connected
Mot Connected
Mot Connected
Mot Connected
Mot Connected
Mot Connected
Mot Connected
Mot Connected
Mot Connected
Mot Connected

Login: Admin

Domain Name

Before you use the Dynamic DNS feature, you have to apply for free DDNS service to the
DDNS service providers. The router provides up to ten accounts from eight different DDNS
service providers. Basically, Vigor routers are compatible with the DDNS services supplied
by most popular DDNS service providers such as www.dyndns.org, www.no-ip.com,
www.dtdns.com, www.changeip.com, www.dynamic- nameserver.com. You should visit

their websites to register your own domain name for the router.
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4.7.1.1 Status
This page displays the status for all the available DDNS profiles.

Applications == Dynamic DNS == Status &
Status Setting CDME log
N Refresh Auto Refresh : |10 Seconds |+
Profile Status Domain Name
ddns1 Mot Connected
ddns2 Mot Connected
ddn=s3 Mot Connected
ddns4 Mot Connected
ddnss Mat Connected
ddnsiB Mot Connected
ddns7 Mat Connected
ddns8 Mot Connected
ddns9 Mot Connected
ddnsi0 Mot Connected

Each item will be explained as follows:

Item Description
Refresh Renew current web page.
Auto Refresh Specify the interval of refresh time to obtain the latest status.

The information will update immediately when the Refresh
button is clicked.

10 Seconds )

10 Seconds !

30 Seconds

1 Minute

Disahle
Profile Display the name of the DDNS.
Status Display the connection status for the DDNS sever.
Domain Name Display the domain name for the DDNS server.
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4.7.1.2 Setting

This page allows you to configure DDNS profiles for your request.

Applications >> Dynamic DNS >> Setting &)
Status Setting DDME log

# Edit  [B) Force Update
Profile Enable WAN Profile Routing Poli Service Pro Service Typ Domain Nar IP Source  Force update

ddns true wand selected_wi dyndns Dwnamic draytek Ty WA 1P
ddns2 false wani dyndns Cynamic
ddngs3 false wand dyndns Dwnamic
ddns4 false wani dyndns Cynamic
ddnss false wand dyndns Dwnamic
ddnsE false wani dyndns Cynamic
ddns7 false wand dyndns Dwnamic
ddns8 false wani dyndns Cynamic
ddns4 falze wand dyndns Dwnamic
ddns10 false wani dyndns Cynamic

Each item will be explained as follows:

Item Description

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Force Update Force the router updates its information to DDNS server
immediately.

Profile Display the name of the profile.

Enable Display the status of the profile. False means disabled; True
means enabled.

WAN Profile Display current WAN profile used by such DDNS profile.

Routing Policy Display the routing policy used by such DDNS profile.

Service Provider Display the name of service provider used by such profile.

Service Type Display the type for such profile.

Domain Name Display the domain name of such profile.

IP Source Display the interface (My WAN IP or My Internet IP)
selected by such DDNS profile.

Force update interval Display the interval setting to refresh the data for such
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profile.

How to edit a DDNS Profile

There are 10 sets of DDNS server offered for you to modify and configure. Please choose
any one of them and click Edit to open the following page for modification.

1.  Open Applications>>Dynamic DNS and click the Setting tab.
2. Choose one of the DDNS profiles and click the Edit button.

Setting

Profile ;
J|Enahle

WAN Profile :
Rowting Policy :

Semvice Provider :

Sermvice Type :

Domain Name :

User Login Name :

Password

IP Source :
Wild Card :
Backup MX :
Mail Extender :

Force update interval : 14400

ddns1

W w

£

selected_wan_first

dyndns w
Dynamic w
draytek
dravtek
Ml VAR TP w

() Enable () Disable

() Enable (3 Disable

(Dptional)

Minutes {1-43200)

= Force Lpdate =1 Apply (3 cancel

Available parameters are listed as follows:

Item Description

Profile Display the name of the profile.

Enable Check this box to enable such profile.

WAN Profile Choose a WAN interface that such profile will apply to.

Routing Policy

Choose a routing policy applied to the DDNS profile.

selected_wan_first w
zelected _wan_first

zelected_wan_only

Selected_wan_first — The DDNS profile will be applied to
the traffic via WAN interface first, then applied to other
interface.

Selected_wan_only — The DDNS profile will be applied to
the traffic via WAN interface only. No other interface will
be used.
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Service Provider

Select the service provider for the DDNS account.

Service Type

Select a service type (Dynamic, Custom or Static). If you
choose Custom, you can modify the domain that is chosen in
the Domain Name field.

Cwnamic w

Cynamic
Static
Custom

Domain Name

Type in one domain name that you applied previously. Use
the drop down list to choose the desired domain.

User Login Name

Type in the login name that you set for applying domain.

Password Type in the password that you set for applying domain.
IP Source Choose My WAN IP or My Internet IP as the source for the
DDNS profile.
Iy WAN IP w
My WAN IP
Iy Internet IP
Wildcard and The Wildcard and Backup MX features are not supported for
Backup MX all Dynamic DNS providers. You could get more detailed

information from their websites.

Mail Extender

Type the IP/Domain name of the mail server.

Force update

Set the time for the router to perform auto update for DDNS

interval service.
Apply Click it to save the configuration.
Cancel Click it to exit the dialog without saving the configuration.

Enter all the settings and click Apply.
The DDNS Profile has been modified.

Applications == Dynamic DNS >> Setting

Status Setting

£ Edit
Profile Enable
ddns1 true
ddnsz2 false
ddns3 false
ddns4 false
ddnsa false
ddnsé false

ddns¥
ddnsf

falze
false

DOMS log

B Force Update

WAN Profile Routing Poli Service Pro Service Typ Domain Nar Force update interval

wani selected_w: dyndns Dynamic  draytek 14400
wani dyndns Dynamic
wanl dyndns Dyharmie
wani dyndns Dynamic
wanl dyndns Dynarmie
wani dyndns Dynamic
wWan1 dyndns Dynarmie
wani dyndns Cwnamic
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4.7.1.3 DDNS Log
This page displays the information related to all DDNS.
Applications >> Dynamic DNS == DDNS log (2]

Status Setting DDNS log

&N Refresh

Search L
Log

2011401402 12:51:32 gethostbynamed failed: members.dyndns.org (<]
2011501002 12:81:22 Connecting to DDME server...

2011501002 12:581:21 gethosthynamed failed: members.dyndns.arg

2011701002 12:81:11 Connecting to DDME server...

2011501502 12:81:10 gethosthyname ) failed: members.dyndns.org

201101002 12:51:00 Connecting to DDME server..

2001001002 12:51.00 User-Agent: Wigor3900 series, Host members.dyndns.org
2011401402 12:51:00 ===== DDMN51 is updateing =====

2011401402 12:40:59 gethostbynamed failed: members.dyndns.org

201101502 12:40:49 Connecting to DDME server...

201101502 12:40:48 gethosthyvnamed failed: members. dyndns.arg

2011701502 12:40:38 Connecting to DDME server...

2011501502 12:40:37 gethosthyname failed: members.dyndns.org

2011501002 12:40:27 Connecting to DDME server. .

2001001002 12:40:27 User-Agent: Wigor3900 series, Host members.dyndns.org
2011401002 12:40:27 ===== DDMN51 is updateing =====

2011401402 12:30:25 gethostbynamed failed: members.dyndns.org

2011501002 12:30:158 Connecting to DDME server...

4.7.2 GVRP

This function can define the method for the changing the VLAN information among devices.
With supporting GVRP, the device can receive the VLAN information coming from other

devices.
Dray TEk Vj'gor3900 Series 15:19:13 Login: Admin
||
Applications >> GVRP
Auto Logout : |Off v e
e
= ["Enable
Interface : > X
Join Time : 20 Seconds

Dynamic DNS

IGMP Proxy

UPnpP

High Availability

Viake on LAN

SMS [ Mail Alert Service
ﬁ .
| Bandwidth Management |
____—ooApplication
<

H Apply Q Cancel

54

Available parameters are listed as follows:
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Item Description

Enable Check this box to enable GVRP function.

Interface Choose LAN and/or WAN profiles.
To clear the selected one, click | ™ to remove current object
selections.

Join Time Define the time for the system to send GVRP packet to other
device. The unit is second.

Apply Click it to save the configuration.

Cancel Click it to discard the settings configured in this page.
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4.7.3 IGMP Proxy

IGMP is the abbreviation of Internet Group Management Protocol. It is a communication
protocol which is mainly used for managing the membership of Internet Protocol multicast
groups.

Dray Tek Vigor3900 Series Login: Admin

[

Applications >> IGMP Proxy

Auto Logout = | Off

<

| IGMP Proxy |

|

["]Enable

IGIMP Proxy Channel : |wan1 w

Downstream : lant a |

Dynamic DNS
GVRP

IGMP Proxy

UPnP

High Availability

VWake on LAN

SMS / Mail Alert Service

E Apply O Cancel

= |

|~
|

Available parameters are listed as follows:

Item Description

Enable Check this box to enable IGMP proxy function.

IGMP Proxy Channel The application of multicast will be executed through WAN
port. In addition, such function is available in NAT mode.

Downstream Use the drop down list to specify the LAN profile as the
destination of data coming from WAN interface (defined in
IGMP Proxy Channel).

Apply Click it to save the configuration.
Cancel Click it to discard the settings configured in this page.
4.7.4 UPnP

The UPnP (Universal Plug and Play) protocol is supported to bring to network connected
devices the ease of installation and configuration which is already available for directly
connected PC peripherals with the existing Windows 'Plug and Play’ system. For NAT
routers, the major feature of UPnP on the router is “NAT Traversal”. This enables
applications inside the firewall to automatically open the ports that they need to pass through
a router. It is more reliable than requiring a router to work out by itself which ports need to
be opened. Further, the user does not have to manually set up port mappings or a DMZ.
UPNP is available on Windows XP and the router provide the associated support for MSN
Messenger to allow full use of the voice, video and messaging features.
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| DrayTek

Auto Logout : |Off

<

Dynamic DNS
GVRP
IGMP Proxy

High Availability
Viake on LAH

SIS [ Mail Alert Service

=

|

>

Vigor3900 Series 16:09:19 Login: Admin

Applications >> UPnP

"] Enable
Download : 1024 (® Kops O Mbps
Upload : 512 @ Kbps O Mbps

External Interface . |Wwanl "
Internal Interface : |lan1 -

Max Session: 00

E Apply O Cancel

1= |

Available parameters are listed as follows:

Item Description

Enable Check this box to enable UPnP function.

Download Enter the maximum sustained WAN download speed in
kilobits/second. Such information can be requested by UPnP
clients.

Upload Enter the maximum sustained WAN upload speed in

kilobits/second. Such information can be requested by UPnP
clients.

Select a WAN profile for UPnP protocol.

Select a LAN profile for UPnP protocol.

Max Session Determine the maximum session number for UPnP function.
Apply Click it to save the configuration.
Cancel Click it to discard the settings configured in this page.

After enabling UPNP service setting, an icon of IP Broadband Connection on Router on
Windows XP/Network Connections will appear. The connection status and control status will
be able to be activated. The NAT Traversal of UPnP enables the multimedia features of your
applications to operate. This has to manually set up port mappings or use other similar

methods. The screenshots below show examples of this facility.
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The UPNP facility on the router enables UPnP aware applications such as MSN Messenger to
discover what are behind a NAT router. The application will also learn the external IP
address and configure port mappings on the router. Subsequently, such a facility forwards
packets from the external ports of the router to the internal ports used by the application.

The reminder as regards concern about Firewall and UPnP

Can't work with Firewall Software

Enabling firewall applications on your PC may cause the UPnP function not working
properly. This is because these applications will block the accessing ability of some
network ports.

Security Considerations

Activating the UPnP function on your network may incur some security threats. You

should consider carefully these risks before activating the UPnP function.

»  Some Microsoft operating systems have found out the UPnP weaknesses and hence
you need to ensure that you have applied the latest service packs and patches.

»  Non-privileged users can control some router functions, including removing and
adding port mappings.
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The UPnP function dynamically adds port mappings on behalf of some UPnP-aware
applications. When the applications terminate abnormally, these mappings may not be
removed.

4.7.5 High Availability

The High Availability (HA) feature refers to the awareness of component failure and the
availability of backup resources. The complexity of HA is determined by the availability
needs and the tolerance of system interruptions. Systems, provides nearly full-time
availability, typically have redundant hardware and software that make the system available
despite failures.

The high availability of the V3900 Series is designed to avoid single points-of-failure. When
failures occur, the failover process moves processing performed by the failed component (the
“Master”) to the backup component (the “Slave”). This process remains system-wide
resources, recovers partial of failed transactions, and restores the system to normal within a
matter of microseconds.

Take the following picture as an example. The left V3900 Series is regarded as Master
device, the right V3900 Series is regarded as Slave device. When Master V3900 Series is
broken down, the Slave (backup) device could replace the Master role to take over all jobs as
soon as possible. However, once the original Master is working again, the Slave would be
changed to original role to stand by.
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4.7.5.1 High Availability Global Setup

DrayTek

Applications >> High Availability >> High Availability Global Setup

Auto Logout * |Off v

Quick Start Wizard
Online Status

Dynamic DNS

GVRP

IGMP Proxy A
UPnP |
‘Wake on LAN

SMS / Mail Alert Service

External Devices

High Availability Global Setup | High Availability Profile Setup

Redundant Method HotStandby v
Config Synchronization Role(Hot-Standby) : |Secondary v
Config Synchronization IP(Hot-Standby): 0 L 0 L
Priority I{Hot-Standby) : 1 (1-30)
Authentication Key : draytek

Advance Preemption Mode Autormatic »

LAN Port Detection Mode :
[“1Enable High Availability

At_Least One_Up |+

General Note:

1. The WHID is the unigue identifier for each High Availability group. The profile in the same High Availability group rust use the
sarne YHID. Ifthe HA device is configured for multiple LANS then each profile would have a different vHID

2. Each LAN profile can only be assigned to one HA prafile

3. Changes to HA Profiles while HA i running will not be applied, you must press "Apply' in [High Availability Glokal Setup] again
4. Ifyou are going to setup a [Multi-HA LAN] scenario, rake sure LAN profiles are portisolatedisee LAN-=Switch-=802.1Q VLAN)
Hot-Standby Method Note:

1. Always complete the settings of the "primary router first.

2. Do not enable High Availability befare the profiles are completely configured. This is essential to prevent confiy synchronizations
hefore the configuration is finished.

3. Setup LAN profiles and the LAN YLAN 1D configurations on each secondary hefore enabling HA function:

The | AW arofile narme nn the secondane most he same o the LARN nrofile name on the orimarn a5 well a5 the | AN WLARN 1D

B apply @ cancel

Available parameters are listed as follows:

Item Description
Enable High Check this box to enable HA function.
Availability

Redundant Method

Choose Hot-Standby or Active-Standby as the method for HA.
Hot-Standby

W

Hot-Standby
Active-Standby

Hot —Standby —Hot-Standby is a redundant method of having
several secondary service nodes running standby with another
identical primary service node. Upon failure of the primary
node, the system immediately elects one from all secondary
nodes to replace the failure one and take over the service.
While in the standby status, the secondary nodes are still
mirrored the configuration of primary in real time, thus the
whole systems are assured of having identical configuration.

Active-Standby —Active-Standby is a redundant method of
having the access points configured independently by
participating in HA session with individual LAN interface. As
an active gateway LAN, it routes user’s traffic while others stay
in standby status.

Settings under
Hot-Standby

Config Synchronization Role(Hot-Standby) — Specify the
role for such Vigor router.

W

Primary

Prirary
Secondary

Primary — It means such Vigor router is treated as the primary
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Description

device (master device).

Authentication Key — Type a string as the authentication key.
It is used for encrypting the HA session communication to
prevent malicious attack.

Advance Preemption Mode — Specify a mode for changing
the Config Synchronization Role.

Advance Preemption Mode ; | Automatic v

Automatic
Automatic_Delayed
Idanual

®  Automatic — The router will be restored to primary
(master) router once the service is restored.

® Automatic_Delayed — The router must wait for a period
of time to restore to primary (master) router when the
service is restored.

Delayed Interval: Specify the time for waiting.

® Manual — Restoring must be done according to the setting
of Manual Preemption Status.

Manual Preemption Status — Click Active or Inactive.

Manual Mode Threshold — Set a period of time for the
system to determine the master router when there is no
master router detected.

If the router is set as Primary (Master) router, and you change
the Manual Preemption Status from Active to Inactive. Once
the router (Primary) detects that it is in Inactive state, it will not
take preemption. However, if there is no secondary router
taking over the service, all the data traffic would be terminated.

To solve the problem, two methods can be executed:

1. Simply reset Manual Preemption Status from Inactive to
Active and then click Apply to save the settings.

2. Set the value for Manual Mode Threshold. After passing the
time configured in Manual Mode Threshold, if the system
detects no master router (primary) router existing, then
Manual Preemption Status will be reset to Active to locate
the master router.

Secondary — It means such Vigor router is treated as the
secondary device (slave device). The secondary router will
copy the configuration from the primary router to make itself as
primary.

Authentication Key — Type a string as the authentication key.
It is used for encrypting the HA session communication to
prevent malicious attack.

Advance Preemption Mode — Specify a mode for changing
the Config Synchronization Role.
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Advance Preemption Mode ; | Automatic v

Automatic
Automatic_Delayed
Idanual

®  Automatic — The router will be restored to primary
(master) router once the service is restored.

® Automatic_Delayed — The router must wait for a period
of time to restore to primary (master) router when the
service is restored.

Delayed Interval: Specify the time for waiting.

® Manual — Restoring must be done according to the setting
of Manual Preemption Status.

Manual Preemption Status — Click Active or Inactive.

Manual Mode Threshold — Set a period of time for the
system to determine the master router when there is no
master router detected.

If the router is set as Primary (Master) router, and you change
the Manual Preemption Status from Active to Inactive. Once
the router (Primary) detects that it is in Inactive state, it will not
take preemption. However, if there is no secondary router
taking over the service, all the data traffic would be terminated.

To solve the problem, two methods can be executed:

1. Simply reset Manual Preemption Status from Inactive to
Active and then click Apply to save the settings.

2. Set the value for Manual Mode Threshold. After passing the
time configured in Manual Mode Threshold, if the system
detects no master router (primary) router existing, then
Manual Preemption Status will be reset to Active to locate
the master router.

LAN Port Detection Mode — The router (with the role of
Primary - Master) will detect if there is malfunction on LANSs
automatically. This function will force the master router to
failover to other backups if any failure of LAN is detected.
There are two schemes to determine the failure of LAN ports:

All_Must_Be_Lp w
At _Least_One_lp
All_Must_Be_Lp

® At Least_One_Up - The master router can own its
position only if one LAN port is connecting.

® All_Must_Be_Up - The master router can own its position
only when all of LAN ports are connecting.

Enable High Availability — Check the box to enable HA
function.

Settings under
Active-Standby

Config Synchronization IP (Hot-Standby) — Type the IP
address of the router plays the role of Master.

Priority ID (Hot-Standby) — Type a value (1~30). The
secondary router with the highest priority will take charge of
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Description

the service when the primary (master) router fails.

Authentication Key — Type a string as the authentication key.
It is used for encrypting the HA session communication to
prevent malicious attack.

Enable High Availability — Check the box to enable HA
function.

4.7.5.2 High Availability Profile Setup

DrayTek

Auto Logout | Off

Quick Start Wizard
Online Status

Dynamic DNS
GVRP

IGMP Proxy
UPnP

Wake on LAN
SMS / Mail Alert Service

External Devices

Applications >> High Availability >> High Availability Profile Setup 2]

High Availahility Global Setup | High Availability Profile Setup

©3Add % Edit  [f Delete & Refresh Profile Mumber Limit:
Profile HA LAN Profile Virtual IP for Gateway VHID HA Status

Mo itermns 1o show.

Available parameters are listed as follows:

Add Add a new HA profile.

Edit Modify the selected HA profile.
To edit the profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for you
to modify the corresponding settings for the selected profile.

Delete Remove the selected HA profile.
To delete a profile, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Display the name of the HA profile.

HA LAN Profile Display the LAN profile used by such HA.

Virtual IP for Display the IP address of the gateway.

Gateway

VHID Display the virtual host ID number of the profile.

HA Status Display the online status (Master, Backup, LAN_failed and

WAN_Failed) of such HA profile.
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How to create a new User Profile

1.  Open Applications>>High Availability and click the High Availability Profile Setup
tab.

2. Simply click the Add button.
Applications == High Availability == High Availability Profil
High Availahility Global Setup | High Availability Profile

Tunadd 2 Edit [l Delete &5 Refresh
Profile HA LAN Profile Virtual |

3. The following dialog will appear.

High Availability Profile Setup = ||
Profile ; HA_1
HA LAN Profile : lan1 w
: Virtual IP for Gateway: 192 163 1 ) W
WHID : 1
Role{Hot-Standby) : Prirmary W

| = Apply & Cancel

Available parameters are listed as follows:

Item Description
Profile Type a name for such profile.
HA LAN Profile | Choose one of the LAN profiles that such function will be
applied to.
Virtual IP for Assign an IP address as a virtual IP.
Gateway
VHID It means Virtual Host ID. Type a number as VHID for such
function. VHID is used for Backup router to identify which
Master will be backed up.
Role Select a role for this device as Primary or Secondary.
(Hot-Standby)
Role{Hot-Standby) : Secondary v
Primary
Secondary
Apply Click it to save the configuration.
Cancel Click it to discard the settings configured in this page.
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4.  Enter all the settings and click Apply. The profile has been edited.

Hot-Standby Mechanism

Each secondary access point will be a backup device for the primary access point (router).
When the primary device fails, one of the rest ones will be elected as the new master device.

v

(Primary - Master) (Secondary-Slave) (Secondary - Slave)

0
e
wn®

-----
wud

-------

Switch A il s.itch 6

-

PC1 PC 2 PC3 PC 4

When the Master device fails, one of the slave devices will be chosen as the Master device to
offer the network service for the connected PCs.

v/

(Primary - Master) (Secondary-Slave) (Secondary - Slave)

aed
..........
.
.

bt CTT T e
........ Tamag,

Switch B
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Active-Standby Mechanism

Each access point in LAN will participate in different high availability sessions. All the
WAN interfaces can be active which provide more flexible utilization of network service.

Router A Router B Router C

PC1 PC 2 PC3 PC4

When LANL1 in Router A fails, one of the available line connections (e.g., LAN1 in Router C)
will be selected to offer the network service for all the connected PCs.

Router A Router B Router C

Switch B
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4.7.6 Wake on LAN

A PC client on LAN can be woken up by the router it connects. When a user wants to wake
up a specified PC through the router, he/she must type correct MAC address of the specified
PC on this web page of Wake on LAN of this router.

In addition, such PC must have installed a network card supporting WOL function. By the
way, WOL function must be set as “Enable” on the BIOS setting.

, -
DrayTek & - —_—
rayie Vigor 3900 Series Login: Admin
|
Applications >> Wake on LAN
off
A e he Wake on LAN
_l Configure Bind IP to MAC
Note: Wake on LAN integrates with Bind IP to MAC function, only binded PCs can
e waks up through IP
i
Dynamic DNS
GVRP
IGMP Proxy
UPnP
High Availability
Wake on LAN
5MS / Mail Alert Service
2 e es
e (@ IP Address d v .
Ce T Wake By : LAHN Profile : lani . ») Wake Up [m [
Aol ) Mac Address
ittt A — —
m b
_ooepneanen K
o
< 3

Available parameters are listed as follows:

Item Description

Configure Bind IP to Click it to open the setting page of Bind IP to MAC.

MAC

Wake by Two types provide for you to wake up the binded IP. If you

choose Wake by MAC Address, you have to type the correct
MAC address of the host in MAC Address boxes. If you
choose Wake by IP Address, you have to choose the correct
IP address.

IP Address - The IP addresses that have been configured in
Firewall>>Bind IP to MAC will be shown in this drop
down list. Choose the IP address from the drop down list that
you want to wake up.

MAC Address - Type any one of the MAC address of the
bind PCs.

LAN Profile — Use the drop down list to choose one of the
LAN profiles.

Wake Up Click this button to wake up the selected IP. See the
following figure. The result will be shown on the box.

Delete Click this button to remove all the settings.
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4.7.7 SMS / Mail Alert Service

The function of SMS (Short Message Service)/Mail Alert is that Vigor router sends a
message to user’s mobile or e-mail box through specified service provider to assist the user
knowing the real-time abnormal situations.

Vigor router allows you to set up to 10 SMS profiles which will be sent out according to
different conditions.
SMS Alert Service

This page allows you to specify SMS provider, who will get the SMS, what the content is
and when the SMS will be sent.

. . : :
DI‘GYI Ek V|g°r3900 Series 16:19:18 Login: Admin
Applications >> SMS [ Mail Alert Service >> SMS Alert Service
off = e —
e { SM5 Alert Service || Mail Alert Service
_l Y& Edl M Refresh
Index Enable SMS Provider Recipient Notify Profile
e
1 false
ects Se
falee
| User Ma ement |
falze
L |
Dynamic DNS 4 false
GVRP g falze
IGMP Proxy 6 falze
UPRP E 7 false
High Availability 8 falze
Viake on LAN g falze
. - es
| Certificate Ma ement |
e —
- th Management |
~
< i >

Each item will be explained as follows:

Item Description

Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected

profile.

Refresh Renew current web page.

Index Display the index number (from 1 to 10) of the profile.

Enable Display the status of the profile. False means disabled; True
means enabled.

SMS Provider Display the name of the SMS provider.

Recipient Display the one who will receive the SMS.

Notify Profile Display the name of the notify profile.

How to edit the SMS alert service profile
1. Open Applications>> SMS/Mail Alert Service and click the SMS Alert Service tab.
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2.  Choose one of the index numbers and click the Edit button.
Applications >> M35 / Mail Alert Service >> 5MS Alert Service

SM S Alert Service || Mail Alert Service

J& Edit (P Refresh

Index Enable SMS Provide
1 falze
2 falze
o Folm e

3. The following dialog will appear.

| SIS Alert Service = [

Index : 1
Enﬂble

SMS Provider : [Lins_down ¥

Recipient :

Hotify Profile ; |MNotify_attack W

ﬂ Apphy {3 Cancel
T ——

Available parameters are listed as follows:

Item Description

Enable Check this box to enable such profile.

SMS Provider Choose the SMS provider object profile from the drop down
list.

Such profiles can be created from Object Setting>>SMS
Service Object.

Recipient Type the cell phone number to receive the SMS.

Notify Profile Choose a profile (specify the timing for sending SMS) from
the drop down list.

Such profiles can be created from Object
Setting>>Notification Object.

Apply Click it to save the configuration and exit the page.

Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all the settings and click Apply.
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5. The SMS alert service profile has been modified.

Applications >> SMS | Mail Alert Service >> SMS Alert Service

SMS Alert Service Mail Alert Service

J& Edit  ¢M Refresh

Index Enable SMS Provider Recipient Notify Profile
1 true Line_down carrie@yahoo.com Motify_attack
2 falze

3 falze

4 falze

Mail Alert Service

This page allows you to specify Mail Server profile, who will get the notification e-mail,
what the content is and when the message will be sent.

’ ~
. = ~ ~ —
D r ay Rk Vigor3900 Series 16:35:21 Login: Admin =S
|
Applications >> SMS / Mail Alert Service >> Mail Alert Service
. |Off v
SofSugout SMS3 Alert Service || Mail Alert Service
“_I Y& Edit @M Refresh
Dynamic DNS Index Enable This Profile Mail Profile Recipient Notify Profile
GVRP 1 falze
IGMP Proxy z false
UPHP — 3 falze
4 false
High Availability
Wake on LAN false
SMS / Mail Alert Service G (223
falze
[:] falzs
falze
10 false
External Devices
1 M L
Product Registration -
a7
4 [

Each item will be explained as follows:

Item Description

Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected

profile.
Refresh Renew current web page.
Index Display the index number (from 1 to 10) of the profile.
Enable This Profile Display the status of the profile. False means disabled; True
means enabled.
Mail Profile Display the name of the mail profile.
Recipient Display the one who will receive the mail alert.
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Notify Profile

Display the name of the notify profile.

How to edit the mail alert service profile

1. Open Applications>> SMS/Mail Alert Service and click the Mail Alert Service tab.

2.  Choose one of the index numbers and click the Edit button.

Applications >=> 5M5 / Mail Alert Service >> Mail Alert 5S¢

SHS Alert Service

Mail Alert Service

J& Edt @M Refresh

Index
1

Z

Enable This Profile IMail F
falze

falze

3. The following dialog will appear.

Mail Alert Service = |

Index : 1
J'| Enakle This Profile

MMail Profile ;| Mail_Motify -
Recipient carrie@yahoo.com|
Hotify Profile : | Motify_atftack -

ﬂ Apphy ».'3 Cancel

Available parameters are listed as follows:

Item Description

Enable This Profile | Check this box to enable such profile.

Mail Profile Choose the mail service object profile from the drop down
list.

Such profiles can be created from Object Setting>>Mail
Service Object.

Recipient Type the e-mail address for receiving the mail.

Notify Profile Choose a profile (specify the timing for sending SMS) from
the drop down list.

Such profiles can be created from Object
Setting>>Notification Object.

Apply Click it to save the configuration and exit the page.

Cancel Click it to exit the dialog without saving the configuration.
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4.  Enter all the settings and click Apply.
5. The mail alert service profile has been modified.

Applications == SMS5 | Mail Alert Service *> Mail Alert Service
SMS Alert Service || Mail Alert Service

D& Edt G Refresh

Index Enable This Profile Mail Profile Recipient Notify Profile
1 true Idail_Motify carris@yahoo.com Notify_attack
2 falze

3 falze
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4.8 VPN and Remote Access

A Virtual Private Network (VPN) is the extension of a private network that encompasses

links across shared or public networks like the Internet. In short, by VPN technology, you
can send data between two computers across a shared or public network in a manner that

emulates the properties of a point-to-point private link.

Below shows the menu items for VPN and Remote Access.

VPN and Remote Access

VPN Client Wizard

VPN Server Wizard

Remote Access Control

PPP General Setup

IPSec General Setup

VPN Profiles

VPN TRUNK Management

Connection Management

4.8.1 VPN Client Wizard

Such wizard is used to configure VPN settings for VPN client. Such wizard will guide to set
the LAN-to-LAN profile for VPN dial out connection step by step.

-~
DrayTek - ; oz e 1
rayie Vigor3900 Series 14:17:50 Login: Admin (23
VPN and Remote Access
Auto Logout : |Off ~ Step 1
Type ® pPTP O IPsec
WPH Settings Via: (&) Select From Current Settings (O) Create New VPN Profile
Profile ~ Status
VPN Client Wizard | 102820 enable
VPHN Server Wizard
Remote Access Control
PPP General Setup
IPSec General Setup
VPN Profiles =|
VPN TRUNK Management |
Connection Management
Management
Bandwidth nag'emen P |
System Maintenance |
[ |
_‘ Previous ﬂ, Next i Finis @ Cancel
b
& |2
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How to create LAN-to-LAN profile for VPN client (dial-out)
1.  Open VPN and Remote Access >> VPN Client Wizard.
2. The following dialog will appear.

VPN and Remote Access
Step 1

Type @ PPTP O IPSec

VPN Settings Via . (3) Select From Current Settings () Create New VPN Profile

Profile Status

Mo iterns to show.

B Mext &3 cancel
Available parameters are listed as follows:
Item Description
Type Specify which protocol (PPTP or IPSec) will be used for

such VPN profile.

VPN Settings Via Select From Current Settings — Current VPN LAN to LAN
profiles will be listed below such setting. Choose the one
you need.

Create New VPN Profile — It allows you to create a new
VPN LAN to LAN profile. Simply type the name in the field
of Profile Name. The field of Profile Name is available only
when you click this setting.
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Specify the type. Click Create New VPN Profile and type the name of the profile.
Then, click Next.

VPN and Remaote Access

Step 1

Type : & PPTP (O IPSec

VPN Settings Via © () Select From Current Settings () Create New VPN Profile
Profile Name : WPN_CLI_1

B Mext @ cancel

If you choose PPTP as the Type, you will get the following screen:

VPN and Remote Access

Step 2
Profile : WEN_CLL1
| Enable
Always On () Enable (3) Disable
Idle Timeout (sec) : 300 {Opticnaly
Server IPMHost Name : 132.165.1.1D|
PPTP User Name : pptp_user {Optiocnal .
PPTP Password : L L]
Local IP ! Subnet Mask : 182 ) 188 3 &85 25D 2ED.EER 002 W
€y Add [2] save 5
P Subnet Mask
Remote IP/ Subnet Mask : [152.168.2.52 255.255.255.
_‘ Previous [ H Finizh Q Cancel
Available parameters are listed as follows:
Item Description
Profile Display the name of the VPN profile.
272
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Enable This Profile

Check this box to enable such profile.

Always On

Click Enable to make router always keeping connection.

Idle Timeout

When Always On is disabled, you have to type the value for
terminating the network connection.

Server IP/Host
Name

Type the IP address or host name of PPTP server.

PPTP User Name

Type a user name for authentication in PPTP connection.

PPTP Password

Type a password for authentication in PPTP connection.

Local IP/Subnet
Mask

Type the IP address and subnet mask of local host.

Remote IP/Subnet
Mask

Type the LAN IP address and LAN subnet mask for the
remote host.

Route/NAT Mode

Specify the purpose for such profile.

HAT w

Routs

HAT

If you choose IPSec as the Type, you will get the following screen:

VPH and Remote Access

Step 2

Profile :

[V] Enable

WAN Profile :

Local IP/ Subnet Mask :
Local Next Hop :

Remote Host:

Remote IP [ Subnet Mask :

More Remote Subnet :

At Tanmo -

WPN_CLL1

/ant w

182 188 1 0 255.255.255.0/2 )
0 0 . 0 0

0.0.0.0

0 0 0 0 255.255.255.2 2 w
Cy add [ save

Subnet Mask

Mo itemz to =how.

DS il b defined in Do oe Cenoen LS
m

N Previous K E] Finish &3 cancsl

Available parameters are listed as follows:

Item Description

Profile Display the name of the VPN profile.

Enable Check this box to enable such profile.

WAN Profile Choose a WAN profile to be used by such profile.

Vigor3900 Series User's Guide

273



Local IP/Subnet Type the IP address and subnet mask of local host.
Mask

Local Next Hop Specify the gateway for WAN interface. Usually, use the
default setting (leave it in blank).

Remote Host Type the WAN IP address for the remote host.

Remote IP / Subnet | Type the LAN IP address and LAN subnet mask for the
Mask remote host.

More Remote Add more remote subnet in this field if required.

Subnet

Auth Type The authentication to be used by Pre-Shared Key or RSA
Signature. Choose PSK or RSA for such profile.

Certificate Choose a local certificate from the drop down list if RSA is
selected as Auth Type.

Preshared Key Type a pre-shared key for authentication if PSK is selected
as Auth Type.

Security Protocol Choose ESP to specify the IPSec protocol for the
Encapsulating Security Payload protocol. The data will be
encrypted and authenticated. Choose AH to specify the
IPSec protocol for the Authentication Header protocol. The
data will be authenticated but not be encrypted.

DPD Delay DPD means dead peer detection. It is a keep-alive timer. A
Hello message will be emitted periodically when a tunnel is
idle. Use the value 0 to disable this function. The
recommended value is 30 seconds if enabled.

DPD Timeout It is the timeout timer. The peer will be declared dead once
no acknowledge message is received after timeout value.
Use the value 0 to disable this function. The recommended
value is 120 seconds if enabled.

274 Vigor3900 Series User's Guide



5. Fillin the required information on this page and click Finish. A new profile has been
created.

VPN and Remote Access

Step 1

Type : @PPTP OIPsec

VPN Settings Via: () Select From Current Settings () Create New VPN Profile

Profile: Statuz

WPN_CLI1 enable

b | L, Hext a QCancel
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4.8.2 VPN Server Wizard

Such wizard is used to configure VPN settings for VPN server. Such wizard will guide to set
the LAN-to-LAN profile for VPN dial in connection step by step.

DrGYTek : v,'go,-sgoo Series 14:23:28 Login: Admin

VPN and Remote Access

Step 1

Auto Logout : v

™

Type: @ PPTP O IPSec

VPH Settings Via @ Select From Current Settings O Create New VPN Profile

Profile Status

;
VPH Client Wizard
o tems o shov.

VPH Server Wizard

Remoie Access Control

PPP General Setup

IPSec General Setup

VPN Profiles

VPN TRUNK Management

Connection Management

Ba-"l Management

System Maintenance

|
| ’I:e ::‘ﬂde a='e @Canoe\

[£

External Device:

<

How to create LAN-to-LAN profile for VPN server
1. Open VPN and Remote Access >> VPN Server Wizard.

2. The following dialog will appear.

VPN and Remote Access

Step 1 Step 2

Type : * PPTP O IPsec

VPN Settings Via: () Select From Current Settings (3) Create New VPN Profile

Profile Hame : WPN_Ser_1

I‘:'i ous ‘, Next i"-;' @Canoel

Available parameters are listed as follows:

Item Description
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3.

Type

Specify which protocol (PPTP or IPSec) will be used for
such VPN profile.

VPN Settings Via

Select From Current Settings - Current VPN LAN to LAN
profiles will be listed below such setting. Choose the one
you need.

Create New VPN Profile — It allows you to create a new
VPN LAN to LAN profile. Simply type the name in the field
of Profile Name. The field of Profile Name is available only
when you click this setting.

Profile Name Type a new name for such profile.
Next Go to next page.
Cancel Cancel the configuration and return to the home page of such

function.

Click Create New VPN Profile and type the name of the profile. Click Next to get into
next page. Note that if you choose PPTP as the Type in Step 2, you will see the page

as below:

VBN and Remote Access

Step 2

Profile :

/| Enable

PPTP User Name :

Local IP/ Subnet Mask .

Remote IP / Subnet Mask :

WPN_Ser_1

Aron v

g2 188 1 255.255.255.0424 v

g2 168 2 255.255.255.0/24 W

S Previous I U Finizh Q Cancel

Item Description
Profile Display the name of the profile.
Enable Check this box to enable such profile.

PPTP User Name

Choose a user for authentication in PPTP connection.

Such profile shall be created in User Management>>User
Profile previously. Otherwise, there are no selections
displayed here.

Local IP / Subnet
Mask

Type the IP address and subnet mask of local host.
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Remote IP / Subnet | Type the LAN IP address and LAN subnet mask for the
Mask remote host.

If you choose IPSec as the Type in Step 1, you will get the following page:

VPN and Remote Access

Step 2
Profile : WPN_Ser_1
+|Enable
VAN Profile : wani v
Local IP i Subnet Mask : 18z e 1 L 255.255.255.0/24 v
Local Hext Hop : o ] 0 0
Remote Host: 172.16.1.88
Remote IP | Subnet Mask - 132 168 2 45 255.255.255.255/32 ¥
€y add [ save
P Subnet Mask
More Remote Subnet : Mo items to =how.

Aurdln Tanno - ook st | A%hile Perante oot ao 0000 FEK el bededined in Pin e T en men ] S

% Previous .Y H Finizh Q Cancel

Available parameters are listed as follows:

Item Description

Profile Display the name of the VPN profile.

Enable Check this box to enable such profile.

WAN Profile Choose a WAN profile to be used by such profile.

Local IP/Subnet Type the IP address and subnet mask of local host.
Mask

Local Next Hop Specify the gateway for WAN interface. Usually, use the

default setting (leave it in blank).

Remote Host Type the WAN IP address for the remote host.

Remote IP / Subnet | Type the LAN IP address and LAN subnet mask for the
Mask remote host.

More Remote Add more remote subnet in this field if required.

Subnet

Auth Type The authentication to be used by Pre-Shared Key or RSA
Signature. Choose PSK or RSA for such profile.

Certificate Choose a local certificate from the drop down list if RSA is
selected as Auth Type.

Preshared Key Type a pre-shared key for authentication if PSK is selected
as Auth Type.
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Security Protocol

Choose ESP to specify the IPSec protocol for the
Encapsulating Security Payload protocol. The data will be
encrypted and authenticated. Choose AH to specify the
IPSec protocol for the Authentication Header protocol. The
data will be authenticated but not be encrypted.

DPD Delay

DPD means dead peer detection. It is a keep-alive timer. A
Hello message will be emitted periodically when a tunnel is
idle. Use the value 0 to disable this function. The
recommended value is 30 seconds if enabled.

DPD Timeout

It is the timeout timer. The peer will be declared dead once
no acknowledge message is received after timeout value.
Use the value 0 to disable this function. The recommended
value is 120 seconds if enabled.

4. Fill in the required information on this page and click Finish. A pop-up window will

appear.

Confirm

@ Dizplay WPN Status?

Cancel 235

]m{

K Add [=] Save

5. Click OK. Then, return to VPN and Remote Access>>VPN Server Wizard. The new
added VPN server profile will be displayed on the screen.

VPN and Remote Access

Step 1

Type : ® PPTP

O IPsec

VPN Settings Via: (&) Select From Current Settings () Create New VPN Profile

Profile

WPN_Ser_1
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4.8.3 Remote Access Control

Enable the necessary VPN service as you need. In default, PPTP VPN Service and L2TP
VPN Service are enabled. If you intend to run a VPN server inside your LAN, you should
disable the VPN service of Vigor Router to allow VPN tunnel pass through.

DrayTek ' - i A
ray 4 V:gor3900 Series Login: Admin
VPN and Remote Access >> Remote Access Control
Auto Logout : | SHin > Remote Access Control
Quick Start Wizard B
Culine, Status Enable PPTP VPN Service
wan Enable L2TP VPN Service
e —
|:| Enable $5L Tunnel(OpenVPN) Service
- IPsec Remote Dial-n Service : (%) Hone () L2TP over IPsec () DHCP over IPsec
_ wewad
 User Management |
VPN Client Wizard
VPN Server Wizard

PPP General Setup

IPsec General Setup

VPN Profiles

VPH TRUNK Management

Connection Management

U Apply @ Cancel

S

Available parameters are listed as follows:

Item Description

Enable PPTP VPN Check the box(es) to enable the service.

Service / L2TP VPN

Service/DHCP over

IPSec Service/L2TP

over IPSec Service

Apply Click it to save the configuration.

Cancel Click it to discard the settings configured in this page.
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4.8.4 PPP General Setup

Remote users can connect to the site, host, server and etc. via VPN connection built between
the router and the users by authentication procedure.

4.8.4.1 PPTP

This page display current status for VPN tunnel built with PPTP protocol.

VPN al
Auto Logout : | Off v

Quick Start Wizard
Online Status

VPN Client Wizard

VPN Server Wizard =
Remote Access Control
PPP General Setup

IPsec General Setup

VPN Profiles

VPN TRUNK Managemen
Connection Managemein

Dr Uy Te’( Vigor3900 Series

nd Remote Access >> PPP General Setup >> PPTP a
PPTP LaTP

Authenticate Protocol : MES-CHAP-v2 >

MPPE Encryption 128-hit v

User Authentication Type :|Local v

NetBIOS Naming Packet . () Pass (&) Block

Bl apply &3 cancel

Available parameters are listed as follows:

ltem

Description

Authenticate Protocol

The router will authenticate the dial-in user with the protocol
selected here.

MS- CHAP-v2 v
PAP

CHAP

MS- CHAP

MS- CHAP-v2

PAP - It means the router will attempt to authenticate dial-in
users with the PAP protocol.

CHAP - It means the router will attempt to authenticate
dial-in users with the CHAP protocol.

MPPE Encryption

Specify one of the encryptions for such server. It is available
only when MS-CHAP or MS-CHAP_V2 is selected.

128-hit w

4011 28-hit
1 28-hit
Disahle

User Authentication
Type

Set user authentication to Local server, RADIUS server or
LDAP server.
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LOAP W

Local
RADIU=
LDAP

LDAP profiles Choose a LDAP profile for PPTP Server if LDAP is selected
as user authentication type.

. W .
To clear the selected one, click to remove current object

selections.
LAN Profile Choose a LAN profile for PPTP Server if RADIUS or
LDAP is selected as user authentication type.
NetBIOS Naming Pass — Click it to have an inquiry for data transmission
Packet between the hosts located on both sides of VPN Tunnel

while connecting.

Block — When there is conflict occurred between the hosts
on both sides of VPN Tunnel in connecting, such function
can block data transmission of Netbios Naming Packet inside

the tunnel.
Apply Click it to save the configuration.
Cancel Click it to discard the settings configured in this page.

Enter all the settings and click Apply.
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4.8.4.2L2TP
This page display current status for VPN tunnel built with L2TP protocol.

D kK 4 . o
rdy Te V,gor39oo Series 14:39:51
VPN and Remote Access >> PPP General Setup >> L2TP @
Auto Logout : | OfF v - S NFED
Quick Start Wizard 14
Online Status R
Authenticate Protocol CHAP >
a User Authentication Type : |Local v
I
oA
[T — [#IForce L2TP with IPsec policy
|___HJetts serang
| abpiications

VPN Client Wizard

VPN Server Wizard
Remote Access Control
PPP General Setup
IPsec General Setup
VPN Profiles

VPN TRUNK

Connection Managemen

B Apply @ Cancel

Available parameters are listed as follows:

Item Description

Authenticate Protocol The router will authenticate the dial-in user with the protocol
selected here.

WS- CHAP-v2 w

PAP
CHAP

MS- CHAP
MS- CHAP-v2

PAP - It means the router will attempt to authenticate dial-in
users with the PAP protocol.

CHAP - It means the router will attempt to authenticate
dial-in users with the CHAP protocol.

User Authentication Set user authentication to Local server or RADIUS server.
Type

LDAP v

Local

RADIUS

LDAP
LDAP profiles Choose a LDAP profile for PPTP Server if LDAP is selected

as user authentication type.
To clear the selected one, click | to remove current object
selections.

LAN Profile Choose a LAN profile for L2TP Server if RADIUS/LDAP is
selected as user authentication type.
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Force L2TP with IPsec If it is checked, the router will use L2TP with IPsec policy
policy for VPN connection.

Apply Click it to save the configuration and exit the dialog.
Cancel Click it to discard the settings configured in this page.

Enter all the settings and click Apply.

4.8.5 IPSec General Setup

The IPSec services can provide access control, connectionless integrity, data origin
authentication, rejection of replayed packets that is a form of partial sequence integrity, and
confidentiality by encryption. These objectives are met through the use of two traffic
security protocols, the Authentication Header (AH) and the Encapsulating Security Payload
(ESP), and through the use of cryptographic key management procedures and protocols.

DrayTek
VPH and Remote Access >> IPsec General Setup @
AutoLogout : |OT IPsec General Setup
Quick Start Wizard
Online Status Preshared Key
WANProfile:  wanlush2  |v
DHCP LAN Profile - lant >
IKE Port : 500
NAT-T Port : 4500
IPsec MSS : 1360
VPN Client Wizard
VPN Server Wizard
Remote Access Control
PPP General Setup

VPN Profiles
VPN TRUNK Managemen
Connection Managemen

B spply @ cancel

Available parameters are listed as follows:

Item Description

Preshared Key Specify a key for IKE authentication
Confirm Pre-Shared Key- Retype the characters to confirm
the pre-shared key.

WAN Profile Choose a WAN interface profile to be used.

- >
To clear the selected one, click to remove current
profile selections.

DHCP LAN Profile Choose one of the LAN profiles for VPN.

IKE Port Type the UDP port number for Internet Key Exchange (IKE)
traffic to the VPN server.

NAT-Port Type the UDP port number for IPSec network address
translator traversal (NAT-T) traffic.

IPSec MSS Type the port number for IPSec MSS.
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Apply Click it to save the configuration.

Cancel Click it to discard the settings configured in this page.

Enter all the settings and click Apply.

4.8.6 VPN Profiles

The router allows you to create VPN profiles via the protocol of IPSec or PPTP (dial-in or
dial-out).

The router supports up to 500 VPN tunnels simultaneously. The following figure shows the
summary table.

DrayTek
VPN and Remote Access >> VPN Profiles @
Auto Logout : | Off VPN Profiles
Quick Start Wizard . _ .
Online Status £y add £ Edit  [) Delete 45 Refresh (&) IPsec (PPTP Dial-Out () PPTP Dial-In Profile Mumber Limit: 500
Profile Enable WAN Profile Local IP / Subnel Remote Host  Remote IP / Subi More Remote Sul
1 WPM_CLI_1 false wrant 192.168.1.0/24 192168.2.3 192.168.2.99/32
2 WPMN_Ser_1 false want 192.168.1.0/24 17216.1.88 192.168.2.45/32

VPN Client Wizard

VPN Server Wizard
Remote Access Control
PPP General Setup
IPsec General Setup
VPN TRUNK Managemen
Connection Managemeny

Each item will be explained as follows:

Item Description
Add Add a new profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
profile.

Delete Remove the selected profile.

To delete a profile, simply select the one you want to delete
and click the Delete button.

Refresh Renew current web page.

IPSec Display the LAN to LAN profile with IPSec policy.

PPTP Dial-out Display the LAN to LAN profile with PPTP Dial-out policy.
PPTP Dial-in Display the LAN to LAN profile with PPTP Dial-in policy.

Profile Number Limit Display the total number (500) of the object profiles to be
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created.

Profile Display the name of LAN to LAN profile.

Enable Display the status of the profile. False means disabled; True
means enabled.

WAN Profile Display the WAN interface selected for the profile.

Local IP / Subnet Mask

Display the LAN IP address with subnet mask of this profile.

Remote Host

Display the name of the remote host of this profile.

Remote IP / Subnet

Mask

Display the WAN IP address with subnet mask of this
profile.

More Remote Subnet

Display other LAN IP addresses with subnet mask which can
be used of this profile.

How to create an IPSec VPN profile

The IPSec services can provide access control, connectionless integrity, data origin
authentication, rejection of replayed packets that is a form of partial sequence integrity, and
confidentiality by encryption. These objectives are met through the use of two traffic
security protocols, the Authentication Header (AH) and the Encapsulating Security Payload
(ESP), and through the use of cryptographic key management procedures and protocols.

1.  Open VPN and Remote Access >> LAN to LAN.
2. Simply click the Add button.

VPN and Remote Access >> VPN Profiles

VPH Profiles

Ty A::I::I| & Edt  [[]] Dekete ™ Refr:

é

Profile Enalzle VAN Profile
1 WPN_CLI1 trus wani
P WPN_Ser_1 true wan
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3.

The following dialog will appear. Click the Basic tab to configure the settings.

IPsec - || %
Profile : L2l
/| Enable
Type (&) IPsec () PPTP Dial-Out () PPTP Dial-In
Basic Advanced GRE Propozal
1 "
Always On (") Enable (%) Dizable

For Remote Dial-in User: () Enable (%) Disable
VAN Profile wanil w @ Default VWAHN IP O VWAN Alias IP
Local IP { Subnet 255.255.255.0/24 W

Local Next Hop s

Remnte Host 0000
1 m *

m Apply Q Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the profile.

Enable Check this box to enable this profile.

Type There are three types offered here for you to choose. Please
choose IPSec for this case.

Basic Always On — Click Enable to make router always keeping
connection.

For Remote Dial-In User- Click Enable to allow the
connection via IPSec remote dial-in host.

WAN Profile- Choose a wan profile to be used by such
profile.

Local IP/Subnet - Type the IP address and subnet mask of
local host.

Local Next Hop - Specify the gateway for WAN interface.
Usually, use the default setting (leave it in blank).

Remote Host - Type the WAN IP address for the remote
host.

Remote IP / Subnet Mask - Type the LAN IP address and
LAN subnet mask for the remote host.

More Remote Subnet — Add more remote subnet in this
field if required.

Auth Type - The authentication to be used by Pre-Shared
Key or RSA Signature. Choose PSK or RSA for such

Vigor3900 Series User's Guide 287



4,

profile.

Certificate - Choose a local certificate from the drop down
list if RSA is selected as Auth Type.

Preshared Key — Specify a key for IKE authentication if
PSK is selected as Auth Type.

Security Protocol — Choose ESP to specify the IPSec
protocol for the Encapsulating Security Payload protocol.
The data will be encrypted and authenticated. Choose AH to
specify the IPSec protocol for the Authentication Header
protocol. The data will be authenticated but not be
encrypted.

After filling the required information for Basic, click the Advanced tab to open the

following page.

IPsec - ||
1 Profile : L2l 1
v | Enable
Type : (%) IPsec () PPTP Dial-Out () PPTP Dial-in
Bazic Advanced GRE Propo=al
1 -
Phaze1 Key Life Time : 28800
Phaze2 Key Life Time : 3600

DPD Delay :
DPD Timeout

Source 1P :

Perfect Forward Secrecy Status @ () Enable (%) Disable

Dead Peer Detection Status : (%) Enable () Dizable

30
120

auto_detect srcip w

U Apply d Cancel

Available parameters are listed as follows:

ltem

Description

Aggressive Mode

Enable — Click it to enable Aggressive Mode.
Disable — Click it to disable Aggressive Mode.

Local Peer ID

Type the ID for Vigor3900 which can be configured by the
remote end. It is available only when Aggressive Mode is
enabled.

Remote Peer ID

Peer ID is on behalf of the IP address while identity
authenticating with remote VPN server. The length of the ID
is limited to 47 characters. It is available only when
Aggressive Mode is enabled.
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Phase 1 Key Life
Time

The rekey-renegotiated period of the IKE Phasel keying
channel of a connection. The acceptable range is from 5 to
480 minutes (8 hours).

Phase 2 Key Life
Time

The rekey-renegotiated period of the IKE Phase 2 keying
channel of a connection. The acceptable range is from 5 to
480 minutes (8 hours).

Perfect Forward
Secrecy Status

Enables the PFS function. A new Diffie-Hellman Key
Exchange is included every time an encryption and/or
authentication key are computed on PFS.

Dead Peer
Detection Status

Enable — Click it to enable DPD. When there is no traffic
through the IPSec tunnel, both server and the client will send
the DPD packet to each other to ensure the IPSec tunnel
connection is active still.

Disable — Click it to disable DPD.

DPD Delay

The keep-alive timer. A Hello message will be emitted
periodically when a tunnel is idle. Use the value 0 to disable
this function. The recommended value is 30 seconds if
enabled.

DPD Timeout

The timeout timer. The peer will be declared dead once no
acknowledge message is received after timeout value. Use
the value 0 to disable this function. The recommended value
is 120 seconds if enabled.

Source IP

Choose one of the LAN profiles as a source IP.

5. After filling the required information for Advanced, click the GRE tab to open the

following page.

| IPsec - ||
Profile : L2l 1
v | Enable
Type : {(®) IPsec () PPTP Dial-Out () PPTP Dial-In
Bazic Advanced GRE Propozal

Enable GRE Function :

Local GRE IP:

Remote GRE IP :

(%) Enable () Disable

3]
[+

152 188 1

Auto Generate GRE Key : () Enable (3} Disable

GRE In Key :

GRE Out Key :

(Optional

(Optional

-

U Apply G Cancel

Available parameters are listed as follows:
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Item Description

Enable GRE Check the box to enable the function.

Function

Local GRE IP The virtual IP address of the router, specified for this tunnel.

Remote GRE IP

The virtual IP address of the remote client, specified for this
tunnel.

Auto Generate

Click Enable to generate the GRE key by the system

GRE Key automatically.
If you click Disable, you need to type GRE key manually.

GRE In Key Type the hexadecimal number as GRE In Key. This value is
used for the router to authenticate the source of the packet.
The length is 4 bytes.

GRE Out Key Type the hexadecimal number as GRE Out Key. This value

is used for the remote client to authenticate the source of the
packet. The length is 4 bytes.

6.  After filling the required information for GRE, click the Proposal tab to open the

following page.

IPsec - |

1 Profile : L2l 1

| Enable
Type (&) IPgsec () PPTP Dial-Out () PPTP Dial-In

Basic Advanced GRE

1
IKE Phase1 Proposal [Dial-0ut] : DES_G1 w
IKE Phase1 Authentication [Dial-Out] ; |&LL v
IKE Phase2 Proposal [Dial-Out] : 3DES_with_auth w
IKE Phase2 Authentication [Dial-Out] ; |&LL w
Accepted Proposal [Dial-In] acceptall W

U Apphy Q Cancel

Available parameters are listed as follows:

ltem

Description

IKE Phasel
Proposal (Dial-Out)

Propose the local available authentication schemes and
encryption algorithms to the VPN peers, and get its feedback
to find a match.

IKE Phasel
Authentication

Propose the local available algorithms to the VPN peers, and
get its feedback to find a match.
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(Dial-Out)
IKE Phase2 Propose the local available authentication schemes and
Proposal (Dial-Out) | encryption algorithms to the VPN peers, and get its feedback
to find a match.
IKE Phase2 Propose the local available algorithms to the VPN peers, and
Authentication get its feedback to find a match.
(Dial-Out)
Accepted Proposal | For the dial-in VPN user, please specify the limitation of the
(Dial-In) proposal.
Accept all supported proposal (acceptall) - When the VPN
tunnel is established, all the proposals supported by this
device will be accepted and applied.
Only accept proposal listed above (acceptabove) - When
the VPN tunnel is established, only the selected proposal will
be accepted and applied by this device.
Apply Click it to save the configuration.
Cancel Click it to exit the page without saving configuration.
7.  Enter all the settings and click Apply.
8. A new IPSec LAN-to-LAN profile has been created.

VPN and Remote Access >> VPN Profiles

VPN Profiles
©3 add & Edi  [[) Delste M Refrssh  (3) IPSec () PPTP Dial-Out () PPTP Dial-
Profile Enable VAN Profile Local IP / Subm Remote Host  Remote IF
'1 WPN_CLL1 falze wani 192.168.1.0024  0.0.0.0 0.0.0.0/32
2 WPN_Serv_1 falze wani 192.168.1.072¢  0.0.0.0 0.0.0.0/32
Lzl 1 true wani 192.168.1.07224  0.0.0.0 0.0.0.0/32

How to create a PPTP Dial-Out LAN to LAN profile

Below will guide you to create a PPTP dial-out profile for VPN connection:

1.
2.

Open VPN and Remote

Access >> VPN Profiles.

Simply click the Add button.

VPN and Remote Access >> VPN Profiles

VPH Profiles

€y add D

Profile

1 WPN_CLL1
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3.

The following dialog will appear.

PPTP Dial-Out =%

Profile : PTP_out_1

| Enable

Type () IPsec (%) PPTP Dial-Out ) PPTP Dial-In

PRTP

Always On : (") Enable (%) Disable

Idle Timeout (sec) 300 (QOptiona
Server IP/Host Name : 172.16.3.250

PPTP User Hame : pptptest Jpticna
PPTP Password : LYY

1

Local IP [ Subnet Mask : 182 168 1 o4 255.255.255.0/24 w

U Apply Q Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the profile.

Enable Check this box to enable this profile.

Type There are three types offered here for you to choose. Please
choose PPTP Dial-Out for this case.

PPTP Always On - Click Enable to make the profile being always

on.

Idle Timeout (sec) - If the user is idle over the limitation of
the timer, the network connection will be stopped for such
user. By default, the Idle Timeout is set to 300 seconds.
Server IP/Host Name - Type the IP address or the host
name of PPTP server.

PPTP User Name - Type a user name for authentication in
PPTP connection.

PPTP Password - Type a password for authentication in
PPTP connection.

Local IP/Subnet Mask - Type the IP address and subnet
mask of local host.

Remote IP / Subnet Mask - Type the LAN IP address and
LAN subnet mask for the remote host.

Route / NAT Mode - Specify the purpose for such profile.
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NAT v
Routs
NAT

Apply Click it to save the configuration.

Cancel Click it to exit the page without saving the configuration.

4.  Enter all the settings and click Apply.

5. A new PPTP Dial-Out profile has been created.

VPN and Remote Access >> VPN Profiles

VPN Profiles

@3 add  J& Eat  [[[) Delete D Refresh (O IPsec (3) PPTP Dial-Out () PPTP Dial-in Profile Number Lir

Profile Enable PPTP User Name Local IP / Subnet Mas Remote IP/ Subnet I
1 WPRN_CLL1 true 12345 0.0.0.0/24
2 FTP_out_1 true ppiptest 182.168.1.54/24

How to create a PPTP Dial-In LAN to LAN profile

Below will guide you to create a PPTP dial-in profile for VPN connection:
1.  Open VPN and Remote Access >>VPN Profiles.

2. Simply click the Add button.

VPN and Remote Access >> VPN Profiles
VPN Profiles

3 add Y& Edt [ Delete D Refresh

Profile Enable PPTF

1 WPN_CLL1 true 12
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3.

The following dialog will appear.

PPTP Dial-In

Profile :

EI Enable

Type .

Set PPTP Dial-In For User Profie

PPTP
PPTP User Hame : Aron v
Local IP / Subnet Mask 0 0 0 0 255 255 255.0/24 w

Remote IP { Subnet Mask : [ 0 0 0 255 255 2550424 )

PTP_in_1

) IPsec () PPTP Dial-Out (3) PPTP Dial-In

U Apphy 3 Cancel

Available parameters are listed as follows:

Item Description

Profile Display the name of the profile.

Enable Check this box to enable this profile.

Type There are three types offered here for you to choose. Please

choose PPTP Dial-In for this case.

Set PPTP Dial-In
For User Profile

Click it to create a new user profile or to modify an existing
profile.

User Profile =[x
€ add & edt [ Delete & Refresh Filii
Username Enable Thi System Us Group  PPTP L2TP DHCP from Static IP At Use mOTP

No tems to show.

1 m >

See the explanation later.

PPTP User Name

Choose a PPTP user profile for authentication in PPTP
connection.

Such profile shall be created in User Management>>User
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Profile previously. Otherwise, there are no selections
displayed here.

Local IP/Subnet Type the IP address and subnet mask of local host.

Mask

Remote IP / Subnet | Type the LAN IP address and LAN subnet mask for the

Mask remote host.

Apply Click it to save the configuration.

Cancel Click it to exit the page without saving the configuration.

4.  Enter all the settings and click Apply.
A new PPTP Dial-In profile has been created.

VPN and Remote Access >> VPN Profiles

VPN Profiles
[ Delete 45 Refresh (O IPsec (O PPTP Dial-Out (3) PPTP Dial-In FILEBLAIIE
Profile Enable PPTP User Hame Local IP { Subnet Mas Remote IP/ Subnet I
1 WPN_Ser_1 true Aron 182.188.2.22/24 172182224
z PTP_in_1 true Aron 0.0.0.0/24 0.0.0.0/24

Set PPTP Dial-In For User Profile

To set PPTP Dial-In connection, you have to create PPTP user profiles previously in User
Management>>User Profile, or click Set PPTP Dial-In For User Profile in this page to
configure a new one for choosing for authentication in PPTP connection.

Below shows the window of Set PPTP Dial-In For User Profile. For the configuration and
detailed information, simply refer to 4.6.2 User Profile.
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Uéér Profile =/l
© Add X% Edit [l Delete &% Refresh
Usel Enal Syst Grov PPT| L2TESSL DHC Static IP Address Use PPP Quol Tims Traffi
Aran true false User Enal Disa Enat lan? Disa Disa Moned-1 051
Allentrue false UserDisa Enak Disa lant EnatEnatEven0/a0i0-1
lita] ]

4.8.7 VPN Trunk Management

VPN Load Balance Mechanism can set multiple VPN tunnels for using as traffic load
balance tunnel. It can assist users to do effective load sharing for multiple VPN tunnels
according to real line bandwidth. Moreover, it offers three types of algorithms for load

balancing and binding tunnel policy mechanism to let the administrator manage the network
more flexibly.

Dray Tek Vigor 3900 Series 14:53:58

VPN and Remote Access >> VPN TRUNK Management >> Load Balance Rule

Auto Logout : | OF =

Quick Start Wizard 4 —
Online Status ©3 add £ Edit [ Delete &5 Refresh Prafile Murnber Limit :

‘Lnad Balance Rule || Load Balance Pool

Profile Enabl¢ Protoc Source IP Address Sourc Destination IP Address Destin Destin Destin Load E

Firewall

Ohjects Setting

User Management

Applications

VPN and Remote Acces:
VPN Client Wizard
VPN Server Wizard =
Remote Access Control
PPP General Setup
IPsec General Setup
VPN Profiles
VPN TRUNK Managemen|
Connection Managemen

Certificate Managemen|
SSL VPN
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4.8.7.1 Load Balance Rule

To build VPN load balance connection with other router, you can define the load balance

rule in this page.

VPN and Remote Access >> VPN TRUNK Management >> Load Balance Rule @)

Load Balance Rule | Load Balance Pool

3 Add

Profile Enabl¢ Protoc Source IP Address Sourc Destination IP Address Destin Destin Destin Load E

7 Edit [[] Delete &5 Refresh Profile Murmber Limit :

Each item will be explained as follows:

ltem

Description

Add

Add a new profile.

Edit

Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
profile.

Delete

Remove the selected profile.

To delete a profile, simply select the one you want to delete
and click the Delete button.

Refresh

Renew current web page.

Profile Number Limit

Display the total number (128) of the profiles to be created.

Profile

Display the name of the profile.

Enable

Display the status of the profile. False means disabled; True
means enabled.

Protocol

Display the protocol configured by such profile.

Source IP Address

Display the source IP address specified for this profile.

Source Mask

Display the subnet mask address specified for the source IP
of this entry.

Destination IP Address

Display the destination IP address specified for this entry.
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Destination Mask Display the subnet mask address specified for the destination
IP of this entry.

Destination Port Start Display the start point specified in the Dest Port Range for

this entry.

Destination Port End Display the end point specified in the Dest Port Range for
this entry.

Load Balance Pool Display the selection of load balance pool.

How to add a Load Balance Rule profile

1. Open VPN and Remote Access >>VPN TRUNK Management and click the Load
Balance Rule tab.

2. Simply click the Add button.

VPN and Remote Access >> VPN TRUNK Manag:

Load Balance Rule | Load Balance Pool

T3 Add Edit  [[[| Delete &*
L

Profile Enable Protocol Source

3. The following dialog will appear.

Load Balance Rule — || e

Profile : LB_rule_1

Enable

Protocol ALL w

(&}

Source IP Address : 192 168 1 2 Optional

255.255.0424 w | (Optional

Source Mask 2

n .

(=)

ra

Destination IP Address : 182 168 Optional

Destination Mask : 255,255 2550424 » | (Optional

Load Balance Pool w

g Apphy -:3 Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the profile.
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Enable

Check this box to enable such profile.

Protocol

Choose the protocol for such profile.

TCRUDP v
ALL

TCP
upp
TCRUDP
ICMP
FTP
TFTP
HTTP
SMTP
POP2

Source IP Address

Type the source IP address specified for this profile.

Source Mask

Type the subnet mask address specified for the source IP.

Destination IP
Address

Type the destination IP address specified for this entry.

Destination Mask

Type the subnet mask address specified for the destination
IP.

Destination Port
Start

Type the start point.

Destination Port
End

Type the end point.

Load Balance Pool

Use the drop down list to choose one profile configured in
load balance pool. Then, such rule will be applied by the
pool.

Apply

Click it to save the configuration.

Cancel

Click it to exit the page without saving the configuration.

Enter all the settings and click Apply.

A new profile has been created.

VPN and Remote Access >> VPN TRUNK Management >> Load Balance Rule

Load Balance Rule | Load Balance Pocl

€3 Add

1 LB_rule... true
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Profile Enable Protocol

ALL 182.168.1.45 255.255.255.0

M Refresh

n-]j Delete
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4.8.7.2 Load Balance Pool

This page allows the user to integrate several VPN IPSec profiles as a pool profile for VPN
Load Balance.

VPN and Remote Access == VPN TRUNK Management >> Load Balance Pool =)
Load Balance Rule | Load Balance Pool

Cyadd  JX Edit [ Delete &5 Refresh Frafile Mumber Limit
Profile - Mode Interface Primary Interface Backup Interface

Each item will be explained as follows:

Item Description
Add Add a new profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
profile.

Delete Remove the selected profile.

To delete a profile, simply select the one you want to delete
and click the Delete button.

Refresh Renew current web page.

Profile Display the name of the profile.

Mode Display which mode (load_balance or failover) is selected.

Interface Display the name of the Load Balance profile grouped under
such pool profile.

Primary Interface Display the primary interface for failover.

Backup Interface Display the backup interface for failover.
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How to add a Load Balance Pool Profile

1. Open VPN and Remote Access >>VPN TRUNK Management and click the Load
Balance Pool tab.

2. Simply click the Add button.

VPH and Remote Access >> VPH TRUNK Management

Load Balance Rule || Load Balance Pool

€3 add & Edit  [) Delete M Refres
Profile Mode Inters

Mo

3. The following dialog will appear.

Load Balance Pool - ||

Profile: LB_Fool 1

Muode : Load_Ralance w
Interface : L2L_1 A
WRR_CLI_1
o LZL_1

=1 apply &9 Cancel

Available settings are listed below:

Item Description

Profile Type the name of the profile (e.g., LB_Pool_1, within 10
characters including digit, letter, and underline).

Mode Choose Load_Balance or Failover.

Load_Balance

Interface — Choose VPN profile(s) as the interface.
Failover

Primary Interface / Backup Interface - Use the drop down
list to specify the VPN profiles for Primary Interface and
Backup Interface respectively.

Important!!! If there is no selection for Interface option, please go to VPN and
Remote Access>>VPN Profiles to create a new IPSec LAN to LAN profile with
enabled GRE setting. Then, return to this page to specify the Interface option.

4.  Enter all the settings and click Apply.
A new profile has been created.
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VPN and Remote Access >> VPN TRUNK Management >> Load Balance Pool 2]

Load Balance Rule | Load Balance Pool

3 Add £ Edit [ Delete &5 Refresh Prafile Mumber Limit :
Profile - Mode Interface Primary Interface Backup Interface
LE_Foal_1 Failaver L2 1 WRM_CLI_1

Refer to Chapter 3, How to Configure VPN Load Balance between Vigor3900 and Other
Router for getting more detailed information about Load Balance application.
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4.8.8 Connection Management

You can find the summary table of all VPN connections. You may disconnect any VPN
connection by clicking Disconnect button.

DrayTek

Auto Logout . | ShMin

Quick Start Wizard
Online Status

VPN Client Wizard

VPN Server Wizard
Remote Access Control
PPP General Setup
IPsec General Setup
VPN Profiles

VPN TRUNK Managemen

Connection Managemen|

VPN and Remote Access >> Connection Management @

Connection Management
Dial-Ourt tool
(® IPsec ()PPTP  Profiles : v £ Connect &5 Refresh

VPN Connection Status
VPN Type Remote P Virtual Netwol Up Time RX(Packets) TX{Packets) Disconnect

Mo itemns to shove.

Each item will be explained as follows:

Item Description

IPSec Click it to perform IPSec VPN connection.

PPTP Click it to perform PPTP VPN connection.

Profile This filed displays the profile configured in LAN-to-LAN
(with Index number and VPN Server IP address). The VPN
connection built by General Mode does not support VPN
backup function.

Connect Click this button to execute dial out function.

Refresh Renew current web page.

VPN Display the name of VPN profile.

Type Display the connection type (PPTP or IPSec) for such VPN
profile.

Remote IP Display the remote IP configure by VPN profile.

Virtual Network

Display the virtual network established by such VPN profile.

Up Time Display the connection time of this VPN tunnel.

RX (Packets) Display the total received packets through this VPN.
TX (Packets) Display the total transmitted packets through this VPN.
Disconnect Terminate the VPN connection.
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4.9 Certificate Management

A digital certificate works as an electronic ID, which is issued by a certification authority
(CA). It contains information such as your name, a serial number, expiration dates etc., and
the digital signature of the certificate-issuing authority so that a recipient can verify that the
certificate is real. Here Vigor router support digital certificates conforming to standard
X.500.

Any entity wants to utilize digital certificates should first request a certificate issued by a CA
server. It should also retrieve certificates of other trusted CA servers so it can authenticate
the peer with certificates issued by those trusted CA servers.

Here you can generate and manage the local digital certificates, and set trusted CA
certificates. Remember to adjust the time of Vigor router before using the certificate so that
you can get the correct valid period of certificate.

Below shows the menu items for Certificate Management.

Certificate Management

Local Certificate
Trusted CA Certificate
Remote Certificate

Local certificate is created by the end user and must be signed by a trusted CA center.
Vigor3900 can serve as a trusted CA and is called with “Root CA”. Therefore, any user can
ask for certificate signed by Vigor3900.

When Vigor3900 serves as a Root CA, it can sign the certificates coming from the users.
First, building a Root CA for Vigor3900 by clicking Trusted CA Certificate. Later,
certificate coming from other users can be uploaded to Root CA (Vigor3900) and be signed
by Vigor3900.
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4.9.1 Local Certificate

This page allows users to generate certificate based on different work requests. Local
certificate can be signed by itself or signed by a root CA (e.g., root CA on Vigor3900).

Dr Gy Tek . Vigor3900 Series

Certificate Management >> Local Certificate 2]

Auto Logout ;| 5Min v

Quick Start Wizard
Online Status

Local Certificate

* Upload  fi] Delete & Download €8 Generate

Select File : BIEREE | ABIEER

Name Subject Issuer Status Valid from Valid to

Mo items to show.

Local Certificate
Trusted CA Certificate
Remote Certificate

External Devices
Product Registration

Each item will be explained as follows:

Item Description

Upload Allow you to upload current configuration to the host as a
CA certificate.

Delete Remove the selected item of Trusted CA listed below.

Download Allow you to download an existing CA certificate to the
router.

Generate Open another web page for generating the local certificate.

Select File Use the Browse.. button to specify a file to be used as trusted
CA certificate.

Name Display the name of trusted CA built.

Subject Display the subject of the trusted CA built.

Issuer Display the issuer of the trusted CA built.

Status Display the status of the trusted CA built.

Valid From Display the starting point of the valid time of trusted CA.

Valid To Display the end point of the valid time of trusted CA.
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How to build a local certificate

1.  Open Certificate Management>> Local Certificate.

2. Simply click the Generate button.

Certificate Management >> Local Certificate

Local Certificate

® Upload  [[] Delete @ Download  £F Generate
Select File : BIEEE | RRIEEE
Name Subject Issuer Status Valid fi

Mo items to shiow.

3. The following dialog will appear.

Local Certificate

Certificate Name :

Il Type :

10 Value

Organization Unit :

Organization :
Locality(City) :
State/Province :
Commeon Hame :
Email Address :
Key Size :
Country :

Self Sign :

Passphrase :

Local_CA

0T
DrayTek

HS

Taiwan

DT_Licenze
zervice@draytek.com

1024 w

W

() Enable (%) Disable

E Apphy -:3 Cancel

Available parameters are listed as follows:

ltem

Description

Certificate Name

Type the name of the local certificate.

ID Type

The ID type for such certificate. There are four types:
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Domain Name: Certificated by domain name.
IP: Certificated by IP address.

Email: Certificated by email address.

None: Do not enter an 1D value.

Maone W

Mone
Cromain_Mame
IP

Ermail

LAy ER

ID Value

The ID value is determined by the ID Type selected for such
certificate.

For example, if you choose Domain_Name as the ID Type,
please type the domain name in this field.

Organization Unit

Type a description for the organization unit.

Organization

Type the name of the organization.

Locality (City)

Type the name of the city for such certificate.

State/Province

Type the name of the state /province for such certificate.

Common Name

Type the common name for such certificate.

Email Address

Type the e-mail address for such certificate.

Key Size Choose one of the key sizes for such certificate.

Country Type the name of the country that such certificate located.

Self Sign Click Enable to enable the self sign function. If the
certificated has been signed by it self, it can not be approved
or signed by other Root CA server any more.

Click Disable to disable the self sign function. A certificate
without self sign can be approved or signed by a Root CA
server, e.g., Vigor3900.

Passphase Such string will be used for confirmation while signing
remote CA. It is similar to a password but generally it is
longer for security.

Apply Click it to create a new local certificate based on the
configuration here.

Cancel Click it to exit the web page without saving the

configuration.

Enter all the settings and click Apply.

A new generated Local Certificate has been created.
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Certificate Management >> Local Certificate 2}
Local Certificate

* Upload  [[] Delete & Download £} Generate

SelectFile : HIEEE | R EEE

Name Subject Issuer Status Valid from Valid to
Local_CA Draytek Requesting

4.9.2 Trusted Certificate
This page allows you to build a RootCA certificate for Vigor3900.

RootCA can be deleted but not edited. If you want to modify the settings for a RootCA,
please delete the one and create another one by clicking Build RootCA.

Dray T€k Vlgor3900 Series 15:58:46
Certificate Management >> Trusted CA @
Auto Logout ;| Off v Trusted CA
Quick Start Wizard —
Online Status [ Upload [ Delete @ Download .+ Build RoolCA
AN Select File : BIEEE | FBEER
I
Name SLIh]EC‘l Issuer Status Valid from Valid to
L —
| Objects Setting Huo items ta show.
Local Certificate
Remote Certificate
|- |
| bstsll dldbdstiduse
External Devices
Product Registration

Each item will be explained as follows:

Item Description

Upload Allow you to upload current configuration to the host as a
CA certificate.

Delete Remove the selected item of trusted CA listed below.

Download Allow you to download an existing trusted CA certificate to
the router.

Build RootCA Allow to create a new CA certificate as Root CA.

Select File Use the Browse.. button to specify a file to be used as trusted
CA certificate.

Name Display the name of trusted certificate built.

Subject Display the subject of trusted certificate built.

Issuer Display the issuer of trusted certificate built.
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Status Display the status of trusted certificate built.

Valid From Display the starting point of the valid time of trusted
certificate.
Valid To Display the end point of the valid time of trusted certificate.

How to build a trusted CA certificate
1.  Open Certificate Management>>Trusted CA Certificate.
2. Simply click the Build RootCA button.

Certificate Management == Trusted CA
Trusted CA

™ Upload  [[] Delete @ Download ¢ Build RootCA

Select File : HEiFER | TEERE

Name Subject Issuer Status

Mo items to show.

3. The following dialog will appear.

Trusted CA — [

Certificate Name : RootCA
Organization Unit: DT

Organization : DrayTek
Locality(City) : HE

StateProvince :  Taiwan
CommoenName: CA_license

Email Address:  service@draytek.com

Key Size . 1024 "
Country : Ty
Passphrase :

= Apnply & cancel

Available parameters are listed as follows:

Item Description

Certificate Name Display the name of the trusted CA certificate.

Organization Unit | Type a description for the organization unit.

Organization Type the name of the organization.
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Locality (City)

Type the name of the city for such certificate.

State/Province

Type the name of the state / province for such certificate.

Common Name

Type the common name for such certificate.

Email Address

Type the e-mail address for such certificate.

Key Size Choose one of the key sizes for such certificate.

Country Type the name of the country that such certificate located.

Passphase Type the string for the new certificate.

Apply Click it to create a new local certificate based on the
configuration here.

Cancel Click it to exit the web page without saving the

configuration.

Enter all the settings and click Apply.

A new RootCA Certificate has been created.

Certificate Management >=> Trusted CA

Trusted CA

® Upload  [[] Delete

W Download 4 Build RootCa

Select File : BBEE | RBEEE

Name
RootCA

Issuer Status Valid from Valid to
CA_license RootCa Jan 5041417 2011 Jan 2 04:14:17 2021
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4.9.3 Remote Certificate

Vigor3900, as a Root CA, can sign any certificate coming from end users locally or remotely.
The selected user-defined certificate must be uploaded to Root CA. Also, the processing
result will be displayed on this page.

D (Y Vigor3s ;
rdy TB V,gor39oo Series 16:03:00
Certificate Management >> Remote Certificate @
it [l i Remote Certificate
Quick Start Wizard — =
Online Status ® Upload [ Delete @ Download . Sign
N Select File : BITEE | FBIREE
e
I "
r Name Subject Status
I
_Ohbjects setting Ha items to shaw.
Local Certificate
Trusted CA Certificate
I
okt L
External Devices
Product Registration

Each item will be explained as follows:

Item Description

Upload Allow you to upload current configuration to the host as a
remote certificate.

Delete Remove the selected item of remote certificate listed below.

Download Allow you to download an existing certificate to the router.

Sign Allow you to sign a requested certificate.

Select File Use the Browse.. button to specify a file to be used as trusted
CA certificate.

Name Display the name of remote certificate built.

Subject Display the subject of remote certificate built.

Status Display the status of remote certificate built.
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4.10 SSL VPN

An SSL VPN (Secure Sockets Layer virtual private network) is a form of VPN that can be
used with a standard Web browser.

There are two benefits that SSL VPN provides:

» Itis not necessary for users to preinstall VPN client software for executing SSL VPN
connection.

»  There are little restrictions for the data encrypted through SSL VPN in comparing with
traditional VVPN.

551 ¥PN

SSL Web Proxy
SSL Application
Online User Status

4.10.1 SSL Web Proxy
SSL Web Proxy will allow the remote users to access the internal web sites over

SSL.
| Dray Tek Vfgor 3900 Series Login: Admin
S5L VPN »> S5L Web Proxy
Aute Logout : | Off v e
Guick Start Wizard =
— % Ecit  [f[] Detete &M Refresh Frofile Num
X Prafile URL Host IP Address
TR som htt://swm.draytek.com 172.16.2.19
]
-]
" ObjectsSetting |

SSL Web Proxy

S5L Application

Online User Status

= T
o &
o
@
B

External Devices

Product Registration

|<

Each item will be explained as follows:

Item Description
Add Add a new profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
profile.

Delete Remove the selected profile.
To delete a profile, simply select the one you want to delete
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and click the Delete button.

Refresh

Renew current web page.

Profile Number Limit

Display the total number (10) of the profiles to be created.

Profile

Display the name of the profile that you create.

URL

Display the URL.

Host IP Address

Display the IP address for the Host.

How to create a new SSL Web Proxy
1.  Open SSL VPN>> SSL Web Proxy.
2. Simply click the Add button.

S5L VPN == SSL Web Proxy

SSL Web Proxy

Ty Add

Profile

& Edit  [[]] Delete &5 Refresh

URL

3. The following dialog will appear.

SSL Web Proxy

Praofile :
UFL :

Host IP Adidress :

S5L WP _1
vty drayte k. com

172 16 3 a9

M apply (9 Cancel

Available parameters are listed as follows:

Item Description
Profile Type name of the profile.
URL Type the address (function variation or IP address) or path of

the proxy server.

Host IP Address

If you type function variation as URL, you have to type
corresponding IP address in this filed. Such field must match
with URL setting.

4.  Enter all the settings and click Apply.

5. A new SSL Web Proxy profile has been created.

Vigor3900 Series User's Guide

313



S5L VPN == S5L Web Proxy

SSL Web Proxy

Ty Add € Edit  [JJ] Delete &% Refresh

Praofile URL Host IP Addre
S5L_WP_1 ity draytek com 17216.3.849

4.10.2 SSL Application

It provides a secure and flexible solution for network resources, including VNC (Virtual
Network Computer) /RDP (Remote Desktop Protocol) /SAMBA, to any remote user with
access to Internet and a web browser.

4.10.2.1 VNC

VNC stands for Virtual Network Computing. It allows you to access and control a remote
PC through VNC protocol.

| DFGYTek ' Vfgor3900 Series 14:08:35 Login: Admin

S5L VPN >> S5L Application >> VHC

: |Off
Auto Logout v e -

Quick Start Wizard
Profile Num

€3 acd  JK Eait [} Delste M Refissh

Profile IP Address Port Scaling

Online Status

it} 192.168.129.10 §800 100%

vnc_pc 182 1688 13912 5800 100%

]
e

o sstve.
SSL eb Proxy
S5L Application

Online User Status

External Devices

Product Registration [iad m

€

Each item will be explained as follows:

Item Description
Add Add a new profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
profile.

Delete Remove the selected profile.

To delete a profile, simply select the one you want to delete
and click the Delete button.
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Refresh

Renew current web page.

Profile Number Limit

Display the total number (10) of the profiles to be created.

Profile Display the name of the profile that you create.
IP Address Display the IP address for this protocol.

Port Display the port used for this protocol.
Scaling Display the percentage for such application.

How to create a new SSL Application with VNC protocol
1.  Open SSL VPN>> SSL Application and click the VNC tab.
2. Simply click the Add button.

SS5L VPN == SSL Application == WNC

WHNC

Ty add | & Edit

Profile

ROP

[l Celete &5 Refr
IP Address

Mo ite

3. The following dialog will appear.

VHC

Prafile :

IP &ddress : 122

Port :

Secaling :

ﬂ Apply -3 Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the profile that you create.

IP Address Type the IP address for this protocol.

Port Specify the port used for this protocol. The default setting is
5900.

Scaling Chose the percentage (100%, 80%, 60) for such application.

4.  Enter all the settings and click Apply.
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5. Anew SSL Application profile has been created.

SS5L VPN == SSL Application == VNC
WHNC ROP

Ty add & Edit [l Delete &5 Refresh

Profile IP Address Port Scaling
YHC_1 182.168.1.36 5800 100%
4.10.2.2 RDP

RDP stands for Remote Desktop Protocol. It allows you to access and control a remote PC
through RDP protocol.

| Dray Tek Vl.gor3900 Series Login: Admin

§5L VPN »= 55L Application »= RDP

Auta Logeut : | Off v

. B
Quick Start Vizard - . ot
e— €y Add DK Edit ] Delete &M Refresh RO

Profile IP Address Port Screen Size

T 182.188.138.10 2389 Fullsreen

- |

[ == ________________|

| VPNand Remote Access

" Certificate Management

SSL Web Proxy

Online User Status

External Devices

Product Registration [ m

£

Each item will be explained as follows:

Item Description
Add Add a new profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
profile.

Delete Remove the selected profile.

To delete a profile, simply select the one you want to delete
and click the Delete button.

Refresh Renew current web page.

Profile Number Limit Display the total number (10) of the profiles to be created.

Profile Display the name of the profile that you create.
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IP Address Display the IP address for this protocol.
Port Display the port used for this protocol.
Screen Size Display the screen size for such application.

How to create a new SSL Application with RDP protocol
1. Open SSL VPN>> SSL Application and click the RDP tab.
2. Simply click the Add button.

35L VPN == 551 Application == RDF

WM

T3 Add | S Edit

Profile

3. The following dialog will appear.

bk i

RDP

Profile :

IP Address

Port @

Screen Size ;

RDP
M Delete &5 Refrest
IP Address F
Mo iterns
ROF_1
192 168 1|87 |
3389
Fullscreen v

M apply 3 Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the profile that you create.
IP Address Type the IP address for this protocol.

Port Specify the port used for this protocol.
Screen Size Chose the screen size for such application.
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4.
5.

Fullzcreen W

Fullzcresn
18201440
18201200
18001200
1440500
12801024
1280x763
1152x864
1024x768
1024500
200x600
G40x430

Enter all the settings and click Apply.
A new SSL Application profile has been created.

S5L VPN == S5L Application == RDP
WhIC RDP

Ty add £ Edit  [[J) Delete 5 Refresh

Profile IP Address
ROP_1 192.168.1.57
318

Port
33849
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4.10.3 Online User Status

If you have finished the configuration of SSL Web Proxy (server), users can find out
corresponding settings when they access into DrayTek SSL VPN portal interface.

DrayTek

Auto Logout : | Off v

Guick Start Wizard

Online Status

S5L Web Proxy

5L Application

Online User Status.

External Devices

Product Registration

14:17:59

Login: Admin

Vigor 3900 Series

S5L VPN »> 850 VPN Status

Auto Refresh : |10 S=conas v

Remote |P

192 188 133.10 0

vivisn

=

Each item will be explained as follows:

ltem

Description

Refresh

Renew current web page.

Auto Refresh

Specify the interval of refresh time to obtain the latest status.
The information will update immediately when the Refresh
button is clicked.

User Name Display current user who visit SSL VPN server.
Remote IP Display the IP address for the host.
Time out Display the time remaining for logging out.
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4.11 Central VPN Management

Vigor3900 can build virtual private network (VPN) between itself and any other TR-069
CPE by the function of central VPN management. In addition, it can be treated as a server
(called CVM server) which can manage TR-069 CPE for periodical firmware upgrade,
configuration backup and restoring configuration.

Central VPN Management

General Setup

CPE Management
Log [ Alert

Note: 1. Such menu can manage the CPE connected through WAN only.

2. Up to 16 devices can be managed.

4.11.1 General Setup

4.11.1.1 General Setup

This page is used to configure settings which will be used by the clients to register to such
Vigor router.

Dr ay Te k V;gor 3900 Series 13:48:35
Central VPN Management >> General Setup >> General Setup a
plot e a General Setup | WP General Setup
Quick Start Wizard
Online Status Enable
I WAN Profile ©  |wan1 =
e
Port:
I
Username :
I
Password
[esss sy
T SO Polling Status : (=) Enable () Disable
il A L
| Anplications Polling Interval : 900
I
General Setup
CPE
Lo / Alert
Ikt Lokt L
External Devices
Product Registration
) anply &3 Cancel

Available parameters are listed as follows:

Item Description

Enable Check it to enable the settings.

WAN Profile Specify an interface for VPN management.

Port Type a port number for Vigor3900.

Username Type a username which will be used by any CPE tried to
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connect to Vigor router.

Password

Type a password which will be used by any CPE tried to
connect to Vigor router.

Polling Status

Enable — Click it to enable the polling function.
Disable — Click it to disable the polling function.

Polling Interval

Type the time value (unit is second). The range is from 60 ~
86400.

Apply

Click it to save the configuration.

Cancel

Click it to discard the settings configured in this page.

4.11.1.2 VPN General Setup
This page allows you to configure the basic settings for the VPN tunnel of Vigor3900.

DrayTek

Auto Logout © |Off v

Quick Start Wizard
Online Status

General Setup
CPE Management
Log / Alert

External Devices
Product Registration

Vigor3900 5eries

Central VPN Management >> General Setup >> VPN General Setup @

General Setup | VPN General Setup
'WAN Profile : wani *

Local IP | Subnet : 192 168 1 0 265.256.255.0/24 v
IPsec Security Method : |AH >

IKE Phase1 Mode : Agoressive v

B apply @ Cancel

Available parameters are listed as follows:

Item

Description

WAN Profile

Choose a WAN interface profile to be used.

Local IP/Subnet

Type the IP address and subnet mask of local host.

IPsec Security Method

Choose one of the following methods for the security of data
transmission. For example, choose AH to specify the IPSec
protocol for the Authentication Header protocol. The data
will be authenticated but not be encrypted.
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AH W

AH
DES_MoO_ALITH
DES
ADES_MO_ALUTH
3DES
AES_MNO_ALITH
AES

IKE Phasel Mode Choose Aggressive or Main as the IKE Phasel Mode.

Apply Click it to save the configuration.

Cancel Click it to discard the settings configured in this page.

322 Vigor3900 Series User's Guide



4.11.2 CPE Management
All the CPEs managed by Vigor3900 can be seen with icons from this page.

4.11.2.1 CPE Maintenance
This page allows you to manage the CPEs connected to Vigor3900.

®  Page without CPE connected

U)LYV “Vigor3500 series

Central VPN M it >> CPE M it >> CPE Maiit )
futo Logout: ‘Oﬂ E' | CPE Mai | VPN Managemert | Map
Quick Start Wizard i
i) Devices Status
Online Status
2% Edit = Detail [ Delete &% Refresh 7 Recycle Bin Total number af devices: : 0

Firewall
Objects Setting
User Management
Applications
VPN and Remote Access
" Certificate Management
SSL VPN
" Central VPN Management

General Setup s

CPE Management @3 add X Edit  [[] Delete % Refresh File Explorer

Log / Alert Profile Device Name Action Schedule Weekdays  Filename Status

" Bandwidth Management |
USB Application
System Maintenance
Diagnostics
External Devices
Product Registration

Mo iterns to show.

®  Page with CPE connected

DrayTek v rrstlyrers

Central VPN >>CPE >= CPE Mai @
LrblleLLI |0ﬁ B | CPE Mai | ¥PN Management Map
Quick Start Wizard .
. H Devices Status
Online Status = -
% Edit = Detail [l Delete & Refresh 7 Recycle Bin Tatal number of devices: © 0

WaN
LAN

NAT
— T ST ’ \’,/-,.-,-;' \/;'}"w \)'-'/'" ’
Objects Setting gl L e

User Management

Applications bhb chongging 2830 phix 3200
VPN and Remote Access 17247.1.246 17217.1.215 17247.1.208 17217.1.247 172471116

Certificate Management @ g

55L VPN

Central ¥PN Management

Ll
CPE Management 5y Add £ Edit  [[] Delete & Refresh File Explarer
Profile Device Name Action Fi Status
m test DrayTek_00507F, Configuration Bac Once test [Finished]
USB Application 2830 DrayTek_00507F, Firmware Upgrad Weekidays Jeurnifiles/0050
System Maintenance
Diagnostics
External Devices
Product Registration

Available parameters are listed as follows:

Item Description

Vigor3900 Series User’s Guide 323



Managed Devices Status | This area displays icons for the CPE managed by Vigor3900.

Edit — To modify the name and location of specific CPE,
click the one you want and click the Edit button. A pop up
window will appear. Simply change the name (for
identification) and/or location manually.

Edit Device =%

hodel Mame : Wigor2830Y
Device Mame . DrayTek_00&807F_Vigor2830W_00507FEAFAFS
Hame . 2230
fanufacturer . DrayTek
Oul: 00a07F
Froduct Class ;. Wigor2a30v
tac Address : 00507FBAFAFS
Location . wuhan
Lating : 30.553099,114.305393
1P 17217.1.208
Port: 8064
URL: fowriCRM.html
Description : DrayTek vigor Router
Hardware Version: 101
Software Version . beta_0414

Maderm Firrmware Version: test
) apply @ cancel

Detail — It displays the same content as the Edit button.
However, it cannot be used to modify name or location.

Delete — To disconnect the management of any CPE, click
the CPE icon you want and click the Delete button.

Refresh — Click it to refresh current page.

Recycle Bin — All the deleted CPEs will be stored in a
temporary place for the administrator to retrieve. It is useful
especially for the CPEs deleted carelessly.

If you want to retrieve some CPE, click it to open another
window. Deleted CPEs containing related information will
be displayed on the window. Choose the one you want to
retrieve and click Restore. Later, the selected one will appear
on the Managed Devices Status area again.

Maintenance This area displays all the profiles which are created for
applying to the managed device.

Add - To add a new profile, simply click it to open a pop up
window.

324 Vigor3900 Series User's Guide



Maintenance =¥

Profile : 2830

Device : DrayTek_00507F_Wiga l'
Action : »

Schedule : Firrmware Upgrade

Configuration Backup
Start Date : |Configuration Restore

Start Time : 00:00:00
EndDate: 2010-01-01
End Time: 00:00:00

o

Filename :

1 apply (3 cancel

Edit — To modify existed profile, choose the one you want to
change and click this button to open the pop up window.

Delete — To discard any existed profile, simply choose one
you want and click this button to delete the profile.
Refresh — Click it to refresh current page.

File Explorer — Click it to open a file explorer. The
available firmware will be displayed in such page.

File Explorer - |

% Upload [[]] Delete & Download () Createfolder 4% Refresh

Filename Property Size LastModify Directory
Directory 1248 2013/05/071 09:4 fovmifiles k-
. Directory 224 20130106 11:3 Jovm
00507FO00000  Directory 224 2013/05/077 09:4 Jovmifiles
00507FC20A9C Directory g0 2011014017 08:0 Jevmifiles 3
00507FC291A0 Directory 424 2013105071 11:4 Jevmifiles
00507FC291C0 Directory 400 2013041171021 Jdevmifiles
00507FCYFBAC Directory 224 2013101165181 Jovmifiles
00507FBFADOD Directory 712 2013103220 15:0 Jevmifiles
00507F223344 Directory 304 2013003117175 Jevmifiles
001 DAAABBEE00 Directory 224 201310116/ 181 Jevmifiles b

[ select 3 Cancel
L — )

Profile — Display the name of the profile.

Device — Display the name (hamed by Vigor3900) of the
devices selected by such profile.

Name — Display the name (can be modified by the
administrator) of the device.

Action — Display the action specified for such profile.

Schedule — Display the frequency of for such profile which
will be performed by Vigor router.

Weekdays — Display the day(s) chosen for such profile.
Filename — Display the filename of the firmware.

Status — Display current status of the profile has been
finished or not.
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Refer to sections “3.7 How to manage the CPE (router) through Vigor3900?” and “3.9
How to upgrade CPE firmware through Vigor39007?” for more detailed information.

How to add a new Maintenance Profile
Follow the steps below to create a new maintenance profile.
1. Click Add from the Maintenance area

#* Maintenance

€3 Add | 2 Edit  [[]) Delete ™ Refresh

Profile Device Action

3. The Maintenance dialog appears.

¥ Maintenance —|[x|§
|
Profile :
Device : o
Name :
Action : v |
Schedule: Once v

Start Date : 2010-01-01
Start Time : 00:00:00
End Date: 2010-01-01
End Time : 00:00:00

Filename :

&

M apply Q Cancel

Available parameters are listed as follows:

Item Description
Profile Type the name of the maintenance profile.
Device The drop down list will display all the devices detected by

Vigor3900. Choose the one which will be applied with such
new created profile.
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CrayTek_00507F _Wigao

DrayTek_00507F_Vigor_00507FECZ130
DrayTek_00507F_Wigor2110vV_00507FI27BAEC
DrayTek_00507F_Wigor2830v_00507FEAFAFS
DrayTek_00507F_wvigor_00507F94ETAR

M= Tal NMOSOTE YWioeorer NNOSOTEOOONOAN

Usually, the name of the device will be assigned by
Vigor3900 automatically. If you want to give a name easy
for easy recognition, refer to 4.11.2.1 CPE Maintenance to
specify another name for the device additionally.

Name

Display the name (can be modified by the administrator) of
the device.

Action

There are three actions for you to choose for such profile.

b4

Firmmware Upgrade
Configuration Backup
Configuration Restore

Firmware Upgrade — It means such profile will be used for
firmware upgrade.

Configuration Backup — It means such profile will be used
for configuration backup of the selected CPE.

Configuration Restore — It means such profile will be used
for restoring the configuration of the selected CPE.

Schedule

The new created profile can be applied to the selected CPE
based on the schedule configured here.

once v

[ o
Qnce
Weekdays

Now — The action will be performed for the selected CPE
immediately.

Once — The action will be performed for the selected CPE at
the specified time, and will be done for once.

Weekdays — The action will be performed for the selected
CPE at the time and date specified below every week.

Start Date /
End Date

It is available only when Once is selected as Schedule.

Specify the starting date /ending time with the format
YYYY-MM-DD.

Start Time /
End Time

It is available only when Once is selected as Schedule.

Specify the starting date /ending date with the format
YYYY-MM-DD.

Weekdays

It is available only when Weekdays is selected as Schedule.
Simply check the day you want.
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L
|:| IMon
|:| Tue
I:l Wed
|:| hu
] Fri
[ sat
|:| Sun
Filename Type the name string of the file which will be used for
firmware upgrade, configuration backup or configuration
restore.
Apply Click it to save and exit the dialog.
Cancel Click it to exit the dialog without saving anything.

4.  Enter all the settings and click Apply.
5. A new maintenance profile has been created.

4.11.2.2 VPN Management

An easy method is offered to configure VPN settings for building VPN connection between
Vigor3900 (treated as VPN server) and other Vigor router (treated as CPE device, i.e.VPN
client).

Dray TEk ; Vigor 3900 Series 14:34:00

Central VPN >>CPE >>VPN @

Auto Logout | OF v
Quick Start Wizard

CPE Maintenance | VPN Management Map

g - :::Keep VPN Settings
it T PPTP 2% IPsec 3§ Advanced &5 Refresh ’I 2 g
L2 Add [ Delete &9 Refresh
J Profile Device Name
e
I Mo iterns to show,
Il
S esaly
el
[ eI LR R s LLSUR 5 .
General Setup ! Connected Devices ! - & Refresh
CPE Management VPN Type Remote IP Virtual Netwoi Up Time RX(Packets) TX{Packets) Disconnect
Log / Alert Mo items to show.
~ Bandwidth Management |
~ USB application |
L gt HielsSuetiss
~ Diagnosties |
External Devices
Product Registration

Available parameters are listed as follows:

Item Description

Display Screen Once the device is managed (controlled) by Vigor3900, it
will be displayed on such screen automatically. If not, refer
to sections “3.7 How to manage the CPE (router) through
Vigor3900?” for more detailed information.

If the VPN isn’t established successfully, a red line will
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appear instead.

CPE Maintenance | VPN Management hap

PP PPTP %% IPsec & Advanced &% Refresh

PPTP

To build a quick VPN connection with PPTP, simply click
the remote CPE (waiting for the icon to be bigger) first and
then click it. If the connection is built successfully, a green
line will appear.

IPsec

To build a quick VPN connection with IPsec, simply click
the remote CPE (waiting for the icon to be bigger) first and
then click it. If the connection is built successfully, a blue
line will appear.

Advanced

To build a VPN connection with detailed configuration (such
as PPP authentication and VJ compression), click Advanced
tool.

Advanced - |

Device : v

Name
DrayTek_D0507F_Vigor_00507FCD0O440

Déal Tvwe : DrayTek_D0S07E_Vigor 001044452238
PPP Muthentication - | D1ayTek_00507F_vigor2830V_001DAAAGZ23E

WJ Compression O ~

£3 Connect {3 Cancel

——

Specify the CPE from the Device drop down list; choose the
name of the CPE; select PPTP or IPsec as the Dial Type;
choose PAP_only or PAP_or_CHAP as PPP authentication;
enable or disable VJ Compression; then click Connect to
build the VPN connection.

Note: If the VPN connection has been established

successfully, a new LAN to LAN profile will be created for
the CPE automatically. See the following example.

Vigor2830 series

ADSL2 + Security Firewall

WPN and Remote Access >> LAN to LAN

Duick Start Wizard

Service Activation Wizard LAN-to LAN Profiles:

Index Name Status I
CVM_AB2238 W
777

7

2l ol el

Ed
X
B
e ®
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Keep VPN Settings To avoid the VPN be disconnected due to the settings
changed by the client, the connection status can be kept by
specified by such feature.

Add - Click it to open the following dialog. Type the name
of the profile and choose the CPE from the Device drop
down list. Then, click Apply to save the settings. Such
profile will be applied to the device connecting to Vigor3900
with VPN.

Keep VPH Settings . _ *

Profile: 12

Device : v

Name :

DrayTek_D0S07F_vigor_00507FEG2130 - :
DrayTek_00507F_vigorz110v_00s07Faaresc] Apply & Cancel

| DrayTek_00507F_Yigor2820Y_00507FBAFAFS ]
DrayTek_D0507F_Vigor_D0507F94ETAS
DrayTek_00507F_Vigor_D0507F000000
DrayTek_D0507F_Vigor3200_00507FCO0440
DrayTek_D0507F_vigor_D050TFCFETIC

Delete — Click it to delete the profile. The VPN between the
router and the client might not be guaranteed.

Refresh — Click it to refresh current page.
Profile — Display of the profile used now.

Device — Display the name of the CPE connected to Vigor
router via VPN.

Name — Display the name (can be modified by the
administrator) of the device. Refer to 4.11.2.1 CPE
Maintenance for detailed information.

Connected Devices Once the VPN is established successfully, the basic
information such as the connection type, IP address, RX/RX
will be displayed on this field.

Refresh — Click it to refresh current page.

VPN - Display the name of the VPN.

Type — Display the type of the connection mode.
Remote IP — Display the IP address of the remote end.
Virtual Network — Display the IP address of Vigor3900.
Up Time —Display the connection time of such VPN.

RX(Packets) /TX(Packets) —Display the number of the
packets exchanged in such VPN.

Disconnect — Click it to disconnect the VPN.
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4.11.2.3 Map

To display the location of the selected CPE with a bird’s eye view, open Central VPN
Management>>CPE Management and click the tab of Map.

DrayTek

Vigor3900 Series

Central ¥PN Management

General Setup

CPE Management
Bandwidth Management
UsB Application
System Maintenance

Diagnostics
External Devices

Product Registration

Central VPN == CPE == Map

uEoRa Uy |0ﬁ |CPE Maintenance || VPN Managernent ” Map
Quick Start Wizard
TS Detail 4 Refresh Total number of devices: : 0
Firewall \/&"” ’ \WL‘ \J‘;:wu
Objects Setting
Llser- Ma.nagement 5H_GW heijing guangzhou changring
Applications 172.17.1.208 172171115 17217.1.224 17217.1.225
VPN and Remote Access L] ] @ ]
Certificate Management
S5L VPN

pg——

DeviceName: DrayTek_001DAA_Vigor2830V_001DARAB223E ® &
Hame: SH_GW

IP:172171.208

SerlalNumber: 001 DAME2238
Description: DrayTek Vigor Router
SoftwareVersion: 3.6.4_db

= - Kiteng .
Zhengzhoue = Vb
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4.11.3 Log/Alert
The Log page offers brief information to identify the CPE connected to Vigor3900.

Draylek

Vigor 3900 Series

Central VPN Management >> Log / Alert >> Log 9
Auto Logout ; | Shin v s T

Quick Start Wizard
Online Status & Refresh Auto Refresh © |10 Seconds |v|

D Time Device Name Type Description

1 2013-05-17 14:56:20 UTC DrayTek_00507F_Vigor_{ Firmware Upgrade [Processing][1] Request CPE to download fim

2 2013-05-17 14:58:21 UTC DrayTek_00507F_Vigor_{ Firmware Upgrade [Processing][1] CPE start to download firmwar
Firewsall 3 2013-05-17 15:01°42 UTC DrayTek_D0507F _Vigor_{ Firmware Upgrade [Finished] Profile: YV2830_Test, CPE firmware

Objects Setting

User Management
Applications

VPN and Remote Access
Cel icate Management
SSL VPN

Central ¥PN Management

Bandwidth Management
USB Application

System Maintenance
Diagnostics

External Devices

| Product Registration

The Alert page offers brief information to identify the CPE connected to Vigor3900.

DrayTek

Login: Fae

Auto Logout -

Quick Start Wizard

Online Status
WaN

NAT

Firewall

Objects Setting

User Management
Applications

VPN and Remote Access
Certificate Management
SSL VPN

Central ¥PN Management

General Setup

Topology Management
Log
Bandwidth Management
USB Application

System Maintenance

Diagnostics

External Devices

E$ o

Product Registration

Vigor3900 Series

Central VPN Management >> Log / Alert >> Alert

Log | Alert |

&5 Refresh Auto Refresh n
D Time Device Name Type Description
1 2011-01-01 08:00:48 UTC DrayTek_00507F_Vigaor_{ CPE Connection CPE is offline!
2 2011-01-01 08:00:48 UTC DrayTek_00507F_Vigor_{ CPE Connection CPE is offline!
3 2011-01-01 09:00:48 UTC DrayTek_00507F_Vigar_{ CPE Connection CPE ig offline!
4 2011-01-01 08:00:48 UTC DrayTek_00507F_Vigar2® CPE Connection CPE is offline!
] 2011-01-01 08:00:48 UTC DrayTek_00507F_‘igor2t CPE Connection CPE is offline!
[ 2011-01-01 09:00:48 UTC DrayTek_00507F_Vigor2t CPE Connection CPE ig offline!
7 2011-01-01 08:00:48 UTC DrayTek_00507F_Vigar_{ CPE Connection CPE is offline!
8 2011-01-01 08:00:48 UTC DrayTek_00507F_Vigor_{ CPE Connection CPE is offline!
9 2011-01-01 09:00:48 UTC DrayTek_00507F_Vigar_{ CPE Connection CPE ig offline!
10 2011-01-01 08:00:48 UTC DrayTek_00507F_Vigor3: CPE Connection CPE is offline!
11 2011-01-01 08:00:53 UTC DrayTek_00507F_‘Vigor2® CPE Connection CPE is Online!
12 2013-05-08 11:52:41 UTC DrayTek_00507F_Vigor2® CPE Connection CPE ig offline!
13 2013-05-08 11:82:67 UTC CVM_EC2130 FFPTP CWM_EC2130 connected!
14 2013-05-08 11:52:58 UTC pptp PPTP pptp connected!
18 2013-05-08 11:52:59 UTC DrayTek_00507F _Vigor_{ CPE Connection CPE is Online!
16 2013-05-08 11:53:01 UTC DrayTek_00507F_‘igor_{ CPE Connection CPE is Online!
17 2013-05-08 11:53:03 UTC DrayTek_00507F_Vigar2® CPE Connection CPE iz Onlinel
18 2013-05-08 11:63:13 UTC CVM_EAFAFS IPSec CWM_BAFAFE connected!
18 2013-05-08 11:53:15 UTC DrayTek_00507F_‘igor3: CPE Connection

CPE is Online! E
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4.12 Bandwidth Management

Below shows the menu items for Bandwidth Management.

Quality of Service I
QoS Rule
Sessions Limit

Bandwidth Limit

The QoS (Quality of Service) guaranteed technology in the Vigor router allows the network
administrator to monitor, analyze, and allocate bandwidth for various types of network
traffic in real-time and/or for business-critical traffic. Thus, timing-sensitive applications will
not be impacted by web surfing traffic or other non-critical applications, such as file transfer.
Without QoS-guaranteed control, there would be virtually no way to prioritize users/services
or guarantee allocation of finite bandwidth resources to network or servers for supporting
timing-sensitive and mission-critical network applications, such as VolP (Voice over IP) and
online gaming applications.

Differentiated quality of service is therefore one of the most important issues over the
Internet infrastructure. In Vigor router, DSCP (Differentiated Service Code Point) support is
also taken into consideration in the design of the QoS-guaranteed control module.
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4.12.1 Quality of Service

The QoS function handles incoming and outgoing classes independently. Users can
configure incoming or outgoing separately without any impact on the other.

4.12.1.1 General Setup

This page allows you to set WAN interface for QoS. Choose one of the WAN interfaces and
click Apply to save the settings.

DrayTek &7 - ~ =
raYTe Vlgor3900 Series 14:47:41 Login: Admin
B i >> Quality of Service >> General Setup =]

Auto Logout ‘Oﬁ B |General Setup | Outgoing Queus ” Incoming GQuede ‘

Quick Start Wizard

Online Status | —

A QoS WAN Disahle B3
L — Disable

LAN wanl

NAT wan2

Firewall x::j

Objects Setting wans

User Management
Applicati

Management
SSL VPN
"Central VPN Management
" Bandwidth Management
Quality of Service
QoS Rule

Sessions Limit
Bandwidth Limit
USBE Application

System Maintenance
Diagnostics

External Devices
Product Registration

‘ B apply @ Cancel ‘

4.12.1.2 Outgoing Queue

This page allows you to configure bandwidth percentage of data and voice signals
transmission for outgoing data.

Drdchk Vlgor3900 Series 14:48:18
Bandwidth Management >> Quality of Service >> Outgoing Queue (=]
LI |0fr B |General Setup || Outgoing Queue ” Incaming Queue|
Quick Start Wizard _ Outgoing Quene 1-5
Online Status
C owan Status : () Enable (3 Disable
LAN Bandwitth : 1} @ HKbps O Mbps
NAT Queue 5 Weight : 5 (Local Setvice)
Firewall Queue 4 Weight : 4
Objects Setting Queue 3 Weight : 2
User Management Queue 2 Weight : 2
Applications Queue 1 Weight : 1 (Default Queue)

" YPN and Remote Access
SSL VPN

""Central YPN Management

" Bandwidth Management

Quality of Service

QoS Rule

Sessions Limit
Bandwidth Limit
USB Application

System Maintenance
Diagnostics

External Devices
Product Registration

| B Apply @ Cancel |

Available parameters are listed as follows:
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Item Description

Status Click Enable to enable such function.

Bandwidth Type the number as the total transmission rate for the
outgoing data. The range can be set from 64000 to
10000000.
Click the unit for such rate.

Queue 5 Weight ~ There are several available outgoing queues, four shapers at

Queue 1 Weight varying levels, and five data queues with weights. All queues

in the data group to be initialized with weights of zero,
resulting in a strict service to completion (STC) mechanism
across all queues.0.

Type the weight of queues in bytes, range from 0 to

1000000.
Apply Click it to save and exit the dialog.
Cancel Click it to exit the dialog without saving anything.

4.12.1.3 Incoming Queue

This page allows you to configure bandwidth percentage of data and voice signals
transmission for incoming data.

DrayTek

Bandwidth Management >> Quality of Service >> Incoming Queue @

Auto Logout . | Off »

Quick Start Wizard
Online Status

General Setup | Outgoing Queue | Incoming Queue
Incoming Queue 1-5

Status : () Enable (3 Disable
Bandwitdth : 0 @ Kbps O Mbps
Queue 5 Weight : 5
Queue 4 Weight : 4
Queue 3 Weight : 3
Queue 2 Weight : 2

1

Queue 1 Weight : (Default Queue)

QoS Rule
Sessions Limit
Bandwidth Limit

External Devices
Product Registration
B apply @ cancel

Available parameters are listed as follows:

Item Description

Status Click Enable to enable such function.

Bandwidth Type the number as the total transmission rate for the
incoming data. The range can be set from 64000 to
10000000.
Click the unit for such rate.

Queue 5 Weight ~ There are several available incoming queues, four shapers at
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Queue 1 Weight

varying levels, and five data queues with weights. All queues
in the data group to be initialized with weights of zero,
resulting in a strict service to completion (STC) mechanism
across all queues.0.

Type the weight of queues in bytes, range from 0 to
1000000.

Apply

Click it to save and exit the dialog.

Cancel

Click it to exit the dialog without saving anything.

4.12.2 QoS Rule

There are 32 filter rules that can be configured in such page for incoming and outgoing data.

Bandwitdth Management >> QoS Rule @)
Auto Logout © |OfF T
Quick Start Wizard ~ — 5 = El
Online Status @y add & Edit [ Delete &% Refresh Gf Rename rofile
Profile Enable Source IP Destination Il Service Type Match Type DSCP T0S Queue Numb
Ne items to show

Quality of Service

QoS Rule

Sessions Limit

Bandwidth Limit
External Devices
Product Registration

Available parameters are listed as follows:

Item Description
Add Add a new rule profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
profile.

Delete Remove the selected profile.

To delete a profile, simply select the one you want to delete
and click the Delete button.

Refresh Renew current web page.

Rename Allow to modify the selected profile name.

Profile Display the name of the profile for the filter.

Enable Display the status of the profile. False means disabled; True
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means enabled.

Source IP Display the source IP address for the filter.

Destination IP Display the destination IP address for the filter.

Service Type Display the service type (e.g., IKE, HTTP, AUTH and etc)
for the filter.

Match Type Display the match type (e.g., TOS or DSCP) for the filter.

DSCP Display the setting of DSCP.

TOS Display the setting of TOS.

Queue Number Display the queue number that such filter is categorized.

How to add a QoS rule profile
1.  Open Bandwidth Management>> QoS Rule.
2. Simply click the Add button.

Bandwidth Management >> oS Rule

€3 add  JK Edt [J) Delete ¢

Profile Enable Source [P Desti

3. The following dialog will appear.

Profile =[x

Profile :
Enable

Match Type : |MNone v

Queus Number ;| 1 [Weighted Queue] v

While no target has been specified, firewall rules are applied fo Any chject
Firewrall Objects
=] source target
¥ Source IP Object
¥ Source IP Group
|=] destination target
»  Destination IP Object
#  Destination IP Group
=] general target

P Service Typs

U Apply Q Cancel

Available parameters are listed as follows:
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Item Description

Profile Type the name of the filter profile.
Enable Check this box to enable such profile.
Match Type Use the drop down list to specify a suitable match type.
DSCP v
MNone
DSCP
TOS
DSCP It is available when DSCP is selected as the Match type.
AF I:I- ;32 [La . _Dr;:

AF Clazz2 [Medium Drop]
AF Clazs2 [High Drop]
AF Clazz2 [Low Drop]
AF Clagsd [Medium Drop]
AF Clags3 [High Drop]
AF Clazz4 [Low Drop]
AF Clazz4 [Medium Drool

DSCP: IP precedence 7 w
TOS It is available when TOS is selected as the Match type.
Mormal-Service W

Normal-Service

Queue Number Choose a queue number to category the packets matching
with the condition configured as above. Queue 5 is the
highest; 1 is the lowest.

1 Meighted Gueug] |+

1 Meighted Cueug]
12 2 dvirighted Queug] E
3 Meighted Cueug]
4 fveighted Gueug]
a eighted Cueug]

source target Click ¥ on the left side of the Source IP Object/Source IP
Group profile. Check the object profile(s) as the source
target.

Source IP Object — Use the drop down list to choose one of
the source IP objects for such rule profile.

Source IP Group — Use the drop down list to choose one of
the source IP group for such rule profile.
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If you want to create a new IP object, simply click ) to
open the following dialog.

Source IP Object =%

Profile :

Address Type: |Single v}

Start IP Address :

H Apply 53 Cancel

Profile — type a new name for such IP object.

Address Type —Choose the address type (Single or Range)
for such rule. Each type will bring different settings for
configuration.

Start IP Address - Type the IP address of the starting point
for such profile.

End IP Address - Type the IP address of the ending point
for such profile if you choose Range as Address Type.

Subnet Mask — Choose the subnet mask from the drop
down list if you choose Subnet as Address Type.

destination target

Click ¥ on the left side of the Destination IP Object/
Destination IP Group profile. Check the object profile(s) as
the destination target.

Destination IP Object — Use the drop down list to choose
one of the destination IP objects for such rule profile.

Destination IP Group — Use the drop down list to choose
one of the destination IP group for such rule profile.

If you want to create a new IP object, simply click r:} to

open the following dialog.

Destination IP Object - X

Profile :

Address Type : Single v

Start IP Address:
Bl soot @ cancel

Profile — Type a new name for such IP object.

Address Type — Choose the address type (Single or Range)
for such rule. Each type will bring different settings for
configuration.

Start IP Address - Type the IP address of the starting point
for such profile.

End IP Address - Type the IP address of the ending point
for such profile if you choose Range as Address Type.

Subnet Mask — Choose the subnet mask from the drop
down list if you choose Subnet as Address Type.
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4.
S.

general target Service Type - Choose one of the service types from the

drop down list.

open the following dialog.

Profile

Profile : far_out_filter

Protocol : TCR »
Source Port Start : 1

Source Port End : 65535

Destination Port Start : 1

Destination Port End : 65535

e
If you want to create a new service type, simply click 5 to

Cy*add (D cancel

Profile — type a new name for such service type.
Protocol —There are two options: TCP, UDP and
TCP/UDP. Select the protocol that you want to use.

Source Port Start /End - Type the start /end number for the
port range of the source port for such filter.

Destination Port Start / End - Type the start /end number
for the port range of the destination port for such filter.

Apply Click it to save the configuration and exit the page.

Cancel Click it to exit the page without saving the configuration.

Enter all the settings and click Apply.

A QoS rule profiler has been created.

QoS Rule

@y add £ Edit [ Delete &5 Refresh G Rename

Profile Enable Source IP Destination IF Service Type Match Type DSCP
QoS _11 true IP_ohject_1 IP_object 1 AUTH TOS Default
340

Frofile

TOS Queue Numbi
Mormal-Servii 1 piveighted O
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4.12.3 Sessions Limit

A PC with private IP address can access to the Internet via NAT router. The router will

generate the records of NAT sessions for such connection. The P2P (Peer to Peer)

applications (e.g., BitTorrent) always need many sessions for procession and also they will
occupy over resources which might result in important accesses impacted. To solve the

problem, you can use limit session to limit the session procession for specified Hosts.

In the Bandwidth Management menu, click Sessions Limit to open the web page.

Auto Logout ; | Off ¥

Quick Start Wizard
Online Status

Quality of Service
QoS Rule

Bandwiclth Limit

External Devices
Product Registration

=»5 i Limit a

Sessions Limit

& Edit  [[] Delete
Profile Enable

©3 Add " Refresh 4 Move Up % Move Down  Gf Rename

Source IP Object  Source IP Group  Time Object Time Group

No items to show

Default Session Limit : () Enable () Disable

Default Max Sessions :

Use Default Message : (&) Enable () Disable

=htrml==head=<title=Access Denied=title=<thead=<body
bgeolor=lightblue==center=<h3==br==p==font face=arial color=blue
Default Connection Limit Administration Message : 3Z8=3=Your IP:%SIP% <font= <r» <hr=<hr>have reached the maximum
number of perritted Internet sessions.<hr=<font color=red=<p=Flease
close one or mare applications to allow furthur Intermet access.=p=
=ifant=Cantact vnur system administrator for fither infarmatinn <hr==hr,

m |
[ 2pply @ Cancel

Each item will be explained as follows:

Item Description

Add Add a new profile.

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
profile.

Delete Remove the selected profile.
To delete a profile, simply select the one you want to delete
and click the Delete button.

Refresh Renew current web page.

Move Up Change the order of selected profile by moving it up.

Move Down Change the order of selected profile by moving it down.

Rename Allow to modify the selected profile name.

Profile Display the name of the profile.

Enable Display the status of the profile. False means disabled; True

means enabled.
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Source IP Object

Display the source IP object profile name.

Source IP Group

Display the source IP group profile name.

Time Object

If no time schedule is set, None will be shown in this field.

Time Group

Display the Time group profile selected for such application
profile.

Default Session Limit

Display the default session number used for each computer
in LAN.

Default Max Sessions

Display the default maximum session number used for each
computer in LAN.

Use Default Message

Enable — Use the default message to display on the page that
the user tries to access into the blocked web page..

Disable — Type the message manually to display on the page
that the user tries to access into the blocked web page.

Default Connection
Limit Administration
Message

Such field is available when you disable the function of Use
Default Message.

The message will display on the user's browser when he/she
tries to access the blocked web page.

Apply

Click it to save and exit the dialog.

Cancel

Click it to discard the settings configured in this page.

How to add a session limit profile

1.  Open Bandwidth Management>> Sessions Limit.
2. Simply click the Add button.

Bandwidth Management >> Sessions Limit

-

€y Add

Profile

& Edit

Enable Source IP Objec

L™ Refresh

|_ﬁ] Delete

Mo it

3. The following dialog will appear.

342 Vigor3900 Series User's Guide



Profile

Profile :
Enable
Max Sessions : 1000

ihile no target has been specified, firewall rules are applied to Any ohject
Firewall Objects

= general target
P Time Object
b Time Group
=l source target

I Source IP Object
P Source IP Group

B spply @ Cancel

Available parameters are listed as follows:

ltem

Description

Profile

Type the name of the profile.

Enable

Check this box to enable such profile.

Max Sessions

Defines the available session number for each host in the
specific range of IP addresses. If you do not set the session
number in this field, the system will use the default session
limit for the specific limitation you set for each index. This
field cannot be typed with “0”, otherwise the profile cannot
be saved.

general target

Time Object - Click the triangle icon ¥ to display the
profile selection box. Choose a schedule object profile to be

applied on such rule. You can click ﬁ:,: to create another
new time object profile.

While no target has been specified, firewall rules are applied to Any object
Firewvall Objects
=] general target
4 Times Object

Profile Frequency Start Date Start Time Er

Time0_1 Weekdays 2010-M1-1 08:00:00 20

Time Group - Click the triangle icon ¥ to display the
profile selection box. Choose a schedule group profile to be

applied on such rule. You can click I':; to create another
new time group profile.

source target

Source IP Object - Click the triangle icon ¥ to display the
profile selection box. Choose one or more IP object profiles
from the drop down list. The selected profile will be treated
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as source target. You can click F:_: to create another new IP
object profile.

Source IP Group - Click the triangle icon ¥ to display the
profile selection box. Choose one or more IP group profiles
from the drop down list. The selected profile will be treated

as source target. You can click I::; to create another new IP

group profile.
Apply Click it to save the configuration and exit the dialog.
Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all the settings and click Apply.
5. Asession limit profile has been created.

Bandwidth Management >> Sessions Limit -
Sessions Limit

3 add £ Edit [ Delete &% Refresh o Move Up & Move Down (@ Rename

Profile Enable Source IP Object  Source IP Group Time Object Time Group
session_1 enable IP_ohject_1 Time_1

4.12.4 Bandwidth Limit

The downstream or upstream from FTP, HTTP or some P2P applications will occupy large
of bandwidth and affect the applications for other programs. Please use Limit Bandwidth to
make the bandwidth usage more efficient.

In the Bandwidth Management menu, click Bandwidth Limit to open the web page.

Drdy TEk Vlgor3900 Series 15:12:19
Bandwicdth Management >> Bandwidth Limit a
oy o b Bandwidth Limit
Quick Start Wizard — —
Online Status @y Add Y Edit [l Delete &5 Refresh @ MoveUp ¥ Move Down G Rename
Profile Enable Source IP Object  Source IP Group  Time Object Time Group
Band_1 enable

["|Enable Smart Bandwidth Limit /il apply to the LAN IP not in Limitation Listwhose session number exceeds the threshold)

Quality of Service Sessions Threshold : 1000

QoS Rule TX Limit © 5000 @Kbps () Mbps

Sessonallanit RX Limit : 5000 @HKbps (CMbps
Default TXREX Limit . Default limit applys to the LAN IP not in Limitation List, and also not bounded by smart bandwidth limit.
-] Default TX Limit : 1} @ Kbps () Mbps
e v——————— Defautt RX Limit 0 @HKbps O Mbps

External Devices
Product Registration

4 m ] [
B apply @ Cancel

Each item will be explained as follows:

Item Description
dd Add a new profile.

>
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Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
profile.

Delete Remove the selected profile.
To delete a profile, simply select the one you want to delete
and click the Delete button.

Refresh Renew current web page.

Move Up Change the order of selected profile by moving it up.

Move Down Change the order of selected profile by moving it down.

Rename Allow to modify the selected profile name.

Profile Display the name of the bandwidth limitation profile.

Enable Display the status of the profile. False means disabled; True

means enabled.

Source IP Object

Display the source IP object profile name.

Source IP Group

Display the source IP group profile name.

Time Object

If no time schedule is set, None will be shown in this field.

Time Group

Display the Time group profile selected for such application
profile.

Enable Smart
Bandwidth Limit

Check this radio button to configure the default limitation for
bandwidth for any LAN IP not included in the Limitation
List.

Session Threshold

When session number exceeds the set threshold, Smart
Bandwidth limit will work.

TX Limit Define the speed of the upstream for Smart Bandwidth
Limit. If you do not set the limit in this field, the system will
use the default speed for the data transmission.

RX Limit Define the speed of the downstream for Smart Bandwidth

Limit. If you do not set the limit in this field, the system will
use the default speed for the data transmission

Default TX/RX Limit

The default limit will apply to LAN IP(s) not in the above
configuration profiles

Default TX Limit — Define the limitation for the speed of
the upstream.

Default RX Limit —Define the limitation for the speed of the
upstream.

Apply

Click it to save and exit the dialog.

Cancel

Click it to discard the settings configured in this page.
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How to add a bandwidth limit profile
1.  Open Bandwidth Management>>Bandwidth Limit.
2. Simply click the Add button.

Bandwidth Management >> Bandwidth Limit

Bandwridth Limit

Gy add  JE Edt  [[[] Delete &M F
By .

Profile Enable Source

3. The following dialog will appear.

‘ Profile -||%
| Profile :
[]Enable
TH Limit : | 1024 @ Kbps (O Mbps
R Limit: | 1024 @ Kops O Mbps

Mode : (2 Each () Shared

While no target has been specified, firewall rules are applied to Any object
Firewall Objects
|=] general target
P Time Object
P Time Group
|=] source target
P Source IP Object

P Source IP Group

B appy (@ Cance
Available parameters are listed as follows:
Item Description
Profile Type the name of the profile.
Enable Check this box to enable such profile.
TX Limit(Kbps) Define the limitation for the speed of the upstream. If you do

not set the limit in this field, the system will use the default
speed for the specific limitation you set for each index. Do
not type the value with “0”, otherwise the profile cannot be
saved.

RX Limit(Kbps) Define the limitation for the speed of the downstream. If you
do not set the limit in this field, the system will use the
default speed for the specific limitation you set for each
index. Do not type the value with “0”, otherwise the profile
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cannot be saved.

Mode Select Each to make each IP within the range of Start IP and
End IP having the same speed defined in TX limit and RX
limit fields; select Shared to make all the IPs within the
range of Start IP and End IP share the speed defined in TX
limit and RX limit fields.

general target Time Object - Click the triangle icon ¥ to display the
profile selection box. Choose a schedule object profile to be

applied on such rule. You can click I':; to create another
new time object profile.

While no target has been specified, firewall rules are applied to Any object
Firewall Objectz
=] general target
4 Time Object

Profile Frequency Start Date Start Time Er

Time0_1 Weekdays 2010-M1-1 08:00:00 20

Time Group - Click the triangle icon P to display the
profile selection box. Choose a schedule group profile to be

applied on such rule. You can click %# to create another
new time group profile.

source target Source IP Object - Click the triangle icon ¥ to display the
profile selection box. Choose one or more IP object profiles
from the drop down list. The selected profile will be treated

as source target. You can click I':, to create another new IP
object profile.

Source IP Group - Click the triangle icon » to display the
profile selection box. Choose one or more IP group profiles
from the drop down list. The selected profile will be treated

as source target. You can click I':; to create another new IP
group profile.

Apply Click it to save the configuration and exit the dialog.

Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all the settings and click Apply.
5. A bandwidth limit profile has been created.

Bandwidth Management >> Bandwidth Limit
Bandwvidth Limit

:_,,! Add }:’ Edit u]] Delete M Refresh g Move Up P Move Down L,g Hename
Profile Enable Source IP Object Source IP Group Time Object Time Group

Band_1 enakls
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4.13 USB Application

4.13.1 Temperature Sensor

A USB Thermometer can be attached to Vigor router to monitor the environmental
temperature. If the temperature is higher the upper limit or lower than the lower limit, an
alert would be sent out for notification.

4.13.1.1 General Setup

Drdy Tek Vrgor3900 Series 15:15:05
USB Application >> Temperature Sensor >> General Setup e,
oL | O = General Setup | Temperature Graph
Quick Start Wizard
niinejStatus [“]Enable Temperature Sensor
I Display Unit Celsius =
Temperature Alert Lower limit : 0
Temperature Alert Upper limit : 50
Calibration : 1}
| oEREse smssly
IS —
Temperature Sensor
s RS S
External Devices
Product Registration
B apply @ cancel

Available settings are explained as follows:

Item Description

Enable Temperature Check this box to enable such function.

Sensor

Display Unit Choose Celsius or Fahrenheit as the display unit.

Temperature Alert Lower | Type the upper limit and lower limit for the system to send
limit / Temperature Alert out temperature alert.

Upper limit

Calibration Type a value used for correcting the temperature error.
Apply Click it to save the configuration and exit the dialog.
Cancel Click it to exit the dialog without saving the configuration.
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4.13.1.2 Temperature Graph
Below shows an example of temperature graph:

DrayTEk Vigor 3900 Series 15:16:01
USB Application >> Temperature Sensor >> Temperature Graph @
pmBLeEE ‘Oﬁ B General Setup | Temperature Graph

Quick Start Wizard
Online Status

Temperature Sensor

Current Temperature : 0"
WAN Wax Temperature 10°C
LAN Min Ternperature : 0°C
NAT Hvg Temperature 1 0°C

Firewall
Objects Setting USB Temperature °C
User Management e
Applications 245
VPN and Remote Access
Certificate Management
SSL VPN
Central VPN Management
Bandwidth Management
USB Application
Temperalure Sensor 235
System Maintenance
Diagnostics
External Devices
Product Registration

240

230

[l n |

225
10:00 11:00 12:00 13:00 14:00 15:00 16:00 17:00 18:00 19:00 20:00 21:00 22:00 23:00 0:00 1:00 2:00 3:C
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4.14 System Maintenance

For the system setup, there are several items that you have to know the way of configuration:
Status, Administrator Password, Configuration Backup, Syslog/Mail Alert, Time and Date,
Access Control, SNMP Setup, Reboot System, Firmware Upgrade and Upload Language

File.

Below shows the menu items for System Maintenance.

System Maintenance

TR-063

Administrator Password

Configuration Backup

Syslog / Mail Alert

Time and Date

Access Control

SHMP Setup

Reboot System

4.14.1 TR-069

Firmware Upgrade

This device supports TR-069 standard. It is very convenient for an administrator to manage a
TR-069 device through an Auto Configuration Server, e.g., VigorACS.

L VALY Vigor3900 series
System Maintenance >> TR-069
Auto Logout . | Off w TR069
. ["1Enable
LRt ACS Server URL :
It kel L — ACS Server Username: acs
(St ACS Server Password ; ===
M WAN Profile wanl
W Port: 8069
W CPE URL hitpr: OB cwmple rer
“ Periodic Status : (C Disable (%) Enable
W Periodic Time : 900
| USB application | CPE Username : vigor
X 1 a xnance CPE Password :  seseeee
Administrator Password
Configuration Backup
Syslog / Mail Alert
Time and Date
Access Control
SNMP Setup
Reboot System
Firmware Upgrade
External Devices
Product Registration =

B apply @ cancel

Each item will be explained as follows:

Item Description
Enable Check this box to enable such profile.
ACS Server Such data must be typed according to the ACS (Auto
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URL/Username Configuration Server) you want to link. Please refer to Auto

/Password Configuration Server user’s manual for detailed information.

WAN Profile Choose one of the WAN profiles which will be recognized
by VigorACS.

Port Type the port number for Vigor3900 which will be
recognized by VigorACS.

CPE URL Display the URL of such CPE.

Periodic Status The default setting is Enable. Please set periodic time for

VigorACS to send notification to CPE. Or click Disable to
close the mechanism of notification.

Periodic Time Set the time for VigorACS to send notification to CPE.

CPE Username Type the user name for the CPE which will be used by the
administrator of VigorACS to log into the WUI of
Vigor3900.

CPE Password Type the password for the CPE which will be used by the
administrator of VigorACS to log into the WUI of
Vigor3900.

Apply Click it to save the configuration.

Cancel Click it to discard the settings configured in this page.

4.14.2 Administrator Password

This page allows you to set new password for accessing into the web user interface of the
router.

DrayTek

System Maintenance >> Administrator Password &

Eaiol-odontEy| O Administrator Password

Original Password :
New Password :
Confirm Password :

TR-069 3
Configuration Backup
Syslog / Mail Alert
Time and Date
Access Control
SNMP Setup
Reboot System
Firmware Upgrade

External Devices =) apply
Product Registration

Each item will be explained as follows:

Item Description

User Name Display the name of the administrator.
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Original Password Type the old password.

New Password Type the new password.

Confirm Password Re-type the new password for confirmation.

Apply Click this button to save the configuration and exit the web
page.

4.14.3 Configuration Backup

Most of the settings can be saved locally as a configuration file, and can be applied to
another router. The router supports functions of restore and backup for the configuration
file.

4.14.3.1 Backup
DrayTek

System Maintenance >> Configuration Backup >> Backup =)

uializa oy O hd Backup | Restore

“|Encrypt Config

Password :

Confirm Password :
(%) Backup to Local File

Backup Type () Backup to Remote TFTP Server
(O Backup Selected Config

Config File Name :  ¥3800_2013-09-03 igz

TR-069 =
Administrator Password
Syslog / Mail Alert
Time and Date
Access Control
SNMP Setup
Rehoot System
Firmware Upgrade
¥ Backup
External Devices
Product Registration

Each item will be explained as follows:

Item Description

Encrypt Config Check this box to encrypt the configuration file.
Password — Type a password for encrypting the file.
Confirm Password — Retype the password for confirmation.

Backup Type Choose one of the types to determine where the file will be
stored.
Backup to Local File — The configuration file will be stored
in local host.

Backup to Remote TFTP Server — The configuration file
will be stored in the remote TFTP server specified.

Backup Selected Config — The configuration file will be
stored with an existing file in local host. You must select
which file you want to store.

Config File Name Display the default configuration file name. You can change
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the name if required.

Backup Execute the file downloading job to the computer.

4.14.3.2 Restore

DrayTek Vigor3900 Series

System Maintenance >> Configuration Backup >> Restore @,

Auto Logout ;. | Off w Epay Restore

[#|Decrypt Config

Password :

Confirm Password :
(®) Restore Settings via Local Config File
()Restore Settings via TFTP Server

Select File : BiREE | FREEE

Restore Type :

>

TR-069 -

k-d
=
g
=
a
=
g
=1
=l
o
1
I}
o
H
s
E
=

Configuration Backup
Syslog / Mail Alert
Time and Date
Access Control
SNMP Setup

Reboot System
Firmware Upgrade
ettt {1 Rectare
External Devices
Product Registration E ul i J
Each item will be explained as follows:
ltem Description
Decrypt Config Check this box to decrypt an encrypted configuration file.

You can specify a password for decrypting the file for
restoring it for use next time.

Password — Type a password for encrypting the file.
Confirm Password — Retype the password for confirmation.

Restore Type Choose one of the types to determine where the file will be
downloaded from.

Restore Settings via Local Config File — Click it to restore
the configuration settings through a configuration file stored
locally.

Restore Settings via TFTP Server — Click it to restore the
configuration settings through TFTP server.

Select File .
Use the | Browse.. button to locate the file for
uploading to the router.

Restore Click it to upload the selected file to the router. After
finishing the restoration, the system will ask you to reboot
the router.
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Confirm *

@ Restore success, reboot now?

0K Cancel
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4.14.4 Syslog / Mail Alert
SysLog function is provided for users to monitor router. There is no bother to directly get
into the Web User Interface of the router or borrow debug equipments.
4.14.4.1 Syslog Access Setup

To configure settings for Syslog, open System Maintenance>>Syslog/Mail Alert and click
the Syslog Access Setup tab.

|
DrayTek _gavrrsarrlyres
System Maintenance >> Syslog { Mail Alert >> Syslog Access Setup @
e ] 1 b Syslog Access Setup | Sysiog File | Mall Alert
Status Local >
Router Name : Wigor (Optional)
Firewall Log : (¥ Enable () Disable
VPN Log : (%) Enable () Disable
and 0 User Access Log . () Enable (= Disable
S etettetifelnhtit
| Certificate Management| WAN Log : @Enable () Disable
| SSLVBN- Others Log (@ Enable () Disable
W et
TR-069 -
Administrator Password
Configuration Backup
Syslog / Mail Alert
Time and Date
Access Control
SNMP Setup
Reboot System
Firmware Upgrade
External Devices Anply &3 cancel
Product Registration -

Available parameters are listed as follows:

Item Description

Status Choose one of the selections to determine current status for
Syslog access. If you choose Local as Status, you don’t need
to type any server IP and port. Just give a name for the
router.

Disable W

Disahle
Remote
Local
Buoth

I

Server IP Type the IP address of the Syslog server.
It is available when Remote or Both is selected as Status.

Server Port Type the port number for the Syslog server.
It is available when Remote or Both is selected as Status.

Router Name Type the name of the router. The default name is Vigor.

Firewall Log Click Enable to make the firewall log recorded in the
Syslog.
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VPN Log

Click Enable to make the VPN log recorded in the Syslog.

User Access Log

Click Enable to make the user access log recorded in the
Syslog.

WAN Log

Click Enable to make the WAN log recorded in the Syslog.

Others Log

Click Enable to make other logs recorded in the Syslog.

Apply

Click this button to save the configuration and exit the web
page.

Cancel

Click it to discard the settings configured in this page.

4.14.4.2 SyslLog File

DrayTek

Auto Logout © | Off v

TR-069

Configuration Backup
Time and Date
Access Control
SHMP Setup

Reboot System
Firmware Upgrade

External Devices
Product Registration

Administrator Password

System Maintenance >> Syslog / Mail Alert >> Syslog File @

Syslog Access Setup | Syslog File | Mail Alert

™ Refresh @ Download Log T Clear Syslog

Search =
Log

«13=Jan & 11:00:02 Vigor: Hourly firewall iptables snapshot dohe
=13=Jan 6 10:00:01 Yigor: Hourly firewall iptahles snapshot done
<13=Jan 6 09:00:02 Vigor: Hourly firewall iptables snapshot done
<13+=Jan & 08:00:01 Vigor: Hourly firewall iptables snapshot dohe
=13=Jan 6 07:00:02 Yigor: Hourly firewall iptahles snapshot done
<13=Jan 6 06:00:01 Vigor: Hourly firewall iptables snapshot done
<13=Jan & 05:00:02 Vigor: Hourly firewall iptables snapshot dohe
=13=Jan 6 04:00:01 Yigor: Hourly firewall iptahles snapshot done
=13=Jan 6 03:00:02 Vigor: Hourly firewall iptakbles snapshot done
<13=Jan & 02:00:02 Vigor: Hourly firewall iptables snapshot dohe
=13=Jan 6 01:00:01 Yigor: Hourly firewall iptahles snapshot done
=13=Jan 6 00:00:02 Yigor: Daily firewall iptables snapshot done
<13+=Jan 6 00:00:02 Vigor: Hourly firewall iptables snapshot dohe
«13=Jan 5 23:00:01 Vigor: Hourly firewall iptables snapshot dohe
=13=Jan 5 22:00:01 Yigor: Hourly firewall iptakbles snapshot done
<13+=Jan 5 21:00:02 Vigor: Hourly firewall iptables snapshot done
«13=Jan 5 20:00:01 Vigor: Hourly firewall iptables snapshot dohe
=13=Jan 519:00:02 Yigor: Hourly firewall iptahles snapshot done
<13=Jan 5 18:00:01 Vigor: Hourly firewall iptables snapshot done
«13=Jan 5 17:00:02 Vigor: Hourly firewall iptables snapshot dohe

Available parameters are listed as follows:

ltem

Description

Refresh

Renew the web page.

Download Log

Save or open the Syslog file.

Clear Syslog

Remove all of the records.
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4.14.4.3 Mail Alert

DrayTek

Auto Logout * | OfF v

>

TR-069 =
Administrator Password
Configuration Backup
Time and Date
Access Control
SNMP Setup
Reboot System
Firmware Upgrade

External Devices
Product Registration -

Vigor3900 Series

System Maintenance >> Syslog / Mail Alert >> Mail Alert @

Syslog Access Setup | Syslog File | Mail Alert

[|Enable
Mail From :

© add B save Frofile Mumber Limit: 16

Mail To

Mail To : Na iterns to show

SMTP Port : 25
SMTP Server :
Authentication :
User Name :

(%)Enable () Disable

User Password :

= Send ATestMail  [B) Apply @ Cancel

Available parameters are listed as follows:

Item Description

Enable Check the box to enable such profile.

Mail From Type a mail address for the mail sender.

Mail To Assign a mail address for the mail receiver.
Add - Click this button to display a field for adding e-mail
address.
Save — After finished the address configuration, click Save to
save the setting onto the router.

SMTP Port Type the port number for SMTP server.

SMTP Server Type the IP address for SMTP server.

Authentication

Click Enable to make any user logging into the mail server.
If you click Enable, you have to type user name and user
password on the below fields.

User Name

Type the user name for authentication.

User Password

Type the password for authentication.

Click it to send a test mail to the specified address.

Apply Click this button to save the configuration and exit the web
page.
Cancel Click it to discard the settings configured in this page.
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4.14.5 Time and Date

This page allows you to specify where the time of the router should be inquired from.

As an NTP (Network Time Protocol) client, the router gets standard time from the time

server. Some time-based functions cannot work properly until the system time functions run
successfully. Typically, NTP achieves high accuracy and reliability with multiple redundant
servers and diverse network paths.

DrayTek

Auto Logout ;. | Off ¥

»

TR-069 2
Administrator Password
Configuration Backup
Syslog / Mail Alert

Time and Date

Access Control

SNMP Setup

Rehoot System

Firmware Upgrade

External Devices

~ Vigor3900 Series

Product Registration -

15:34:50

System Maintenance == Time and Date

Time and Date
Time Type : MNTP v

Server :

Port:

pool.ntp.org

123

g00

Taipei >
Daylight Saving : (3 Enable () Disable

Interval :
Time Zone :

Bl apply @ cancel

Available parameters are listed as follows:

Item Description

Time Type NTP — Select to inquire time information from Time Server
on the Internet using assigned protocol.
Browser - Select this option to use the browser time from
the remote administrator PC host as router’s system time.

Server Type the domain name of the server.

Port Type the port number for the time server.

Interval Select a time interval for updating from the NTP server.

Time Zone Select the time zone where the router is located.

Daylight Saving

available for certain area.

Click Enable to enable the daylight saving. Such feature is

Apply Click this button to save the configuration and exit the web
page.
Cancel Click it to discard the settings configured in this page.
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4.14.6 Access Control

This page allows you to open or close the Web User Interface 0fVVigor3900 by using Telnet,
SSH, HTTP, HTTPS... and etc...

DrayTek

Auto Logout : | Off »

Syslog / Mail Alert
Time and Date
Access Control
SNMP Setup
Reboot System
Firmware Upgrade

External Devices
Product Registration -

15:36:30

Vigor3900 Series

System Maintenance >> Access Control

Access Control

Web Allow (O Enable (%) Disable

] Web Port : a0
e Telnet Allow (O Enable (%) Disable
e ] Telnet Port : 23
—‘_ SSH Allow : (Enable (% Disable
| obsed dulusdnil, SSHPort: e
- ssLveN HTTPS Allow : (Enable (=) Disable
| Central YPN Manageme| HTTPS Port : 443
| Bandwidth Managemen Server Certificate : Default >
[ e ese User Define (O Enable (%) Disable

TR-069 2

Administrator Password

Configuration Backup

Allow Ping from the WAN : () Enable (&) Disable
Block LAN Profile :
Allow Ping from the LAN

» | X

(&) Enable () Disable

B apply €I cancel

Available parameters are listed as follows:

Item Description

Web Allow Click Enable to allow system administrator to login from the
Internet and management the web page of the router.

Web Port Type the port number for the management through web
page.

Telnet Allow Click Enable to allow system administrator to login from the
telnet and management the web page of the router.

Telnet Port Type the port number for the management through telnet
page.

SSH Allow Click Enable to allow system administrator to login from the
SSH server and management the web page of the router.

SSH Port Type the port number for the management through SSH
server.

HTTPS Allow Click Enable to allow system administrator to login from the
HTTPS server and management the web page of the router.

HTTPS Port Type the port number for the management through HTTPS
server.

Server Certificate Use the default setting.
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User Define Click Enable to allow system administrator to login from the
user defined IP address and management the web page of the
router. If you enable such function, the system can be
managed by these three IP addresses via WAN.

Allowed IP1 - Allowed IP3 - Type the first IP address for
the system administrator to login.

The former box indicates an IP address allowed to login to the
router, and the later box indicates a subnet mask allowed to
login to the router.

Allow Ping from WAN Click Enable to allow system administrator to ping the router
from WAN interface.

Block LAN Profile Choose the LAN profile(s) that the IPs controlled under such
profile will be blocked by Vigor3900.

Allow Ping form LAN Click Enable to allow system administrator to ping the router
from LAN interface.

Apply Click this button to save the configuration and exit the web
page.

Cancel Click it to discard the settings configured in this page.

4.14.7 SNMP Setup

This page allows you to manage the settings for SNMP setup.

System Maintenance >> SNMP Agent @
Auto Logout : | Off SNMP Agent
Enable
Get Community : public
Set Community : private

Default Host IPMask © (5)Enable () Disable

TR-069 -
Administrator Password
Configuration Backup
Syslog / Mail Alert
Time and Date
Access Control

| SNWpSetup |
Reboot System
Firmware Upgrade

External Devices B apply (& Cancel
Product Registration

Available parameters are listed as follows:

Item Description
Enable Check the box to enable such profile.
Get Community Set the name for getting community by typing a proper

character. The default setting is public.

Set Community Set community by typing a proper name. The default setting
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is private.

Default Host IP/Mask

Click Enable to use the default IP and mask of the host as
the SNMP agent.

If you click Disable, you need to type the IP address and
choose the mask manually in related fields.

Manager Host IP/Mask

Type the IP address for the manager host.

Apply

Click this button to save the configuration and exit the web
page.

Cancel

Click it to discard the settings configured in this page.

4.14.8 Reboot System

The Vigor router system can be restarted from a Web browser. You have to reboot the router
to invoke the configured settings that you made before.

If you want to reboot the router using the current configuration, choose Reboot with
Current Configurations and click Reboot. To reset the router settings to default values,
click Reboot with Factory Default Configurations and click Reboot. The router will take
a period of time to reboot the system.

Open System Maintenance>> Reboot System.

DrayTek

Auto Logout : |Off

TR-069 -
Administrator Password
Configuration Backup
Syslog / Mail Alert

Time and Date

Access Control

SNMP Setup

Reboot System

Firmware Upgrade

External Devices
Product Registration

Reboot Option :

System Maintenance >> Reboot System >> Reboot System 2

Reboot System | Schedule Reboot

) Reboot with Current Configurations
() Reboot with Factory Default Configurations
(%) Reboot with Customized Configurations

Select Config File : |lan_wan_profile v

& Reboot

Available parameters are listed as follows:

ltem

Description

Reboot with Current
Configurations

Click it to reboot the router using the current
configuration. Then, click Reboot..

Reboot with Factory
Default Configurations

Click it to reset the router settings to default values. Then,
click Reboot.

Reboot with Customized
Configurations

Click it to reboot the router using the current configuration
(only the configuration settings listed and selected below). If
you choose this option, Select Config File will be available

Vigor3900 Series User's Guide

361



for you to select.

Select Config File : |lan_wan_profile, wan_| «

lan_wan_prafile
[ 1nad_halance
wean_vlan
lan_vlan

[ switch_mirrar
[ static_route

[ iphind_mac

nntt redirert

After choosing the configuration files, click Reboot.

Reboot

Click this button to execute the rebooting job.

4.14.9 Firmware Upgrade

The following web page will guide you to upgrade firmware by using such page.

Download the newest firmware from DrayTek's web site or FTP site. The DrayTek web site
is www.DrayTek.com (or local DrayTek's web site) and the FTP site is ftp.DrayTek.com.

Click System Maintenance>> Firmware Upgrade.

DrayTek

Auto Logout © |Off

o

TR-069 -
Administrator Password
Configuration Backup
Syslog / Mail Alert

Time and Date

Access Control

SNMP Setup

Reboot System

Firmware Upgrade

External Devices
Product Registration

Available parameters

15:49:11

V:gor39o Series

System Maintenance >> Upgrade Firmware

Upgrade Firmware

Current Firmware Version: 1.0.7_RC12

Select File : EIRRE | FEERR

¥ Upgrade

are listed as follows:

Description

Display current version of the firmware.

Version

Select File Use the Browse.. button to locate and select the new
firmware.

Upgrade Click it to perform the firmware upgrade.
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4.15 Diagnostics

In some cases, a user may need to know some information about the router, such as static or
dynamic databases, or other routing information. The Vigor3900 supports five functions,
Routing Table, ARP Cache Table, DHCP Assignment Table, NAT Sessions Table and
Traffic Graph for the user to review such information.

Routing Tabkle

ARP Cache Table

OHCP Table

NAT Session Table

Traffic Graph

Web Conscle

Ping/Trace Route

Cata Flowr Menitor

4.15.1 Routing Table

Click Diagnostics and click Routing Table to open the web page.

4.15.1.2 Routing Table
Display the information for each route.

DrayTek 4 : .
r ay € Vigor3900 Series USRI
Diagnostics >> Routing Table >> Routing Table @
LOBUerE: al Rewting Table | IPv6 Routing Takle
W AN E
I " Refresh Legend | U=Up;G=Gateway;H=Host
TNRTTTTTTTTTTTTTE Seatch | Search &|Search &|Search | Search & Search L3
“Firewall | Destination Gateway Gehrnask Flags Metric Iface
| Objects Setting | 192.168.1.0 0.000 25852552550 u a lan-lant
| User Management | 192.168.123.0 0.000 28526626850 u a tuno
[ R
| sk Hallatbabby %
Diagno
Routing Table
ARP Cache Table
DHCP Table
NAT Session Table
Traffic Graph
Web Console
Ping/Trace Route
Data Flow Monitor
External Devices
Product Registration =

Each item will be explained as follows:

Item Description

Refresh Renew the web page.

Search Move the mouse cursor onto the box of Search. Click the
mouse button and type the keyword inside the box. The
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system will display the records relating to the keyword.

Routing Table || IPvE Reuting Takle

LM Refresh
Search L ¥ | Search =
Diestination Gateway Genmazk
182.168.1.0 0.0.0.0 255.255.255.
192.168.123.0 0.0.0.0 255.255.255.

Destination

Display the destination IP address for various routings.

Gateway

Display the default gateway.

Genmask

Display the subnet mask for various routings.

Flags

Display the flag of the routing entry. Possible flags include:
U (route is up)

H (target is a host)

G (use gateway)

R (reinstate route for dynamic routing)

D (dynamically installed by daemon or redirect)

M (modified from routing daemon or redirect)

A (installed by addrconf)

C (cache entry)

! (reject route)

Metric

Display the distance to the target (usually counted in hops).
It may be needed by routing daemons.

Iface

Display the direction of such route represented with
LAN/WAN profile (starting from LAN/WAN profile to
LAN/WAN profile).
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4.15.1.2 IPv6 Routing Table

Display the information for each route with IPv6 protocol.

DrayTek avirrasiliyres o
Diagnostics >> Routing Table >> IPv6 Routing Table (7}
Lt LT el u Routing Table | IPv6 Rotting Table
v : 5 Refresh
| NAT Search & Search & Search F|Search | Search B
- Firewall Destination Mext Hop Flags Metric Iface
Objects Setting | 280064 B u 256 etho
User Management | 230164 u 256 athz
Rpplications | TeRN A4 u 256 lafi-lan
| ¥PN and Remote Acces| Tefl:iG4 u 256 lan-lantest
| Certificate Managemen| “1nas Y v o
Ussiwen 2800128 u i o
" Central VPN Manageme| f280:128 u i ]
" Bandwidth Managemen] TR0 28 u i In
USE Application | 2800128 B u i o
" System Maintenance & 1880; 2507 a7 e 2 u i ]
Diagno TR0 250 TR R TFRaN 2 - u i o
fel0: 2507 fe 7 fice8M 2 u 1] la
ARP Cache Table 280; 2607 el 2 u i o
DHCP Table Lungt: B ] 256 etho
NAT Session Table fo0:i8 u 256 ethz
Traffic Graph Too::a u 266 lan-lan1
Web Console s u 256 lar-lartest
Ping/Trace Route
Data Flow Monitor
External Devices
Product Registration =
Each item will be explained as follows:
Item Description
Refresh Renew the web page.
Search Move the mouse cursor onto the box of Search. Click the

mouse button and type the keyword inside the box. The
system will display the records relating to the keyword.

Diagnostics *= Routing Tabkle >=> IPvE Routing Table

Reuting Takle || IPvE Routing Table

G Refresh
Search L Bu|Search ™| 5e
De=tination Next Hop w Flags Me
fedl:i64 :: u s
fedl:. /54 n u 25
Destination Display the destination IP address for various routings.
Next Hop Display the next hop address for such route -
Flags Display the flag of the routing entry. Possible flags include:

U (route is up)

H (target is a host)

G (use gateway)

R (reinstate route for dynamic routing)

D (dynamically installed by daemon or redirect)
M (modified from routing daemon or redirect)
A (installed by addrconf)
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C (cache entry)
! (reject route)

Metric Display the distance to the target (usually counted in hops).
It may be needed by routing daemons.

Iface Display the direction of such route represented with
LAN/WAN profile (starting from LAN/WAN profile to
LAN/WAN profile).

4.15.2 ARP Cache Table

Click Diagnostics and click ARP Cache Table to view the content of the ARP (Address
Resolution Protocol) cache held in the router. The table shows a mapping between an
Ethernet hardware address (MAC Address) and an IP address.

4.15.2.1 ARP Cache Table

Drdy Tek V;g°r3900 Series 15:53:19 Login: Admin
Diagnostics >> ARP Cache Table >> ARP Cache Table @
Auto Logout | Of = ARP Cache Table | IPvE Neighbor Table
& Refresh [ Clear Al Legend : C=Complete;m=Permanent P=Published
y Search @ Search @(Search | Search @|Search @®|Search @ Search x
I —
a IF Address Hw Type MAC Address  Flags Prafile User Clear
ot
Ob g 192.168.1.10 ether elichidedadB7ec lan-lan1 MA i
Sttt A
Ittt
sl s s e T
Routing Table
ARP Cache Table
DHCP Table
NAT Session Table
Traffic Graph
Web Console
Ping/Trace Route
Data Flow Monitor
External Devices
Product Registration E

Each item will be explained as follows:

Item Description

Refresh Renew the web page.

Clear All Remove all of the information from this page.

Search Move the mouse cursor onto the box of Search. Click the
mouse button and type the keyword inside the box. The
system will display the records relating to the keyword.
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Item Description

Diagnostics »> ARP Cache Table => ARP Cache Table

ARP Cache Table || IPvG Neighbor Table

M Refresh [ Clear Al

192168 X0 Search & Search | Searc

IP Address HW Type MAC Address | Flags
182.188.1.10 ether el.chdedadd...C
IP Address Display the IP address for different ARP cache.
HW type Display the hardware type of the address from RFC 826.
MAC Address Display the MAC address for different ARP cache.
Flags C means complete entry.

M means permanent entries.
P means published entries.

Profile Display the direction of such route represented with
LAN/WAN profile (starting from LAN/WAN profile to
LAN/WAN profile).

User Display the identity of the user.

Clear Delete the selected profile.

4.15.2.2 IPv6 Neighbor Table

Dray TEk V:gor390 Series 15:54:14

Diagnostics >> ARP Cache Table >> IPvi Neighbor Table @

=
=
E
=
)
-1
2
=4
o
=
<

ARF Cache Table | IPvb Neighbor Table

5 Refresh

Search ¥ Search & Search & Search &
IP Address Prafile MAC Address Status

Mo items to show.

n

I

Routing Table

ARP Cache Table

DHCP Table

NAT Session Table

Traffic Graph

Web Console

Ping/Trace Route

Data Flow Monitor
External Devices
Product Registration =

Each item will be explained as follows:

Item Description
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Item Description

Refresh Renew the web page.

Search Move the mouse cursor onto the box of Search. Click the
mouse button and type the keyword inside the box. The
system will display the records relating to the keyword.

Diagnostics *> ARP Cache Table >= IPvE Neighbor Table
ARP Cache Table | IPvG Neighbor Table
M Refresh
Search 0 B Search
IP Address Profile MAC &
Mo items to gho

IP Address Display the IPv6 address of the neighbor.

Profile Display the interface to which this neighbor is attached.

MAC Address Display the MAC address of the neighbor.

Status Display the status for such neighbor.

INCOMPLETE - Address resolution is in progress and the
link-layer address of the neighbor has not yet been
determined.

REACHABLE - The neighbor is reachable recently (within
tens of seconds ago).

STALE-The neighbor is no longer to be reachable. Yet, until
traffic is sent to the neighbor, no attempt should be made to
verify its reachability.

DELAY - The neighbor is no longer to be reachable, and the
traffic has recently been sent to the neighbor.

Rather than probe the neighbor immediately, however, delay
sending probes for a short while in order to give upper layer
protocols a chance to provide reachability confirmation.

PROBE - The neighbor is no longer to be reachable, and
unicast Neighbor Solicitation probes are being sent to verify
reachability.
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4.15.3 DHCP Table

The facility provides information on IP address assignments. This information is helpful in
diagnosing network problems, such as IP address conflicts, etc.

4.15.3.1 DHCP Table

Click Diagnostics and click DHCP Table to open the web page.

DrayTek

Routing Takle

ARP Cache Table

DHCP Table

HAT Session Table

Traffic Graph

Wek Console

Ping/Trace Route

Data Flow KMonitor

External Devices

Product Registration

5

»

Vigor3900 Series

Diagnostice >> DHCP Table >> DHCP Table

DHCP Table

Search

IP Address

192.188.1.13

13:37:29

Login: Admin

DHCPYE Table

H Refresh
Bo|Search
Start Date

Bo|Search
Start Time:

| Search
End Date

| Search
End Time

K| Search Y

liac Address

2011401/0% 11:24:18 2011501008 11:24:18 329zEazicda

2011401408 14117 2011/01/08 A7 e8:55:cd:6e.cd.de

2011401405 11:24:02 2011501008 11:34:03 34:f8:2d:0c:0b:c

>

<

Each item will be explained as follows:

Item Description

Refresh Renew the web page.

Search Move the mouse cursor onto the box of Search. Click the
mouse button and type the keyword inside the box. The
system will display the records relating to the keyword.

Diagnostics >> DHCP Table >> DHCP Table
DHCP Table ODHCPvS Table
&M Refresh
152 ¥ Search & Search H| Sea
IP Addrezs Start Date Start Time Enc
No items to

IP Address Display the IP address of the static DHCP server.

Start Date Display the starting date that DHCP server is activated.

Start Time Display the starting time that DHCP server is activated.

End Date Display the end date that DHCP server is closed.
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Item Description

End Time Display the end time that DHCP server is closed.
Mac Address Display the MAC address of the static DHCP server.

4.15.3.2 DHCPvG6 Table
Click DHCPv6 Table to open the web page.

-~
DrayTek ' : e
rayie Vigor3900 Series Login: Admin
|
Diagnostics >> DHCP Table >> DHCPvE Table Q,,
. |Off w i i
SAEIEE DHCPTable | DHCPVE Table |
e bl h Refresh
s Search | Search M| Search | Search Wo|Search *®%Y
] Interface IPvE Address Start Time End Time ouin
N items to show.
e ———
| Central VPN Management |
| Bandwidth Management |
| System Maintenance |
Routing Table
ARP Cache Table
DHCP Table 3
NAT Session Table
Traffic Graph
Web Console
Ping/Trace Route
Data Flow Monitor
External Devices
Product Reqgistration -
v
< >

Each item will be explained as follows:

Item Description
Refresh Renew the web page.
Search Move the mouse cursor onto the box of Search. Click the

mouse button and type the keyword inside the box. The
system will display the records relating to the keyword.

Diagnostics > DHCP Table >> DHCP Table

DHCP Table DHCPwE Table

H Refresh
192|— | Search M| Search | Ses
IP &ddrezs Start Date: Start Time End
Mo items to

Interface Display the interface used by the DHCP server.
IPv6 Address Display the IPv6 address of the static DHCP server.
Start Time Display the starting time that DHCP server is activated.
End Time Display the end time that DHCP server is closed.
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Item Description

DUID Display the detailed information for DUID.

4.15.4 NAT Session Table
This table can display about 30000 sessions with 20 pages.

Diagnostics == NAT Session Table &)
Auto Lagaut : | OF v NAT Session Table
5 Refresh
Search @ Search | Search | Search Fo|Search | Search b
Source Destination VAN Protocal State TTL
172163130514 255.255.255.295:51. 255.255.255.255 udp 0:00:29
192.168.1.3 192.168.1.98 192.168.1.98 icmp 81 (12602 0:00:00
1921681106163 192.168.1.3:80 192.168.1.3 tcp TIME_WAIT 0:01:28
192.168.1.10:6154 192.168.1.2:80 192168.1.3 tep TIME_WAIT 0:01:02
192.168.1.10:6143  182.168.1.3:80 192168.1.3 tep TIME_WWAIT 0:00:1%
1921681106176 192.168.1.3:80 192.168.1.3 tcp ESTABLISHED 0:04:59
192.168.1.10:6144 192.168.1.3:80 192168.1.3 tep TIME_WAIT 0:00:29
192168.1.10:6171  192.166.1.3:80 192.168.1.3 tep TIME_WWAIT 0:01:58
1921681106156  192.168.1.3:80 192.168.1.3 tcp TIME_WAIT 0:01.09
192.168.1.10:6175  192.168.1.3:80 192.168.1.3 tep ESTABLISHED 0:04:59
192.168.1.10:6165 192.166.1.3:80 192168.1.3 tep TIME_WWAIT 0:01:41
Routing Table 1921681106162 192.168.1.3:80 192.168.1.3 tcp TIME_WAIT 0:01:28
ARP Cache Table 192.168.1.10:6161  192.168.1.3:80 192.168.1.3 tep TIME_WAIT 0:01:29
DHCP Table 1921661106157 192.168.1.380 162.168.1.3 tep TIME_WAIT 00119
1821681106151 192.168.1.3:80 192168.1.3 top TIME_WAT 0:01:02
Traffic Graph 192.168.1.10:61599  192.168.1.3:80 192.168.1.3 tcp TIME_WAIT 0:01:27
Web Console 192.168.1.10:6152  192.168.1.3:80 192.168.1.3 tep TIME_WAIT 0010
PingTrace Route 1921681 106160 192.168.1.3:80 162.168.1.3 tep TIME_WAIT 0:01:327
Data Flow Monitor 192.168.1.10:6174  192.168.1.3:80 192.168.1.3 tep ESTABLISHED 0:04:59
External Devices 192.168.1.10:6145 192.168.1.3:80 192.168.1.3 tep TIME_WAIT 0:00:40
Product Registration = = - = =

Each item will be explained as follows:

Item Description
Refresh Renew the web page.
Search Move the mouse cursor onto the box of Search. Click the

mouse button and type the keyword inside the box. The
system will display the records relating to the keyword.

Diagnostics >> HAT Session Table
HAT Session Table

M Refresh

Search @ 168 | @ Search | se
Source Destination VAN Pr
192.168.1.10:4655 192.168.1.3:80  192.188.1.2 tep
Source Display the source IP address and port of local PC.
Destination Display the destination IP address and port of remote host.
WAN Display the WAN IP address of the router.
Protocol Display the protocol of such NAT session used.
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Item Description

State Display the actual state of the TCP connection.

TTL Display how long the conntrack entry has to live.

4.15.5 Traffic Graph

Click Diagnostics and click Traffic Graph to pen the web page. Specify LAN and WAN
profiles to display corresponding graphs for CPU, Memory, LAN and WAN configurations.
Click Refresh to renew the graph at any time.

Dray Tek Loy igor (O P ———
Diagnostics >> Traffic Graph >> Setup (2]
B e OLUEg O Setup CPU Mermory LAN AN
|Enable
LAN: > | %
WAN > %
Routing Table
ARP Cache Table
DHCP Table
NAT Session Table
Traffic Graph
Web Console
Ping/Trace Route
Data Flow Monitor
External Devices =E

Product Registration

Each item will be explained as follows:

Item Description

Setup In this page, simply specify which LAN profile and WAN
profile will be applied. The traffic graph will be drawn based
on the profiles selected.

Enable — Check this box to enable such profile.

LAN — Use the drop down menu to choose a LAN profile.
WAN -Use the drop down menu to choose a WAN profile.
Apply - Click it to save the configuration configured under
the Setup tab.

CPU Click the CPU tab.

There are three selections provided for you to specify.
Recent 24 Hours — Display the information of CPU
operation about recent 24 hours.

Recent 7 Days — Display the information of CPU operation
about recent 7 days.

Recent 4 Weeks — Display the information of CPU
operation about recent 4 weeks.
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Item Description

Memory Click the Memory tab.

There are three selections provided for you to specify.
Recent 24 Hours — Display the information of memory
operation about recent 24 hours.

Recent 7 Days — Display the information of memory
operation about recent 7 days.

Recent 4 Weeks — Display the information of memory
operation about recent 4 weeks.

LAN Click the LAN tab.

Network Interface — Display the information of LAN
operation.

There are three selections provided for you to specify.

Recent 24 Hours — Display the information of LAN
operation about recent 24 hours.

Recent 7 Days — Display the information of LAN operation
about recent 7 days.

Recent 4 Weeks — Display the information of LAN
operation about recent 4 weeks.

WAN Click the WAN tab.

Network Interface — Display the information of WAN
operation.
There are three selections provided for you to specify.

Recent 24 Hours — Display the information of WAN
operation about recent 24 hours.

Recent 7 Days — Display the information of WAN operation
about recent 7 days.

Recent 4 Weeks — Display the information of WAN
operation about recent 4 weeks.
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Below show a graphic for CPU:

Diagnostics >> Traffic Graph >> CPU
Setup CPU Memory LAN WAN

Interval . (%) Recent 24 Hours () Recent7 Days () Recent 4 \Weeks

CPU Usage(?:)

Idle System User [ Nice
1.0

0.0

4.15.6 Web Console

Click Diagnostics and click Web Console to pen the web page for typing commands used in
console connection. A remote user can operate Vigor3900 from this web page without
installing and opening other connection utility.

Ilogin:
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4.15.7 Ping/Trace Route

This page allows you to trace the routes from router to the host. Simply type the IP address
of the host in the box and click Run. The result of route trace will be shown on the screen.

DrayTek Vvl y=s
Diagnostics >> Ping/Trace Route @
ettt U x . Ping/Trace Route
wan B
I
e
e —
| Objects Setting |
___opplitations |
| Bandwidth Manageme
"System Maintenance  |f
| Diagnostics |
Routing Table
ARP Cache Table
DHCP Table
NAT Session Table
Traffic Graph
Weh Console
Ping/Trace Route
Data Flow Monitor @ Ping
External Devices O TraceRoute @ IPv4 Host: Imerface ; lan1 B © Stat ) Stop
Product Registration E

Each item will be explained as follows:

Item Description
Ping / TraceRoute Click Ping to perform ping function.

Click TraceRoute to invoke trace router function.
IPv4 Host - Type the IP address of the host.

Interface - Choose one of the LAN or WAN profile to be
applied by such function.

Start Click it to start the action of Ping or TraceRoute.

Stop Click it to terminate the action of Ping or TraceRoute.
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4.15.8 Data Flow Monitor

This page displays the running procedure for the IP address monitored and refreshes the data

in an interval of several seconds.

Dr ay T€k Vrgor3900 Series

16:06:06

Diagnostics >> Data Flow Monitor @
L. o Data Flow Monitor
W AN E
" Enable Dataflow Monitor % Refresh s ()Recent 1Hour () Recent 24 Howrs (
- wNaT IP Address TX rate(Khps) RX rate(Kbps) Sessions Block Time
e Mo iterns to show
[ |
S
e |
a a E Profile P RX Rate TX Rate RX hyte TX byte
s s a s e |
L L — wana 172183130 . o 0 .
Routing Table total o 0 0 o
ARP Cache Table
Traffic Graph
Data Flow Monitor
External Devices - —
Product Registration = Ll

Each item will be explained as follows:

ltem

Description

Enable Dataflow

Check this box to enable dataflow monitor performed by the

Monitor router.
Refresh Click it to renew the web page.
Chart Click this button to illustrate data chart. Refer to the
following figure as an example.
Data Flow Monitor - %
. Bandwidth Chart for IP:224.0.0.5
[ [ o
Block Prevent the specified PC accessing into Internet within 5
minutes.
UnBlock Allow the specified PC accessing into Internet within 5

minutes.

Recent 1 Hour/ Recent
24 Hours / Recent 7
Days

Display the records with 1 hour/24 hours/7 days recently.

Auto Refresh

Specify the interval of refresh time to obtain the latest status.
The information will update immediately when the Refresh
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button is clicked.

IP Address Display the IP address of the monitored device.

TX rate (kbps) Display the transmission speed of the monitored device.

RX rate (kbps) Display the receiving speed of the monitored device.

Sessions Display the session number that you specified in Limit
Session web page.

Block Time Display the time for the duration of the block.

Profile Display the WAN interface.

IP Display the IP address of the WAN interface.

RX Rate Display the rate of data received.

TX Rate Display the rate of data transmitted.

RX byte Display the file size of data received.

TX byte Display the file size of data transmitted.

4.16 External Devices

Vigor router can be used to connect with many types of external devices. In order to control
or manage the external devices conveniently, open External Devices to make detailed
configuration.

DrayTek

External Devices >> External Devices 3

b External Devices

Enable External Devices ™ Refresh

Status Model Name IP Address Connection Time Clear

Mo iterns to show.

Routing Table

ARP Cache Table
DHCP Table

NAT Session Table
Traffic Graph

‘Web Console
Ping/Trace Route
Data Flow Monitor

Product Registration

Each item will be explained as follows:

ltem

Description

Enable External Devices

Check the box to detect the external device connected to
Vigor3900.

Refresh

Click it to renew the web page.
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Item Description

Status Display

Model Name Display the model name of the external product.

IP Address Display the IP address of the external product.
Connection Time Display the connection time that the external product

connecting to Vigor3900.

Clear Allow to delete the selected profile.

From this web page, check the box of Enable External Devices. Later, all the available
devices will be displayed in this page with icons and corresponding information. You can
change the device name if required or remove the information for off-line device whenever

you want.

\ Note: Only DrayTek products can be detected by this function.

4.17 Product Registration

Please refer to section 2.3 Register Vigor Router for more detailed information.
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Chapter 5: Trouble Shooting

This section will guide you to solve abnormal situations if you cannot access into the Internet
after installing the router and finishing the web configuration. Please follow sections below
to check your basic installation status stage by stage.

®  Checking if the hardware status is OK or not.

®  Checking if the network connection settings on your computer are OK or not.
® Pinging the router from your computer.

®  Checking if the ISP settings are OK or not.

®  Backing to factory default setting if necessary.

If all above stages are done and the router still cannot run normally, it is the time for you to
contact your dealer for advanced help.

5.1 Checking If the Hardware Status Is OK or Not

Follow the steps below to verify the hardware status.

1. Check if the power line and WLAN/LAN cable connections is OK.
If not, refer to “1.3 Hardware Installation” for reconnection.

2. Turn on the router. Make sure the ACT LED blink once per second and the
correspondent LAN LED is bright.

NK 1000 LNK 1000 NK 1000 LNK 1000 LNK 1000 LNK 1000

CLIIOLI TN

GigaLAN» 1 3(SFP1) GigaWAN» 1

3. If not, it means that there is something wrong with the hardware status. Simply 