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NO:AP1101-2 V.1 

Release Note for Vigor2927 Series  
Firmware Version: 4.5.1.1 

Release Type: Critical – Upgrade immediately to address urgent security issues or major 

system risks 

Applied Models: Vigor2927, Vigor2927ac, Vigor2927Vac, Vigor2927L, Vigor2927Lac, 

Vigor2927ax, Vigor2927F, Vigor2927L-5G, Vigor2927Lax-5G 

Vigor2927 series is a broadband router which integrates IP layer QoS, NAT session/bandwidth management 

to help users control works well with large bandwidth. The state-of-art routing feature, VPN security, and 

Dual-WAN provide integrated benefits for professional users and small offices. 

New Features  

 None. 

Improvement 

 Improved: Improve the WiFi Driver Security (CVE-2025-20710, CVE-2025-20715, CVE-2025-20716, 

CVE-2025-20718, CVE-2025-20719, CVE-2025-20720, CVE-2025-20724, CVE-2025-20733, 

CVE-2025-20734, CVE-2025-20736, CVE-2025-20737, CVE-2025-20738 and CVE-2025-20739). 

 Corrected: An issue with the device losing connection due to unstable LTE. 

 Corrected: An issue with the failure to log in to the web user interface for multi-language support. 

Known Issue 

 None.  

Note 

 IPsec HMAC (MD5) is no longer supported. 
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