NO:AP1101-2 V.1

Release Note for Vigor2133 Series

Firmware Version: 3.9.9.6

Release Type: Critical — Upgrade immediately to address urgent security issues or major
system risks

Applied Models: Vigor2133 / Vigor2133n / Vigor2133ac / Vigor2133Vac [ Vigor2133Fvac

Vigor2133 features advanced bandwidth control mechanism such as IP-layer, QoS, NAT Session Limitation,

Bandwidth Borrowed, etc., to allow easy, flexible, reliable access control and bandwidth management.

New Features

® None.

Improvement

® Improved: Enhance SQLite 3.9.2 security by applying patches to address multiple known security
issues, including CVE-2018-20346, CVE-2018-20505, CVE-2018-20506, CVE-2018-8740,
CVE-2019-16168, CVE-2019-19645, CVE-2019-19646, CVE-2019-8457, CVE-2020-11655,
CVE-2020-11656, CVE-2020-13434, CVE-2020-13435, CVE-2020-13630, CVE-2020-1363],
CVE-2020-13632, CVE-2020-15358, CVE-2022-35737, CVE-2023-7104, CVE-2025-3277, and
CVE-2025-6965.

® Corrected: An issue where certain VolP/SIP attacks could cause the router to reboot unexpectedly.

® Corrected: An issue where the router could reboot unexpectedly under certain VolIP/SIP conditions.

Known Issue

® None.
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